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Before the Migration

Send us the audit document you have generated using the files included in the zip ClicknDECIDE_NSI_
Migration_Request.zip found here:
http://www.clickndecide.com/downloads/WebDoc/Support/ClicknDECIDE_NSI_Migration Request.zip

Once done, we will provide you a new license for the Click & DECIDE - NSI 11.1.

Download the last release of Click & DECIDE here:
http://license.clickndecide.com/downloads/cndnsi_request.aspx

Note: the operations described in this article require a full access to the computer. Be sure to be
logged as an Administrator.
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Section 1: Backup your current configuration

Backup your License Certificates

Save your Click and DECIDE license at:
C:\Program Files\Click and DECIDE\NSI\_license.cert (by default).

Backup NSI Configuration

1. Start the Management Console: Start>All Programs>Click and DECiDE\Network Security
Intelligence>Management Console.

2. Navigate to NetReport/localhost (by default).

3. Iick on Backup

() Click and DECIDE Management Console - [Cansole rootiNetReportocalhe oo
@Eile Action  View  Favorites  MWindow Help ":"E"z‘
e 7@ HE

1 Console raot

If your modify the above parameters, click here to reconnect to the configuration server

O MetReport using the new settings.
4 by localhost This will overwrite recent XML configurations that have not been saved.
IE Packages Server S ECTITES
b P ULA E
b € Agents
[» m Log Wault
b £ Backups

Reload from Configuration Server®ss

Click here to restare the last configuration of the configuration serer.
This will overwrite recent XML configurations that have not been saved.

Backup the Current Cunfiguratiun-___-

Click here to sawe a backup of your current configuration.
A backup will be made and become available in the Backups branch.

Ea gl

4. Save the new folder named AAAAMMDD-HHMM-user-v1002 created in
C:\Program Files\ Click and DECIiDE\NSI\ConfigurationBackup (by default).

5. Browse to the filter lists NetReport/localhost/ULA/Filters (by default).
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6. Right click on a filter and select Export filters and parsers...

@ File  Action View Favorites Window Help "z“E‘E
&= 26
1 Console root
4 O MetReport £l Definitions for Apache
a “ localhost
3% EaL;lfages Server =MetReport/localhost/ULAFitersfApache<
P
> B‘ Settings

4 @ Filters
b @D e ) Do not Perform the Rules Below

b o B Export Filter and Parsers..

ol O ' rawdata Insert IS records in Data_W3C_IIS

D{.'UC

D¢ Mews Wind o frorm Here i Display the ML record in a Popup

Wiew 4

o F&

» 4 D M Ty, File for Archival
P ERE data in CSV Format File
[ -@ T Help
b € Agents
[ @ Log Wault
b £ Backups

|
|

Can)

£ Main Rules Group E.

% Store in Database

£ Store in CZV Format File

&

i
‘d

) Stare in File for Archival

£

%

7. Save the configuration for this filter.

8. Repeat step 6. and 7. for every filters except Database Management, Click and Decide Alert, Click
and Decide Audit and EngineEvent.

9. Close the Management Console.

Backup the WebPortal Configuration

1. Startthe Web Portal Administrator: Start>All Programs>Click and DECIDE> Administration
Manager.
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2. Goto File>Backup Security Database

B Click and DECIiDE Administration Manager . m ¥
i| File | Edit View Tools Help

New 4
|Q  Update Database Security.. bl ﬁ‘
_E Check Diatabase Security... |
B Export Repaort...

| Backup Database Security... |J—’i}] Mo item selected.
ed 6L
Import Windows Users and Groups... VEL
Exit

|L__i Data Sources[ %U;er Groups 5 Users E Menu 7 Authentications
Backup Database | CAF‘Sl HUM| SCRLl L

3. Save the Security Database configuration into a .cndbck file.
4. Close Click and DECIDE Administration Manager.

5. Save your own Builder projects (*.wfv files) created with the BAI toolkit. We recommend to put these file
in the MyProject folder located at:
C:\Program Files\Click and DECIDE\Business Application Intelligence\Runtime_Projects\My
Projects (by default).

6. Save the external files (for example, the images) used by your own Builder projects. We recommend to
put these file with the other image files in the Runtime_projects folder located at:
C:\Program Files\Click and DECiDE\Business Application Intelligence\Runtime_Projects (by
default).

7. Save your customized standard reports and cubes (if applicable) respectively located in:
C:\Program Files\Click and DECIiDE\Business Application Intelligence\Runtime_Projects\enu (by
default) and
C:\Program Files\Click and DECIDE\Business Application Intelligence\Runtime_Projects\cubes
(by default).

8. Save your previously generated reports located in:
C:\Program Files\Click and DECIiDE\Business Application Intelligence\Runtime_Projects\Static (by
default).
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9. Save your customized menus (if applicable): these are the *.wmu files in the Runtime_projects folder
located at:
C:\Program Files\Click and DECIDE\Business Application Intelligence\Runtime_Projects (by
default).

10. Save the scheduled tasks configuration file d7tasks.xml located at:
C:\Program Files\Click and DECiDE\Business Application Intelligence\d7tasks.xml (by default).

11. Save your own script (if applicable) which are located at:
C:\Program Files\Click and DECiDE\Business Application Intelligence\TaskScripts (by default).

Backup the database files

1. Stop the NSI services by running the stopsvc.bat batch file located at:
C:\Program Files\Click and DECIDE\NSI\stopsvc.bat (by default).

2. Stop the BAI services by running the stopsvc.bat batch file located at:
C:\Program Files\Click and DECIDE\BAI\stopsvc.bat (by default).

3. Start SQL Server Management Studio: Start>All Programs>Microsoft SQL Server 2005>SQL
Server Management Studio.

4. Choose Windows Authentication

l'..____-. Microsoft SOL Server Management Studio

Network Security Intelligence | KBA

File  Edit W“iew Tools Window  Community  Help
i 1 Mew Query | L | o th M | K] | ([ Ennc Server

Chject Explarer

Cornect = & 1w 2 Microsoft*
- ? SQL Server2008r2

Server lype: IDatabase Enaine j

Server name; ﬂ

Authentication: I\-\-"indows Authentication j
Lzer name: IVPU A 2008-E4 A dminiztrator j
Pagzswaord: I

I~ Femember passward

Connect I Cancel Help Optiong »»

5. Navigate to Databases/netreport.
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6. Right Click on netreport and select Tasks>Detach...
[ ]

icrosoft SOL Server Management Studio

File Edit  WView

FEr

Debug  Tools

Eﬂ.Neruery | I:EI|E& % %H:@ |
Connect > Ed 2 5 T B

wWindow

Community  Help

=N =

F FHEHB

[ Security
[ Server o
[ Replicati
[ Manager]

= [3 WPU-W2008-64 (SOL Server 10,50, 1600 - WPL-y:
= [ Databases
[ Syshem Databases
[ Database Snapshots
I aspnetdb
CrWebServices

v

v

U DataSetReport
Ly g

Mew Database,
Mew Query

Scripk Database as

5 3aL Serl

Network Security Intelligence | KBA

Tasks [ petan. ]
Policies Take Offline

Farets Bring ©nline

Skart PowerShell Shrink, »
Reports Back Up...

Rename Restare b
Delete Mirrar ...

Refresh Launch Database Mirraring Monitor ..
Propetties Ship Transaction Logs. ..

4

Ready

Generake Scripts...

Extract Data-tier Application...
Register as Data-tier Application. ..
Irnpork Data, .,

Expart Data...
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7. Click OK.
' Detach Databas

IS [=] E3

Select apage L8 Script + [ Help
%4 General
D atabazes to detach:
D atabase Mame I Cirop ... I Updat... I Stabuz I Meszzage
rietreport n u Mat... §&ctive connection|s

Connection

Server:
WPU A 2008-64

Connection:
WPU - 2008-645%bdministrabor

_!j “iew connechion properties

Ready

Ok I Cancel |

4

8. Backup the netreport database files, netreport.mdf and netreport_log.ldf located in:
C:\Program Files\Microsoft SQL Server\MSSQL.1\MSSQL\Data (by default)

9. In SQL Server Management Studio, navigate to Databases.
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10. Right click on Databases and select Attach...

f______._ Microsoft SQL Server Management Studio

File Edit Wew Debug Tools ‘Window Community Help

Pl bewouery | [y | 25 15 G | [ H S | B

Object Ex

er

Connect * aj !E BT 5

= [B WPL-W2008-64 (SOL Server 10,50, 1600 - YPU-YW

= 3 Svsl Mew Database. ..
(3 Dat | Attach. ..
U aspi
U N Restore Database..,
[ Dat Restore Files and Filegroups...
[ Securit
3 Server Start Pawershel
[l Replicat,
£ Manage Reports
% SQL Ser Refresh

Ready

11. Click Add...
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12. Browse to the netreport.mdf database file.
' Attach Databases

Select a page -
2 General Select the fils:

H-J PerfLogs ﬂ
-3 Program Files
--ﬁ Common Files
E Internet Explorer
E Microsaft Analysis Services
=10 Microzoft SOL Server
&3 100
-3 80
E-C 90
ﬁ M5A510 B0 MSSOLSERVER
=3 M350L10_50MS5ALSERVER
=3 MS50L

--{ﬁ Backup

#-1 Binn

[0 DATA
----- [ aspretdb md Flzmos |
----- [ CnDwebServices. mdl
----- [ ataSetR eport. mdf
----- g rnazter. mdf | I
Connecton b Bl i e |J model. rmdf
----- [ MSDEData.md

| Locate Database Files - YPU-W2008-644

Status | Message |

3;3%2008-54 netreport, mdf
----- 3 tempdh mdf

- - Install
VP 2008-B4%A drmimistr: F-C0 JOBS
B
A

Connection:

d-[ Log
H- | Inmrade j

Selected path: |E:'\F'n:ugram Files\Microzoft SOL ServersSSEL I

_!j! Wiew connection prop

Hemove |

Feady Filez of type: IDatabase Filez(". mdf] j

] I Cancel

File name: Inetrepurt.mdf

|
p | Cancel |

Y
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13. Click OK.
' Attach Databases =]
Select a page ';S Scrpt - HE Help

%4 General

Databases to attach:

_I tDF File Location Databaze . | Attach bz Owner Statuz bl ezzage
C:\Program Fileshhi... _I rietrepork netreport YR,

Add... I Bemove |
"netreport’’ database details:
Ornginal File Mame | File Type | Current File Path Meszzage I
Conneciiel netrepart, rndf [rata C:%Program Filez\Micros... _|
netreport_log. LOF Lag C:\Pragram Files\Micros... _|
Server:
WPU A 2008-64
Connection:
WPU - 2008-645%bdministrabor
3} “iew connechion properties
Add Catalog... | Femoyve |
Ready
Ok | Cancel |
Y
14. Click OK.

15. Close SQL Server Management Studio.
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Section 2: Update Click & DECIDE - NSI

Download and extract the Click & DECIDE - NSI setup

1. Download the Setup of Click&DECIDE 11.01.04, CnD-NSI.11.01.04.exe, available at:
http://license.clickndecide.com/downloads/cndnsi_request.aspx

2. Runthe CnD-NSI.11.01.04.exe setup.

3. Choose where you want to extract the files required for the installation.
.3‘ Click and DECIDE - Metwork Security Intellipence - InstallShield Wizard

Location to Save Files
wWhere would you like to save wour files?

Please enter the folder where wvou want these files saved, If the Folder does not:
exisk, it will be created for you, Ta continue, click Mesxk,

Save files in Folder:

_:1Program FilestClick and DECIDEYNSISERU

Change. .. |

Installshield

< Bach: Mext = Cancel

4. Click Next.

5. Wait for the extraction to complete. The Click and DECIDE - NSl Installation Wizard will launch.

The Click and DECIDE - NSI Installation Wizard

1. If you have any prerequisites, click Install to install them.

11
Contact us: E-mail: sales@clickndecide.com Tel: +33 (0)6 71 99 86 60 N N
Sales Offices: 98, route de la Reine - 92100 Boulogne-Bt, France. WWW. Cl ICkndeCIde . Com

To contact your nearest Click&DECIDE partner, click here.


mailto:sales@clickndecide.com
http://www.clickndecide.com/
http://license.clickndecide.com/downloads/cndnsi_request.aspx

- i
m ‘ LI Ck& _ _ Network Security Intelligence | KBA

2. Onthe Updating a previous version dialog, select | want to continue and click OK.
Updating a previous wersion @

g License Information

The license that you have installed does not correspond to the current version
number.

-

& wersion of Click and DECIDE - MSI is already installed,
Warning:
You will need a new license certificate when running the Configuration Wizard, after the
Setup, to be able ko use this new version of Click and DECIDE - MSI.

Ik Cancel

3. Onthe Welcome to Installshield Wizard for Click and DECIDE - NSl dialog, click Next.

4. Onthe License Agreement dialog, read the license agreement and select | accept the terms in the
license agreement to continue.

15} Click and DECIDE NSl - Installation Wizard ==
License Agreement m
Please read the Following license agreement carefully, Click&

PLE&SE READ CAREFULLY THE FOLLOAWIMNG LICEMSE AGREEMEMNT BEFORE ¥OU CONTIMUE, =
IF %ol PROCEED WITH THE SETUP PROCEDURE OR USE THE SOFTWARE (OR AUTHORIZE (i
AMY OTHER PER.SON TO DO 503, YOU ACCEPT THE TERMS AND COMDITIONS OF THE TR
LICENSE AGREEMEMNT. IF YOI DO NOT AGREE WITH THE TERMS OF THE LICEMSE

AGREEMENT, SIGMIFY YOIUR DECISION BY CLICKING THE "MC" BUTTOM AMD RETURM THIS
PRODUCT (including all makerials) WITH YOUR RECEIPT TC THE PLACE FROM WHICH YO
CBETAINED IT WITHIN THIRTY DAYS FOR A FULL REFURMD,

Click&DECIDE SOFTWARE LICENSE AGREEMENT
1.LICENSE. Click®2DECDE SAS Company grants wou the right to use the Click&DECIDE

software programs conkained in this package (the "SOFTWARE™ on a single computer, The
SOFTWARE consists of several oroarams and is licensed as a sinale oroduct, The

i@ T accept the terms in the license agreement!

(7)1 do not accept the kerms in the license agreement

Installshield

< Back ][ fext = ] [ Cancel

5. Click Next.

6. On the Destination Folder dialog, select a folder on a partition with enough hard disk space. See
recommendations:
http://www.clickndecide.com/downloads/WebDoc/Support/ClicknDECIDE_NSI Database Archive Disk
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Size.zip
3! Click and DECIDE NSI - Installation Wizard

Destination Folder m

Click Mext bo install ko this Folder, or click Change to inskall ko a

different Folder, CL!C#L@DEICJDE

Install Click and DECIDE MSI to:
C:APragram FilesiClick and DECDE), Change. ..

InstallShield
< Back ]L Mext = | [ Cancel
7. Click Next.
8. On the Setup Type dialog, choose Click and DECIDE NSI Typical Solution.
15} Click and DECIDE NSl - Installation Wizard
Setup Type m
Choose the setup byvpe that best suiks your needs, Click&DECIDE

Please select a setup bype,

i@ Llick and DECIDE NSI Typical Solution;

CH Install all the necessary Click and DECIDE Mebwark, Security
Intelligence components available for wour machine.

(") Custom

Choose which program Features you wank installed, Recommended
for advanced users,

Installshield
< Back ][ Mext = ] [ Cancel
9. Click Next.
10. Click Install.
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11. Wait for the installation to complete.

12. On the Installshield Wizard Completed dialog, click Finish.
3! Click and DECIDE NSI - Installation Wizard

InstallShield Wizard Completed

The Installshield Wizard has successfully installed Click and
DECIDE MSI. Click Finish ko exit the wizard,

Click&DECiDE

Click and DECIDE sekup will now launch the Click and DECIDE
m3I Configurator, IF wou are installing Click and DECIDE MSI For
the Firsk time, it is recommended that wou run the Click and
DECIDE MSI Configurator at least once,

Cancel

< Back

13. The installation asks for a reboot. Save all your documents and close all your application and click Yes.
:ﬁ! Click and DECIDE ME] Installer Information £3

‘o musk reskart wour system Far the configuration

! changes made ko Click and DECDE MSI to kake effect,
Click Yes to reskart now or Mo if vou plan to restart
laker.
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The Click and DECIDE Configurator — Log Source Configuration

1. After rebooting your machine, the Log Source Configuration launches and asks for a License

Certificate.

(Click snd DECIDE Corfigurator - License Certificats [

[

Mo License installed.
Please contact your supplier to receive the appropriate
license certificate,

k. Cancel

Help |

F S

2. Click Change...
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3. Select the License Certificate we sent ﬁou for Click & DECIDE - NSl 11.1.4.

r

”‘ This Certificate was delivered to:
Click&DECIDE
This License authorizes you to use version of;
Click®&DECIDE BAI-NSI - Internal Use

Business Application Intelligence
Enterprise Edition w11.1

Builder 1 CaL user(s)
WehPortal 5 CAL user(s)
WehPortal 5 Concurrent user(s)fClient Access)
Scheduled Tasks Yes
WehServices Yes
SAP Audit Yes A
SaP \CE r
Project Types &l

Maintenance Agreement Valid until 1312014

Metwork & Security Intelligence
Enterprise v11.1
Daily Records 100ao0ao
Maintenance Agreement Valid until 1312014

This Certificate will expire on: 1321 /2014
Internal Use - Mot for resale

WebPortal license
*This Certificate was delivered to:
Click&DECIDE
This License authorizes you to use version of;
Click®&DECIDE BAI-NSI - Internal Use

Business Application Intelligence
Enterprise Edition w11.1 8

F, Cancel

4. Click OK.
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5. On the Database Settings dialog

a. If you have configured a local Database Server, click OK.
Click and DECIDE Configurator - Database Settings

-

F — Database Connection Settings

Please uze only Caze [nsengitive settings.

Databaze Server: Local 5

Server Mame: IVPU-W|N?-32

Server Instance: I SOLE=PRESS LI

— Login
Windows Llser: INT AUTHORITYLocal Spstem

Test

Paszword: I

~Database Update Settings
Configure the update zettings for the M5I D atabaze.

¥ Update Databaze
[T Delete existing data

~Database Time Zone Settings
[T Use UTC offset [Coordinated Uriverzal Time)

Time Zone: I[LITE+EI1 :00) Bruzsels, Copenhagen, Madnid, Pariz ;I
Iw Adjust for Daylight Saving Time [D5T)

(] 4 I Cancel Help |

b. If you have configured a remote Database Server, you need to run the SQL Server
Configurator Tool:

i. Connect to the machine where the SQL Server is running

WARNING: this operation requires SQL Server Administrator privileges. Be sure to connect
as a user that has such privileges.

ii. Locate the Installation Files of Click & DECIDE - NSI.

iii. Run the SQL Server Configuration Tool from the local disk:
SQL Server Configurator\DVSqlServerConfig.exe

WARNING: the SQL Server Configuration Tool has to run from a local disk. Be sure to copy
the SQL Server Configurator folder on your local disk before running the program.

iv. Enter the full name and the password of the user used by Click & DECIDE - NSI to
connect to the database
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V. Enter the name of the SQL Server Instance.

Network Security Intelligence | KBA

INFORMATION: the SQL Server instance is the name that appears between brackets after
the name of the SQL Server service (Start>Administrative Tools>Services).

=] E3

¥ Click and DECIDE BAI
windows
User [PU-w/2008-64\netreport
Pazzword: I"""'
—S0OL
Instance: || [See SOL Server Service]
ak. Cancel |

Vi. Click OK.

Vii.

On the Click & DECIDE — NSI machine, click OK.
Click and DECIDE Configurator - Database Settings

— Database Connection Settings

=

Pleaze uze only Caze [nsenzitive settings.

D atabaze Server:

Server Mame:

Server Instance: IMS SOLSERYER
— Login
Windows Lzer I"-.I"F'LI-WIN?-SE"-.netrepl:urt j
Test
Paszwiard: I’“"“"“‘"

~Database Update Settings
Configure the update zettings for the NSI D atabaze.

¥ Update Database
[T Delete existing data

—Database Time Zone Settings
[7 Use UTC offzet [Coordinated Universal Time]

Time Zone; I[LITE+EI'I :00) Bruzsels, Copenhagen, Madnd, Pansz
v adjust for Daviight Saving Time [D5T)

Cancel

o |

Help
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vii. ~ Click Close.
Click and DECIDE Configuratar

é@l Important @

Completing Click& DECIDE N5I's Migration

“ou hawve migrated from an earlier wersion to this wersion of
Click&DECIDE NSl Click&DECIDE NSl has not migrated wour
=cheduled Task settings and Database Administrator Fassword.
“ou must now configure the Scheduled Task Settings for the
Click&DECIDE M35l Scheduled Dashboard task and enter the
Database Administrator Fassword in the ClickDECIDE N3
Configuratar. To do so. please follow the steps below:

m

-

Cloze |

Ctoanc

6. Click OK and confirm you want to continue.

Section 3: Restore your configuration

Restore the WebPortal Configuration

This step is necessary if you have modified the “Click and DECIDE NSI Scheduled
Dashboards” standard planification, or if you have added new export tasks.

If you have modified standard tasks, they are automatically migrated and you don’t need
to follow this migration step.

1. Locate the Security Database backup file (.cndbck) from Section 1.C.3 on your hard drive.

2. Double click on the file. Administration Manager asks if you want to restore the Security Database.

Click and DECIDE Administration Manager <

\?/. Do wou want ko restore the database (compatibility between version not supported) From the backup of 574/2010 4:57:45 PM

3. Click Yes.
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4. Click Update Security icon

& Click and DECIDE &dministration Manager - = X

i File Edit Wiew Tools  Help

o] % @9 ©| @ ;BRI mE

Me |q Update Security

Me Update Security Path

TIEeEHepart TerletReport_Directory\MetRepart, wmu Mame: IM}'MEHU

% MetRepart Utilities  “aMetReport_Directory®s\MetReport Utilities wru

=1 NetRepart Static | %:MetReport_Directory:\MetRepart Static wmu Path: |ZNetHepDrt_Directc-ry .. | Edit

% Alert Management  aMetReport_Directoryi\NetReport Alerts,wmu

. My Menu YeMetReport_Directol My Menu, wma

4| | 4 | i

UData Sources %User GEroups 2; Users |§ Menu| 3

IUpdate Security [CaPS| MUM| SCRL| -2
5. Click OK.

6. Close Administration Manager.

Restore the scheduled tasks

This step is necessary if you have modified the “Click and DECIDE NSI| Scheduled
Dashboards” standard planification.

If you have modified standard tasks, they are automatically migrated and you don’t need
to follow any migration step.

If you have created new export taks, they are correctly migrated after the previous step
“Restore the WebPortal Configuration”, and you don’t need to follow this migration step.

1. Open Web Portal: Start>All Programs>Click and DECIDE>BAI.

2. Login as a member of NSI Admin.
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In the Scheduled Tasks and Tasks section, click on the Import tasks image button:

m Click&RECIDE

Web Server Configuration

kdenus
Zcheduled Taszks & Tasks

= [ Scheduled Tasks
DClick and DECIDE NSI Scheduled Dashboards
S Mouvelle planification
UPurge Alerts Tables

= [ Tasks

Continue if first of the month

Import XML Tasks Configuration

4. Click on the Continue button:

@M CLick&DECIDE

Weh Server Configuration

Lenus This feature helps you to import a ClicknDECIDE Tasks Configuration which comes either from an older installation of the Cli
Scheduled Tasks & Tasks - greater] you wish to migrate, or another ClicknDECIDE Web Server.
= [ Scheduled Tasks e
L Click and DECIDE NS Scheduled Dashboards File paths defined for Builder projects and export destination can be migrated by converting an older installztion path to the current,

Mouvelle planification When only one user profile - for the connection to the database for exported data - is found in the Tasks Configuration, all export tas

Furge Blerts Tahles When rmaote than one user profile is found, only tasks with the same profile than the one connected will be impaorted with this
=] ETasks unchanged.
@Cmtinue iffirst of the manth For tasks exporting to a database output, the user and password used to connect to this database will be kept unchanged.
@My Custorn Task Faor scheduled tasks running under a specific User Account, the user and password will be kept unchanged.
ENetReport Consolidation Aggregation and Purge
@NetReport Content Filtering Daily Dashboard
@NetReport Cortent Filtering Manthly Dashboard
@NetReport Prozy Daily Dashboard
@NetReport Proxy bonthly Dashboard
@Nouvelle tdche export test
@Nouvelle tiche export2
[T|Purge Highlights Table
o EEPI

A hackup of the existing task configuration before the import will be saved in the d7Tasks_backup.ml file,

Continue ][ Cancel

7. Select on your hard drive the backup of the d7tasks.xml created in Section 1.C.10.:

@M Click&DECIDE

Web Server Configuration
Menus
Scheduled Tasks & Tasks
= [d Scheduled Tasks % Check the "Try to conwvert paths” option if you want to convert paths from an older installation path to the current installation path,
2 Click and DECIDE ML Scheduled Dashboards
ouvelle planification

Specify the XML Tasks Configuration file {default name is d7tasksxml) to be imported in the "XML File" field,

Check the "Owenwrite existing tasks” option if you want to overwrite existing tasks and existing scheduled tasks,

£ G-’Purge Alerts Tables

XML File CABackup MShd7tasks. xml
= [ Tasks
@Continueiffirst of the month Trytu convert paths
@MY Custarn Task Overarite existing tasks
ENEtRepurt Consolidation Aggregation and Purge Back ” Irmport ” Cancel

@NetReport Content Filtering Daily Dashboard
@NetReport Content Filtering Monthly Dashboard
@NetRepnrt Prozy Daily Dashboard

@NetReport Prosy bonthly Dashboard

5. Click on the Import button.

6. Check the new tasks have been correctly imported by editing one of them.
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Restore your custom NSI Log Sources Configuration

1. Open the Management Console:

Network Security Intelligence | KBA

Start>All Programs>Click and DECiDE>Network Security Intelligence>Management Console.

2. Goto NetReport/localhost/Backups, you should see your previous configuration AAAAMMDD-HHMM-

user- v1002 folder (see Section 1.B.4).

3. Navigate and select a custom initialisation or action you want to restore. For example: the RDNS net

area initialisation.

® Click and DECIDE Management Console - [Console root',NetReport'localhost',Backups' User Backup 2010-05-... [E[=]

< | 0

Connection to another LILA, - |52 L @

@ File Action Yew Favorites Window Help ‘ -|5’|£|
& Bm @
(1 Console roat T Ualanace Connecton v
E| MetReport
E.‘ lacalhast £ P to Country F  Comvert an IR
- Packages Server
% LLA* 8 Log Storage =
B Setti
% S @ SMTP Server Name F  SMTP Addre
&gent
g Lf;:';ult £ Performance Counters For MetRepor Filters [ General Per]
E| * Backups
¥, Wizard Backup 2010-05-06 11 @ RONS W |General RD
User Backup 2010-05-04 16:4°
= E_.,;‘ELL:C F 8 RODNS net area =
[ Setti
- __Ee, ;I;i?alisations £ Sessions I Session Initi
L -4 Filt
f:enlt:rs 8 Sessions (10 minutes) ¥  Session def
- (E| Lag vaul
D Lo veu @ SQlCache @ SOL definitio
8 SoLvulnerahility ¥  SOL definitic

4. Click on Copy icon at the bottom of the page.

5. Navigate where you want to paste the initialisation or action. For example:
NetReport/localhost/ULA/Settings/Initialisations.
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6. Select the existing initialization or action (if it exists).

@ Click and DECIDE Management Console - [Console root'NetReport'localhosts ULAY Settings', Initialisations]  [ijj=] E3
ﬂ File  Action Wiew Favorites  window  Help | - |E’|5|
& = | @m| 2
r—j Console rook ) Database Connection W B
E--@ MetRepork
Elby locathost 1 IP ta Country [  Canvert an IP adress to a Country
-8 Packages Server
B LLa* ) Log Storage =
LR [}' Settings
-7 Initialisations 2 SMTP Server Name v  SMTP Address used to send a ms
& Fiters
w-€p Agents ) RDNS W  General RONS
@ Log Wault
= Backups ) RONS net area v
wizard Backup 2010-05-06 11
BTl User Backup 2010-05-04 16:4 || ©F Sessions ¥  Session Initialisation
=
Ef} Gettings 0 Sessions (10 minutes) W Session definition for 10 minutes
5T Initialisations
K Filers ) BQLCache ¥  S0L definition to get data from an
@ Agents
=[5 Log vaulk 2 SQALDenyAl ¥  S0L definition to get data from an
2 SQL%ulnerability v SOL definition to get data from an | ||
Connection to anather LILA ~| &2
< |

7. Click on Delete icon.

8. Click on Paste icon.

@ Click and DECIiDE Management Console - [Console root'NetReport:localhost, ULA* Settings' Initialisations] =]

ﬁ File  Action Yiew Favorites Window  Help ‘ _|5’|1|
- | Bm @
(3 Console oot £ Database Connection 73 o]
E@ MetReport
=iy Iocalhost P ta Country ¥  Corwert an IP adress to a Country
Mg Packages Server
- LLa* £ Log Storage ™
=-[ settings
@7 Initiglisations 7 SMTP Server Mame I  SMTP Address used to send a m
{ ‘@ Filters
4% Agents ) Copy of RDMS net area W
[E Log Waulk
E-¥ Backups ) RDNS W  General RDMS
L5 wizard Backup 2010-05-06 11
-T2 User Backup 2010-05-04 16:4 || ©F Sessions [+  Session Initialisation
g UL
. B[ settings ) Sessions (10 minutes) W  Session definition far 10 minutes
| @7 Initidlisations
i -ﬂ Filters ) S0LCache W  SOL definition to get data from a
0 Agents
-5 Log vault ) SOLDenyAl ¥  S0L definition to get data fram a
2 BOLYulnerability [  SC0L definition to get data from a
4] | i
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9. Rename the pasted initialization or action. Remove Copy of.
10. Repeat step 9. to 16. for every initialization or action you want to restore.
11. Navigate to NetReport/localhost/ULA.

12. Click Apply Changes.

#® Click and DECIDE Management Console - [Console root'NetReport'localhost' ULA*]

G File  Action “iew Favorites  Window  Help
=1l

[ console roat o . T ' . '
=& Netreport @ JuniperSSL 38 Field Definitions, 15 Actians,
-4y Iocalhost 2 Dictionary Entries, 3 Rules Groups
b Packages Server w Microsoft ISA 59 Field Definitions, ¥ Actions,
E% LILA* .. Server 3 Dictionary Entries, 3 Rules Groups
- B=[ settings

- =T Initiglisations
-4 Filters

: 0 Agents

.

@ Log Wault

=¥, Backups Applying Changes
=

Settings

£, wizard Backup 2010-05-06 11
40 User Backup 2010-05-04 16:4° Click here to save all your changes for the filter.
Elf* LA All the changes you have made locally will be sent to the filter.
E EE— Settings

. E-77 Initialisations
! ‘¢ Filters
0 Agents
m Log ault

Configuration

Database Time Zone

1 | i

13. Open the NetReport/localhost/Agents subtree.

14. Navigate to a node with an asterix (*).
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15. Click Apply Changes.

® Click and DECIDE Management Console - [Console root NetReporthlocalhost Agents'Flat File Parser*] M=] E3
@ File  Action Wiew Favorites  window  Help | - |E’|5|
& - | 0=

I:I Console rock (= —.. The files matching *.8' of the directary 'C:\Program
=) NetReport ) Files\Click and
-4 localhost DECIDE'NSI'Logs'Engine'FlatfilelronPort-S' are spied.

e Packages Server
E~ - LILIC\

E‘D’ Settings Follow this link in order to add a new spied directory or to
-7 Initialisations manage list.
[+ 43 Fileers
[—10 fgents
ﬁ Check Point (Real Time) Applying Changes
@ Event Scheduler : '

‘4 Flat File Parser* Click here to save all your changes for the flat file agent.
B Microsoft wh All the changes you have made locally will be sent to the flat file
MetReport Communicakion agent.

Ef Remote Microsoft WL
al ‘W“ 5 0
@ SMMP Trap Listener t TR qiE’ﬁ[jG‘Eﬂ

H--i Swslog Parser®

- &/ Log vaulk —
=7 Backups Agent Status -
=, —
T Wizard Backup 2010-05-06 "
=75 User Backup 2010-05-04 11 atop | Running ooe Agent is running.
= ua

Eﬂr Settings =
‘ I H H form | e ] TI—:L:_I:__L:___ﬂJ

16. Repeat step 21. and 22. for every agent with an asterix (*).

Note : for the Microsoft WMI or the Remote Microsoft WMI, you may need to copy and paste
specific agent configuration form the backup.

17. Close the Management Console.
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Section 4: Check your configuration

Log Acquisition
1. Start the log treatment.
2. Open the Performance Counters:
- Ona 32-bit OS, click in the Start Search box, type perfmon , and press ENTER.
- On a 64-bit OS, click in the Start Search box, type SystemRo0t%\SysWOW64\perfmon.exe, and
press ENTER.
3. Click the + in the toolbar.

4. Selectthe Click and DECIDE Filter Engine Performance object and select All instances.

Available counters Added counters
Select counters From computer;
Caunker Parent  Inst... Computer
«<Local computer = - Browse. ..
Authonzation Manager Applications v L
BITS Met Utilization v
BranchCache w D
Browser v
Cache v
| iClick and DECIDE Filter Enginei v
Client Side Caching v
Database v s
Instances of selected object:
<hll instances =
Click and DECIDE Filker Engine
- Search
l Add == ] | Remove <= |
= .
Show description [ Help ] [ ok ] [ Cancel

5. Click Add>>.

6. Click OK.
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7. heck that you don’t have any nelrf (Click And DECIDE events) in the error

Network Security Intelligence | KBA

@ Perfarmance Manitar EEE
(®) File Action Wiew Window Help NEE
Ll sl e HE]
® Performance Ere-+Xs coDa M B
4 [ Monitoring Toals
B8 Performance Maonitor
3 :% Data Collector Sets 1000
- [ Reports o
800
700
600
500
400
300
200
100
AL A
0 . .
11:48:48 AM 11:49:20 AN 11:48:10 &M 11:48:47 &M
Last | 0.000 Awverage | 0000 Minirmum 0,000 Maximum | 0.000 Duration | 1:40
Show Color Scale Counter Instance Parent Ohject Cornputer
[ 1.0 % Processar Time _Tatal Processor Information SPL-WINT-32
I7 1.0 # of nelrf in queue Click and i nd DECIDE Filter En.., 32
# of nelrf in error queue Cli [ nd DECIDE Filte 32
0.1 Rate of nelrf processed o Click and DECIDE Filter En... WWWPU-WINT-32
|7 1.0 # nelrf processed Click and ... Click and DECIDE Filter En... “WPU-WINT-32
Note: the engine queues are stored in the folder C:\Program Files\Click and
DECIDE\NSI\Error agent Storage. You can modify the destination of these files by changing the
registry value:
HKEY_LOCAL_MACHINE\SOFTWARE\NetReport\MC\Agents\Error\StoragePath.
You have to restart the Click & DECIDE Filter Engine service after any change

Log Insertion
7. Open Web Portal: Start>All Programs>Click and DECIDE>BAI.
8. Login as a member of NSI Admin.

9. Navigate to NSI Utilities/Database Status.
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10. Open the project for the category of the log you have acquired. For example: ProxyStatistics Utilities. ‘

€ Click and DECIDE Web Portal - Menus - Windows Internet Explarer o[ )

&-_-\ 9 L4 |§| bt/ Aocalhost/ dvnceb e nuaspe "| B |‘f| X | |E) Bing o '|

7.7 Favarites | 95 @ Suggested Sites v @ Web Slice Gallery »

|£CllckandDEC|DEWebP0r‘cal Menus ﬁ - - [ @ v Page v Safety > Tools » @v

g C Lick&DE C IDE

Web Server Configuration Proxy Statistics Utilities Size Modification Creation

lenu ;
4 ST Reports and Analysi rry 1 - Selected Record Details 0 172142010 S:AT:21 P 8/2/2004 10:43:08 AM

= S NS Utilities 3 2 - Nurnber of Records in the Prowxy Tables 0 17212010 5:22:05 FM 9/2/2004 10:43:08 &M
5 & Database Status @ 3 - Prowy Agaregation Proress Status D 4/26/2010 45448 PM  8/2/2004 10:43:08 AM
M Authentication Statistics Utilities
@Content Filtering Utilities
M E-rnail Statistics Utilities
™ Firewsal| Statistics Utilities
@Intrusion Pressention Systern Statisti
@Click and DECIDE Audit
@Proxy Statistics Utilities
NI Statistics Utilities
Scheduled Tasks & Tasks
Web Part Configuration
Content Builder
Web Server &dministration

eﬂ Local intranet | Protected Mode: Off Gy v m10% v

11. Open the report 2 - Number of Records in the Proxy Tables.
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12. Enter the time interval corresponding to the date of your logs. For example, if you are parsing logs from

0 days ago, enter 10 in the first text box.

Network Security Intelligence | KBA

% = |E bt/ Aocalhost/ duneb e nuaspe

-|& 4] x |l sing

7.7 Favarites | 95 @ Suggested Sites v @ Wehb Slice Gallery »

J? Click and DECIDE Web Portal - Menus

L

ﬁ e * [ @ * Page > Safety~ Tools @v

Web Server Configuration

@D Click&DECIDE

@ & & | Pammews | Resuk  Both

2 - Mumber of Records in the Proxy Tables

hlenu
= NSl Reparts andﬁ;\.nalysis 43| [ From: Today - Xdays 1
= S5 N4 Utilities [/] To: Today - ¥ days 0
(= G Database Status Start tirme: 643042013 12:00:00 AM lﬁ_ﬁ“
@Authentication Statistics Utilities Stop tirne: 7/10/2013 11559550 P [ﬁﬁ‘l
@Content Filtering Utilities —
2 E-mail Statistics Utilities Proxy Server? (gnore for all: (15N ORe el
@Firewall Statistics Utilities Output Format: FDF |EJ| Eh
™ Intrusion Prevention Systern Statisti
@Click and DECIDE Audit
@Proxy Statistics Utilities
FRAT Statistics Utilities
Scheduled Tasks & Tasks
Web Part Configuration
Content Builder
Web Server Administration
o ne 3
eﬂ. Lacal intranet | Protected Mode: Off G v w00 v
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13. Click Run.

Network Security Intelligence | KBA

@ Click and DECIDE Web Portal - Menws - Windaows Internet Explarer

@ O L4 |g, bt/ Aocalhost/ dvnceb e nuaspe - |

7.7 Favarites | 95 @ Suggested Sites v @ Web Slice Gallery »

B[ 4| x|l s

|,éCI|ckandDEC|DEWebPortal Menus | 1 v [ e v Pagev Safety~ Tools~ @~
Web Server Configuration may Parameters Result ] Both 2 - Murnber of Records in the Proxy Tables
fenus
ENSIReports and Analysis ﬁ @' | @ % W 1 jeated = @ 3% tg

= S NS Utilities
= &2 Database Status

M Authentication Statistics Utilities
@Content Filtering Utilities
M E-rnail Statistics Utilities

Numiber of Records in the Proxy Tables

bl 1 he et £ Foa e
o ach i 31 00 0L 3 A 1o o et b4 O 303w | 8 Pl

™ Firewsal| Statistics Utilities
@Intrusion Pressention Systern Statisti

& Prey Sy
8Py Sarva
Py Sarra)

oy P
[y ———
b Prum
Apgregated Dats

17 gErgNEn v asacched fo wen

Fie

£ Click and DECIDE Audit e arey e ok -

ity mina ——— b P - s

e == ity Hn— P - e

@Proxy Statistics Utilities ey s B - —

-~ . Py n— P — - sty

@WMI Statistics Utilities iyl PE— P - -

A oy © Frap Sevell € Ly T EL

Scheduled Tasks & Tasks mnsa - '
. . ot _morchiy cache Py Sareaniy oo P = v
Web Part Configuration ety s o T = p—-—
s P4 moneny raase &Py Saniy T = e

Content Builder [rT—— [t—— - = pr—
P . YRR aarch & Proup Sanaiid & e P T EL
Mifeb Server Administration My Jrs— b e = R
iy v —— b P - o
e

. p— o P— - P

N e e

[ oy P
Pmgat! e oo e il 10, X013 1187 i L il o € LA A Page 11

4 [ 3 hd
. 7 N
Daone e’y Local intranet | Protected Mode: Off g v HI0% v

14. Check that logs are inserted into the rawdata tables.

Report Generation

1. Open Web Portal: Start>All Programs>Click and DECIiDE>BAI.

2. Login as a member of NSI Admin.
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3. Inthe Scheduled Tasks & Tasks section, navigate to Scheduled Tasks/Click and DECIDE NSI
cheduled Dashboards.

Click and DECIDE Web Portal - Scheduled Tasks - Windows Intermet Explorer E =§=

j-\ Q = |g| bt/ Aocalhost/duvneb SSchedule aspex v| B |‘f| X | |b Bing £ '|

7.7 Favarites | 95 @ Suggested Sites v @ Wehb Slice Gallery »

|@CIickandDECiDEWebPor‘cal-ScheduledTasks | | @ w7 * [ @ * Page > Safety~ Tools @v

@D Click&DECIDE

Web Server Configuration

tenus
cheduled Tasks & Task MNew Scheduled Task
= [ Scheduled Tasks S
E@CIick and DECIDE MEl Scheduled Dashboards
L Purge Alerts Tables .-“'j
2 S Tasks \”d Edlit the Scheduled task

@Continue if first of the manth

ENetReport Consolidation Aggregation and Pu
@NetReport Content Filtering Daily Dashboard .f}

@NetReport Content Filtering Manthly Dashbo; ...';Q Delete the Scheduled Task
@NetReport E-Mail Daily Dashboard ’

@NetReport E-tdail Monthly Dashboard
@NetReportIntrusion Prevention Systern Daily | £ Run the Scheduled Task
@NetReportIntrusion Prewention Systerm hontl \.P The SChEde'Ed Task is ready.
@NetReport Pray Daily Dashboard Meet Run Tirme: 77112013 1:00:00 Ak
@NetRepoﬂ: Praay Maonthly Dashboard L
@NetReport Web Site Daily Dashboard
&NetReport Weh Site Monthly Dashboard
[T]Purge Highlights Table

Epurgelnfos Tahle -

‘| e 3

eﬂ. Lacal intranet | Protected Mode: Off Syow HANE v

1. Click on Run the Scheduled Task in the right panel.

2. Click OK.

Message from webpage E

@ The selected scheduled task will be run, Do wou want to continue?

(0] 4 Cancel
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3. ait for the task to complete

Network Security Intelligence | KBA

it may take some time depending on the volume of your logs).

= Click and DECIDE Web Portal - Scheduled Tasks - Windows Internet Explorer

; 9 L4 |§| bt/ Aocalhost/dvneb MSchedule aspe

-84 x|[lo sing » -

| @ Click and DECIDE Web Portal - Scheduled Tasks

7.7 Favarites | 95 @ Suggested Sites v @ Web Slice Gallery »

ﬁ = > [ @ v Page v Safety > Tools » @v

@D Click&D

Weh Server Configuration
henus

cheduled Tasks & Task

= [ Scheduled Tasks &
E,f;f?(:lick and DECIDE MSI Scheduled Dashbaoards
HC.? Purge Alerts Tables

= 4 Tasks

@Continue if first of the month

ENetReport Consolidation &Aggregation and Pu
@NetReport Content Filtering Daily Dashboard
@NetReport Content Filtering Manthly Dashbo:
&NetReport E-Mail Daily Dashboard
@NetReport E-Mail Monthly Dashboard
&NetReportIntrusion Prevention Systern Daily |
@NetRepoﬂ:Intrusion Prewention System haontl
@NetReport Proey Daily Dashboard

&NetReport Pracy Manthly Dashboard
@NetReport Web Site Daily Dashboard
@NetReport Weh Site Monthly Dashboard
[T]Purge Highlights Table

Epurgelnfos Table

n 3

ECiDE

Mew Scheduled Task

Edit the Scheduled task

.'(’
...-;Q Delete the Scheduled Task

Rurn the Scheduled Task
'3 The Scheduled Task is ready.
Mext Run Tirme: 77112013 1:00:00 &k
Last Run Time: 7/10/2013 12:03:10 PR
Last Run Result Succeeded

eﬂ Local intranet | Protected Mode: Off Gy v m10% v

4. Navigate to NSI Reports and Analysis/Published Report in the Menus section.
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5. eIect the category of the log you have acquired. For example: Proxy.

% L4 |E bt/ Aocalhost/ dvnceb e nuaspe

7.7 Favarites | ok @ Suggested Sites v @] Web Slice Gallery +

Network Security Intelligence | KBA

-84 x|[lo sing » -

J@ Click and DECIDE Web Portal - Menus

L]

ﬁ = > [ @ v Page v Safety > Tools » @v

Web Server Configuration

@D Click&DECIDE

Wu

= E M5l Reports and Anakysis
= & Published Reports
[ Caontent Filtering
[C E-Mail
gIPs
[CdProsy
[ %'eb
(& Dymarnic Reports
& Forensic Analysis
(& My Projects
= M3I Utilities
Scheduled Tasks & Tasks
Wieb Part Configuration
Content Builder
Wifeh Server Administration

o1 T Proxy Daily 130708 159,503 7/10/2013 12:03:33 PM 771072013 L00:36 AM

Proxy Size Modification Creation

Dane

ﬁi Local intranet | Protected Mode: Off Gy v m10% v

6. Check that a report has been generated. If you have inserted yesterday’s logs, the reports should contain

1.

some data.

Event Viewer

Open the Event Viewer: Start>Administrative Tools>Event Viewer.
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2. Select the Application event log.
H Event Yiewer M=l B

File  Action Wiew Help

e EEEENEE

@ Ewent Wiewer (Local)
Application

Security Tvpe [ake Tirne Source Cat:l
| System () Information  5/6/2010 43909 PM  MSSOL$SOLERPRESS ()

] nternet Explorer () Information  5/6/2010 $:16:39PM  MSSOL$SOLERPRESS ()
&Warning 5/6/2010 4114531 PM Perflib Mor
l-"i"-,,'-.-'-.-'arninu;| 5/6/2010 4114531 PM Perflib Mor
&Warning 5/6/2010 411430 PM Perflib Mor

(Information 5 1] 30102 PM Click and DECIDE Sy
@Infurmatiun 5/6/2010 30102 PM Click and DECDE Swslog Agent  Mor
@Infurmatiun 5/6/2010 30102 PM Click and DECDE Swslog Agent  Mor
@Infurmatiun 5/6/2010 30102 PM Click and DECDE Swslog Agent  Mor
@Infurmatiun 5/6/2010 30057 PM Click and DECIDE Flat File Ag...  Mor
@Infurmatiun 5/6/2010 30057 PM Click and DECIDE Flat File Ag...  Mor
@Infurmatiun 5/6/2010 30057 PM Click and DECIDE Flat File Ag...  Mor
@Infurmatiun 5/6/2010 30057 PM Click and DECIDE Flat File Ag...  Mor
&Warning 5/6/2010 28221 PM Click and DECIDE MSI Engine Mor
@Infurmatiun 5/6/2010 28221 PM Click and DECIDE MSI Engine Mor
&Warning 5/6/2010 28221 PM Click and DECIDE MSI Engine Mor
@Infurmatiun 5/6/2010 28221 PM Click and DECIDE MSI Engine Mar _
S e _'l_l

3. Check that there are no error from a Click and DECIDE process.

34
Contact us: E-mail: sales@clickndecide.com Tel: +33 (0)6 71 99 86 60 . N
Sales Offices: 98, route de la Reine - 92100 Boulogne-Bt, France. WWW. Clleﬂd@Clde . Com

To contact your nearest Click&DECIDE partner, click here.


mailto:sales@clickndecide.com
http://www.clickndecide.com/

