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How to validate the Click&DECIDE Code Signature?
Date: February 17th, 2011

Problem:
Sometimes Windows 2008 does not contain the certificates allowing to validate our code signature.

Explanation:
The signature for SETUP.EXE and Datal.cab must be validated.

Solution:
The following certificates must be installed as Trsuted Root Authority in the local computer store.

» Thawte Primary Root CA — G1 (EV)
» Thawte Primary Root CA — G2 (ECC)

Steps
1. Download the certificates files at: http://www.clickndecide.com/downloads/kits/thawte-roots.zip
2. Unzip the zip file in a temporary directory. The content is the following:

l Thawte Root Certificates =]
@év | . = DIDIER - thawte-roots ~ Thawte Rook Certificates - - ml I Search Thawke Root Certificates [_‘]
Organize * 5 Open  Mew Folder o 4 E;l l@l
¢ Favorites Mame = | Date modified | Tvpe | Size |

Bl Deskrop | Thawte Personal Basic CA 17002)2011 14:48 File Folder
& Dowrlosds . Thawte Personal Freemail CA 17[02(2011 14:47 File: Folder
=L Recent Places . Thawte Personal Premium CA 17[02(2011 14:47 File: Folder
- Libraries | thawte Premium Server 4 17/02)2011 14:47 File Folder
3 Documents l Ehavabe Prim: b A (EM) 4:47 File Fiolder
;J'-‘ Music l thawte P (ECC)
| Pictures | thawte Primary Rook CA - G3 (SHAZS6) 140512009 14:37 File: Folder
B videos | thawte Server CA 17/02/2011 14:47 File Folder
J thawke SGC Root CA 17002)2011 1447 File Folder
1M Carmputer
| Thawte Timestarmping CA 17002)2011 1447 File Folder
ﬁi Metwork:
| | ]

2 itemns selected Date modified: 17/02/2011 14:47

3. Cofirst to the “thawte Primary Root CA - G1 (EV)” directory.
4. Double-click on the “thawte_Primary_Root_CA.cer” file.
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Open File - Security Warning |
Do you want to open this file?

Mame: ... Rook CA - G1 (E¥)ithawte_Primary_FRook_CA.cer
ﬁ Publizher:  Unknown Publisher
Type: Security Certificake
From: %\nrdochd?transHDIDIER\DIDIER thawte-rootst Th. ..

Open |

IV Always ask before opening thiz file

I 2 | While files from the Intermet can be wzeful, thiz file twpe can
B potentially harm your computer. [Fyou do not trust the source, do not
=" open thiz software. What's the righ?

5. Click Open

Certificate |

General | Details | Certiication Path |

ﬁ Certificate Information

This certificate is intended for the following purpose(s):

* Ensures the identity of a remoke computer

* Proves your identity to a remote computer

* Protecks e-mail messages

* Ensures software came from software publisher

* Prokects saftware Fram alkeration after publicakion
* 0l issuance policies

Issued to: thawte Primary Rook C4

Issued by: thawke Primary Rook O

valid from 17/ 11} 2006 to 17 07} 2036

| Inskall Certificate, . I Issuer Statement |

Learn more abouk £

]9 |

6. Click Install Certificate
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Certificate Import Wizard |

Welcome to the Certificate Import
Wizard

L This wizard helps wou copy certificates, cerkificate krusk
o % lists, and certificate revocation lists From wour disk to a
certificate store,

& certificate, which is issued by a certification autharity, is
a confirmation of wour identity and contains infarmation
used bo prokeck data or to establish secure network.
connections, & certificate store is the swskem area where
certificates are kept,

To continue, click Mesxk,

< Back

Zancel |

7. Click Next

Certificate Import Wizard Ed |

Certificate Store

Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or you can specify a location For
the certificate.

{* ‘Automatically seleck the certificate store based on the bype of certificate

" Place all certificates in the following store

Zertificate skore;

Browse. .. |

Learn mare abouk cerkificate stores

< Back I Fext = I Cancel

8. Keep the first Automatic option checked and click Next
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Certificate Import Wizard Ed |

Completing the Certificate Import

Wizard
]
Z | The certificate will be imparted after you click Finish,
/al
E::Qﬂ You have specified the Following settings:

k laf Automatically determined by t
Conkent Certificate

< Back I Finish I Cancel

9. Click Finish

Certificate Import Yizard |

10. Go now to the “thawte Primary Root CA - G2 (ECC)” directory.
11. Repeat the above steps 3 to 9 for the “thawte Primary Root CA - G2_ECC.cer” file.
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