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Knowledge Base Article 219

How to use a domain user account
for NSI Remote WMI Agent v10

Date: March 10th, 2011

Problem:
You don’t want to execute the Remote WMI service as Local System and want to use a domain user account with
privileges.
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2. Create a domain user

Create a domain user that belongs to the domain users group.
In the remainder of the document:

- Domain user is FLA\netreport.
- Settings have to be realized on the Windows machines which run the Remote WMI Agent.
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3. Grant user privileges to execute the service

From Administrative Tools, start the Local Security Policy.

Then, in Local Policies / User Rights Assignment, add this user to entries below:

e Logon asaservice

Log on as a service Properties ﬂ
Local Security Setting | E:.:p|ain|
5 Log on az a zervice
Bl [
FLADMnetreport
Sdd Weer or, Group... Bemave
4% Thiz setting iz not compatible with computers running Yindaws
I | 2000 Service Pack 1 or earlier. Apply Group Palicy objects
cahtaining thiz zetting anly ta computers running a later version of
the operating svstern.
k. I Cancel Spply
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4. Grand WMI rights to this user

4.1. Windows 2008

Add this user to the local group “Event Log Readers” on each Windows 2008 machine you want to spy.

Event Log Readers Properties ﬂ |
Gereral |
%f Event Log Readers
D'escription: temberz of thiz group can read event logs from local
machine
M embers:
é} FLADhetreport
Changes to a user's group membership
Add... | Bemove are not effective until the nest tine the
uzer logs on.
k. I Cancel | Smply | Help

4.2. Windows 2003

1. Get the SID of the domain user.
A solution is to copy the text below in a file named get sid.vbs on the domain controller.

Set objWMIService = GetObject ("winmgmts://./root/cimv2")

Set objAccount = objWMIService.Get ("Win32 UserAccount.Name='netreport', Domain='FLAD'")
wscript.echo objAccount.SID

WARNING: Do not forget to replace the user Netreport and the domain name FLAD.

Then execute in a DOS box the following command > cscript get sid.vbs

The SID should be displayed: S-1-5-21-1817572523-641405561-3590760785-1106 per example.

2. Thenin the registry, edit the entry CustomsD at
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\Eventlog\Security

Add (A;;0x1;;;S-1-5-21-1817572523-641405561-3590760785-1106) at the end of the value.
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WARNING: Do not forget to replace the SID with your value.

:_' Registry Editor
File Edit Mew Favorites Help
-] Eventlog =] [ rame | Type | Data | -
{11 Application (Default) REG_S7 {walue naot set)
{10 Internet Explarer 8% nutoBackuplogFiles  REG_DWORD 0x00000000 {0}
Security [a¥] customso REG_SZ 0:BAG:SYD:(D;; 0xFO007;;; ANID; ;0xF0007; ;BEIA; 0. .
&3 System —| [ab|CisplayMameFile  REG_EXPAND_SZ “SystemRaoat%e|Systemazisls. di
- EventSystem B¥DisplayHameld  REG_DWORD 0x00000101 (2571
(] Fastfat [ab)Fils REG_EXPAMD_SZ aSystemRoot%| SystemaziconfiglSecEvent Exvt
gg E?:s MaxSize REG_DWORD 001000000 (16777216
-0 Fipydisk F‘rimaryModuIe REG_SZ Security
- FitMar RestrictGuestF\cc... REG_DWORD Ox00000001 (1)
B3 FontCache3.0.0.0 Retention REG_DAWORD 000000000 ()
-] Fs_Rec B8] security REG_BINARY 0100 14 5090 00 00 00 9¢ 00 00 00 14 00 00 00 300..., | |
51771 Frdis _ILI Sources REG_MULTI_S2 Spooler ServiceModel 3.0.0.0 Security Account Manag. ..
4 r D [R¥) warringLevel REG DWWYORLD 000000000 {0 =l
|My ComputetiHKEY _LOCAL_MACHIMEYSYSTEMCurrentControlSet! Services\EventloghSecurity 4

Edit String EE |

Yalue name:
IEustn:-mS ]

"alue data:

I[.-’-‘-.;;EI:-:E,';;B.-’-'-.][.-“-‘-.;;D:-:1 ::5-1-5-21-181F57 2523641 405561-3530760735-1106)

k. I Cancel
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5. Install Remote WMI Agent Service

5.1. Version before 10.2.2

Run the standard setup of the Remote WMI Agent Service and then set the service to start with the user logon
you want.

Click and Decide Remote WMI Service Properties {Local Compu... [§ |

General  Log On | Hecuver_l,ll Dependenciesl

Log on as:

" Local System aceount

[T illaw zemvice tointeract with desktap

Inetrepnrt@flad.lucal Browsze... |

PaSSWD[d: IIII-IIIOIII-III

EDI"IH[ITI FIEISSWDfd: Iiii.ililiii.ili

“'ou can enable or dizable this service for the hardware profiles zted belov:

Hardware Profile | Service |
Prafile 1 Enabled
Encbl= | Disable |

k. I Carnicel | Smply |

Grant full control for your domain user to the installation directory:
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. Permissions for Remote WMI Service
Securty |
Object name:  C:\Program Files [#8E]%Click and DECIDE YR emate

Group or user names:

'e's‘i__ CREATOR OwWHMER

'3{ SYSTEM

l, netreport [netreportieiflad. local]
gt.-’-‘-.dministratnrs [FLA-5RYZ2003-64 A dministrators)
‘-'-'-E?J Uzers [FLA-SRVZ2003-64% U zers)

‘-'??J Trusted nstaller

Add... | Bemove |
Permizzions for netrepark Al Deny
Full cantral O =
Madify M O
Fead & execute (M|
Lizt Folder contents O —
Fead O -
Learn about access control and permizsions
| QF. I Cancel | Apply |

The service needs to be restarted.

5.2.

command lines:
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For version 10.2.2 and upper, you can run the following

setup.exe /V"/gqn NRRWMI SVCUID=<domain>\<user> NRRWMI SVCPWD=<password>
NRRWMI SERVER=<nsi server> NRRWMI PORT=<port number>"

WARNING: in version 10.2.2 and 10.2.3 the directory right is missing in the installation process. So, grant full

control for your domain user to the installation directory as below. This has been fixed from 10.2.4 version.
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. Permissions for Remote WMI Service E |

Securty |
Object name:  C:\Program Files [#8E]%Click and DECIDE YR emate

Group or user names:

'e's‘i__ CREATOR OwWHMER

'3{ SYSTEM

l, netreport [netreportieiflad. local]
gt.-’-‘-.dministratnrs [FLA-5RYZ2003-64 A dministrators)
‘-'-'-E?J Uzers [FLA-SRVZ2003-64% U zers)

‘-'??J Trusted nstaller

Add... | Bemove |
Permizzions for netrepark Al Deny
Full cantral O =
b dify O
Fead & execute (M|
Lizt Folder contents O —
Fead O -

Learn about access control and permizsions

| QF. I Cancel | Apply |

The service needs to be started:

NET START NRRemoteWmiSvc
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