I CLick&DECiDE

Knowledge Base Article: Article 218 — Revision 2
How to connect BAI to a Remote SQL Server Database?

Date: January 11th, 2011
Last Update: January 21st, 2013 (see Section 2, C, 4)

Problem:
You want to create a Secured Data Source that will connect to a remote SQL SERVER using Windows Authentication.

Pre-requisites:
SQL Server Management Studio has to be installed on both machines corresponding to the same SQL Server version.

If you are using SQL Server Express, you can download and install Microsoft SQL Server Management StudioExpress
(SSMSE) from Microsoft web site:
e SQL Server 2005:http://www.microsoft.com/downloads/details.aspx?FamilylD=5D76230D-580D-4874-8C7D-
93491A29DB15&displaylang=en
e SQL Server 2008:http://www.microsoft.com/downloads/details.aspx?FamilylD=08e52ac2-1d62-45f6-9a4a-
4b76a8564a2b&displaylang=en

Solution:
Follow the steps below
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Architecture

Net Report uses Windows Authentication to connect to the database. As a consequence you need to provide
a Windows User credential that is able to log into your SQL Server Database.

Log Acquisition Server

CND Database
Windows Service

Database Windows Authentication Remote Database Server

Through Shared Windows Credentials SQL Server
Same User-1D / Password for: Windows
Service

CND Database Service

and

Remote Database User
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Section 1. Configure the Remote SQL Server Machine

A. Create a Custom User
1. Connect to the machine where the remote SQL Server is running
2. Create a User that will be used by Click &DECIDE-BAI to connect to your database.

WARNING: You must choose a password that complies with the password policy of both the remote
SQL Server machine and the machine that runs Click &DECIDE-BAI.

B. Map this user to the database

1. Connect to the machine where the SQL Server is running and launch the SQL Server Management
Studio. (Run As Administrator)

From the Security node, add the user created below as a login

"_5:.,_:. Microsoft SOL Server Management Studio Express

File Edit “iew Tools indow  Community  Help

P Newouery | [y |5 H @ | B (3 B B &

Ohbjeck Explorer -~ & x Summary = 2t
Ba= AT @82 7[E

= [ DCH-W2008-32,SOLEXPRESS (S0L Server 9.0,40:
[ Databases i .
= [ Security D Loglns
= [ Logins DCH-W2003-32\S0LEXPRESS SecurityiLogins f Ikemis)

5| BUILTIMAdministrators
] BUILTINsers

A DCH-wz005-32\Didier Marne | Created I
8] HYV2008-3215QLServer 2005MS5QLUse 8| BUILTING Administrabars 23122009
£ NT AUTHORIT¥\SYSTEM P BUILTINYUsers 231212009
&, sa -52'\Didier 12/01/2011
(4 Server Pf':"es | HY2008- 320501 Server 2008M55GLUS, . 23{12/2009
3 Credentials A NT AUTHORITY\SYSTEM 23f12{z009
[ Server Objects
[ Replication Busa UBI04{2003
[ Management
1| | >
Ready &

2. Then, right click on the just created login, select Properties and User Mapping to set rights to the login
on the database(s) you want to access.
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- DCH-WZ2008-32" Didier

Click&DECIDE NSI & BAI | KBA

[T Guest account enabled for: DataSetFepart

[ atabaze role memberzhip for: DatasetR epart

Select a page ‘;S Script - HEI Help

2 General

g aj:iﬁ;;:g serz mapped to thiz login:

% Securables Map | Datahase | Uzer | Default Schema

ﬁ Statuz ™ azphetdh DCH-w2008-32%Didier _l
I~ Cnlw'ebServices DCH-A2008-325Didier _I
v DataSetReport DCH-w 2008 324Didier _I
- master
- rmodel
- rmzdb
™ netreport DCH-A2008-325Didier _I
- tempdb

[ db_acceszadmin
[ db_backupoperator

Server:
DCH-W2008-3050LEXPRESS | |1 db datareader
_ [ db_datawriter
Connection: . [ db_ddladmin
DCH-w2008-324Didier [ dh_derydatareader
1!3! Wiew connection properties L] db_denydatawriter
[ db_cwwner
[ db_secunityadmin
[w| public
Feady
(] I Cancel |
Y
3. Click OK.

C. Test the Database Configuration

1. Open a Command Prompt: Start>All Programs>Accessories>Command Prompt.

2. Go to the following directory (with the CD command):

For SQL Server 2005

"C:\Program Files\Microsoft SQL Server\90\Tools\Binn\VSShell\Common7\IDE"

For SQL Server 2008 32 bits

"C:\Program Files\Microsoft SQL Server\100\Tools\Binn\VSShell\Common7\IDE"

For SQL Server 2008 64 bits
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"C:\Program Files (x86)\Microsoft SQLServer\100\Tools\Binn\VSShell\Common7\IDE"

And enter the command:

For SQL Server 2005:

>runas /user:<domain>\<user>ssmsee.exe

Or, if no domain is defined:
>runas /user:<computername>\<user>ssmsee.exe

For SQL Server 2008:

>runas /user:<domain>\<user>ssms.exe

Or, if no domain is defined:
>runas /user:<computername>\<user>ssms.exe

Replace <domain> by your domain name, <user> by the user name created in step 2. (if no domain
is defined, just enter the <computername>\<user>.)

3. Type <ENTER>.
4. Enter the password of the user created in step 2.
5. Type <ENTER>.

6. Enter the Server Name (<machine>\<instance>) of the SQL Server you want to connect to.

.:_'l Connect to Server E |

gaéui S ﬂ..-' -’uﬁ“’ﬁ'&“bm Server System
Server lype: IDataI:uase Engine j
Server name: |F| R0 W 2008-3255 0LEXPRESS| j
Authentication: IWindDws Authentication j

Uszer name: IFEHEI-W2EIEIS-32'\NETHEF'EIHT j

Pazsword: I

[T Femember paszword
Connect I Cancel Help Optiong »»

7. Click Connect.
8. You should be connected to the remote SQL Server and access to the database.

9. Note that a Firewall on the remote Server can forbid the connection. Change the Firewall status if
needed.
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D. Prepare the SQL Server for Remote Connections

1. Verify that the SQL Server is accepting remote connection.

For SQL Server 2005, start the SQL Server Surface Area Configuration from All Programs / Microsoft
SQL Server 2005 / Configuration Tools.

GESQL Server 2005 Surface Area Configuration =] |

i

Microsoft: 142! Windows Server System

SQL Server 2005

Help Protect Your SQL Server

Minimize SQL Server 2005 Surface Area

SCL Server 2005 improves manageability and security by giving adminiztrators more control over the suface area of local
and remote instances of SAL Server 2008, With the SAL Server 2005 Surface Area Configuration toals, you can eagily;

+ Dizable unuzed services and nebwark, protocals for remote connectionz.
+ Dizable uruszed features of SOL Server components,

Far new inzstallations, use thesze tools to enable required features, services, and nebwork protocals that are disabled by
default. For upgraded instances, use theze tools to identify and dizable unused features, zervices, and protocols,

|Jzers with administrative privileges on Micrazoft Windows Vista and later verzions will na langer have adrinistrative

privileges on thiz SCIL Server ingtallation by default. To explicitly add yourzelf as a SOL Server administrator, click on the
below link:

T8 Add Mew Administrator

@ Bead more sbout confiqunng the SHL Server surface area |

Configure Surface Area for localhost [change computer]

ﬁ Surface Area Configuration for Services and Connections

% Surface Area Configuration for Features
=

Then click on Surface Area Configuration for Services and Connections and check that remote
connections are allowed as below:
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£ Surface Area Configuration for Services and Connections - localhost

"1 SQL Server 2005 Surface Area Configuration
& Help Protect Your SQL Server

Enable only the zervices and connection types uszed by vour applications. Dizabling unuzed zervices and connections helpz
protect wour zerver by reducing the surface area. For default settings, see Help.

Select a component and then configure itz zervices and connections:

= |_—'_| SOLEXPRESS B_I_,I default, SEJ_L Server 2005 E:-;press, Evaluation, and Develuper_ gditinns aI_Iu:uw [ozal
= | | Databasze Engine client connections u:unl__l,l. Enterprige, Standard, and W’Drkgmup editionz alzo listen for
u Seryi d remote client connections over TCP/IP. Use the options below to change the protocols
EIVICS on which SAL Server listens for incoming client connectionz. TCPAP iz prefered aver

named pipes because it requires fewer ports to be opened acrosz the firewall.

L B R emote Connections
|4, SGL Server Browser
" Local connections only
¥ Local and remote connections
™ Using TCPAP anly

™ Using named pipes anly
¥ sing both TCPAP and named pipes

Yiew by Instance | Yigw by Companent

QK. I Cancel Apply Help

Then start the SQL Server Configuration Manager from All Programs / Microsoft SQL Server 2005 /
Configuration Tools and check protocols are enabled as below:

?‘,’ SQL Server Configuration Manager

File  Action Wiew Help

e BEFHB|2

‘@ S0L Server Configuration Manager (Local) Pratocal Marme | Skatus |
- E SQL Server 2005 Services % Shared Memary Enabled

E| CS0L Server 2005 Mebwork Configuration T Mamed Pipes Enabled
EF Protocols For SOLEXPRESS W= TCPIIP Enabled

-8 501 Mative Client Configuration VI Disabled

= Clienk Protocols
LB pliases
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Then right click on TCP/IP properties and set a fixed TCP port for IPAIl at 1433 as below:

TCP/IP Properties |
Protocal  IP Addresses
B 1p1
Ackive Yes
Enabled Mo
IP Address 192,1658.0.89
TCP Dyvnarnic Porks ]
TiCP Port
= 1p2
Aickive Yes
Enabled Mo
IP Address 127.0.0.1
TCZF Dvnamic Porks ]
TP Port
= 1pall
TiZP Crynamic Porks 1035
TCZP Pork 1433
TCP Pork
TP port
Cancel Apply Help

?‘,’ SQL Server Configuration Manager

File  Action ‘Wiew Help

€« BEFRER2

‘@ S0L Server Configuration Manager (Local) Marne | Crder | Enabled |
b E S0L Server 2005 Services T shared Memory 1 Enabled
EI CS0L Server 2005 Mebwork Configuration = TCRjIP 2 Enabled
- -Ee Protocals for SQLEXPRESS %™ Named Pipes 3 Enabled
E| S0L Mative Client Configuration TYIA Disablzd
R ic:ri Protocols
LB pliases

For SQL Server 2008, start the SQL Server Configuration Manager from All Programs / Microsoft SQL
Server 2008 / Configuration Tools and check protocols are enabled as below:

8
Contact us: E-mail: support@clickndecide.com Tel: +33 (0)4 67 84 48 00 | | k d N d
Headquarters: Click&DECIDE 130, rue du Baptistou - 34980 St Gély du Fesc, France. WWW C IC n eCI e . CO m

To contact your nearest Click&DECIDE partner, click here.



m ‘ L’Ck& N = ¥ 7 Click&DECIDE NSI & BAI | KBA

= Sql Server Configuration Manager

File  Action Yiew Help

e | z|EHaok=H

‘@ S0L Server Configuration Manager (Local) Prokocol Mame | Skakus
] SQL Server Services W~ Shared Memory Enabled
& a0L Server Metwork Configuration {32hit) FMamed Pipes Erahled
= 0L Mative Client 10,0 Configuration (32bik) WTCRIP Enabled
Client Protocols VA Dicahled
B pliases
= E_ S0L Server Metwork Configuration
Ef: Protocols for SCLEX)

= .. S0L Mative Client 10,0 Configuration

Bl Client Prokocals
B pliases

Then right click on TCP/IP properties and set a fixed TCP port for IPAIl at 1433 as below:

TCP/IP Properties |
Protocal I Addresses
= 1pr4 -
Ackive Yes
Enabled Mo
IP Address 127.0.0.1
TCP Dyvnarnic Porks ]
TiCP Port
B 1ps
Aickive Yes
Enabled Mo
IP Address fed::Sefe:192.168.0.106%12
TCZF Dvnamic Porks ]
TP Port
= 1pall
TiZP Crynamic Porks 49205
TCZP Pork 1433 |
-
TCP Pork
TP port
K, I Cancel Ay Help

The following window will appear only in 64 bits version.
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~ 5gl Server Configuration Manager

File  Action Yiew Help

e | z|EHaok=H

‘@ S0L Server Configuration Manager (Local) Mame | Crder | Enabled |
o S0L Server Services % Shared Memory 1 Enabled
& 5L Server Network Configuration (325it) WTCRTP 2 Enahled
> S0L Mative Client 10,0 Configuration (32bit) W™ Mamed Pipes 3 Enabled
Bl y i
IRt : HVIA Disabled
B pliases

= E_ S0L Server Metwork Configuration
Bi= Protocols for SQLEXPRESS
= .. S0L Mative Client 10,0 Configuration

Bl Client Prokocals
B pliases

= Sql Server Configuration Manager

File  Action Yiew Help

e | z|EHaok=H

‘@ S0L Server Configuration Manager (Local) Mame | Crder | Enabled |
o S0L Server Services % Shared Memory 1 Enabled
& 5L Server Network Configuration (325it) WTCRTP o Enahled
> S0L Mative Client 10,0 Configuration (32bit) W™ Mamed Pipes 3 Enabled
Bl Client Protocols VA Disahled
T
& dliases

= E_ S0L Server Metwork Configuration
Bi= Protocols for SQLEXPRESS

= .. S0L Mative Client 10,0 Configuration
= ent Pro 5

=7 L
B aligses

2. Verify that no FIREWALL setting is blocking the communication between the two machines.
e SQL Server: TCP 1433

e SQL Browser: UDP 1434
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Section 2: Prepare the Click &DECIDE-BAI Machine

A. Create Custom User

1. Connect to the machine where Click &DECIDE-BAI is installed.

2. Create a User that will be used by Click &DECIDE-BAI to connect to your database.
a. This user must have the same login and password as the one created in section 1.A.
b. If the machine is located in a domain, this user must belong to the domain.

3. Grantthe log on as a batch job and log on as a service rights to this user.

From Administrative Tools, start the Local Security Policy.
Then, in Local Policies / User Rights Assignment, add this user to entries below:

e Logon as a batch job
e Log on as a service

4. Give full access to this user to the NSI directory located by default at:
C:\Program Files\Click and DECIDE\NSI.

5. Open a Command Prompt and enter the following command:

>C:\WINDOWS\Microsoft .NET\Framework\v2.0.50727\aspnet regiis.exe -
ga<domain>\<user>

Or, i1f no domain is defined:

>C:\WINDOWS\Microsoft .NET\Framework\v2.0.50727\aspnet regiis.exe -ga<computer
name>\<user>

Replace <domain> by your domain name, <user> by the user name created in step 2(if no domain is
defined, just enter the <computer name>\<user>.)

6. Type<ENTER>.

B. Test the Remote Database Connection

Do the same test as you did on the remote machine from this machine. (Section 1, Step C).
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C. Configure BAI Services

If you only have the Click&DECIDE BAI software and not the Click&DECIDE NSI software, you need to
download a file at: (applicable only for version 10.02.01)

http://support.clickndecide.com/downloads/patches/fag218.zip

The unzip the content into a c:\temp directory, then you can run the DVSglServerConfig.exe program
according to the next step:

1. Open a Command Prompt and enter the following command:

DVSglServerConfig.exe -u <domain>\<user> -p <password> -s "DataSelect Connect
Service;d7VEMService;DataSet Web Objects Manager Service;NRFilterEngine" -d
"d7LEOService;D7TaskManager;DataSet Server Helpers Service;DataSet Web Objects
Manager Service;d7vnrt;NRExecutor"

Or, if no domain is defined:

DVSglServerConfig.exe -u <computer name>\<user> -p <password> -s "DataSelect
Connect Service;d7VEMService;DataSet Web Objects Manager Service;NRFilterEngine"
-d "d7LEOService;D7TaskManager;DataSet Server Helpers Service;DataSet Web Objects
Manager Service;d7vnrt;NRExecutor"

Replace <domain> by your domain name, <user> by the user name created in section 2 (if no domain is
defined, just enter the <computer name>\<user>).

2. Type<ENTER>
3. Stop and Restart the NSI and BAI Services using the stopsvc.bat and startsvc.bat located in:
C:\Program Files\Click and DECiDE\BAI
And
C:\Program Files\Click and DECiDE\NSI
4. When using the Builder project files (*.wfv) through the Web Portal, make
sure that the directory containing these project files has the read rights
for the specified user created in Section 2. If it 1is not the case you

could get an error message such as “Error when opening the projects -
Access denied”.
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