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Before the Migration

Send us the audit document you have generated using the files included in the zip ClicknDECIDE_NSI_
Migration_Request.zip found here:
http://www.clickndecide.com/downloads/WebDoc/Support/ClicknDECIDE_NSI_Migration Request.zip

Once done, we will provide you a new license for the Click & DECIDE - NSI 10.1.2.

Download the last release of Click & DECIDE here:
http://license.clickndecide.com/downloads/cndnsi_request.aspx

Note: the operations described in this article require a full access to the computer. Be sure to be
logged as an Administrator.
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Section 1: Backup your current configuration

Backup your License Certificates

1. Save your NetReport license at:
C:\Program Files\NetReport\NetReport\_license.cert (by default).
2. If applicable, save your DataSet Vision license at:

C:\Program Files\NetReport\Dataset\d7vision.cert (by default).
C:\Program Files\NetReport\WebPortal\d7vision.cert (alternate)

Backup NetReport Configuration

1. Startthe Management Console: Start>All Programs>NetReport>Management Console.
2. Navigate to NetReport/Localhost (by default).
3. Click on Backup

File Action  WView

Favarites

i { netreport - [Console root'NetReport'localhost]

window  Help

& = |Bm 2 mE

(11 console root
=@ MetReport

=

Packages Server
B LA
-4 Agents

-- Log Yaulk
-7 Backups

If your modify the above parameters, click here to reconnect to the configuration
server using the new settings.
This will averwrite recent XML configurations that have not been saved.

Reload
Server

from Configuration

Click here to restore the last configuration of the configuration server.
This will averwrite recent XML configurations that have not been saved.

Backup the
Configuration

Current

Click here to save a backup of your current configuration.
A backup will be made and become available in the Backups branch.

4. Save the new folder named AAAAMMDD-HHMM-user-v510 created in
C:\Program Files\NetReport\NetReport\ConfigurationBackup (by default).

5. Browse to the filter lists NetReport/localhost/ULA/Filters (by default).

Network Security Intelligence | KBA

JSETET
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6. Right click on a filter and select Export filters and parsers...

netreport - [Console root'NetReport'localhost]

'y
File  Action  Wiew  Favorites  Window  Help |;Iili|
& - | @m| @

(L1 Cansole roat
E-g Netft NetReport XNL Configuration Server (XMLCS)

k;ges SErver

- LA
- [J Settings Connection Status
E|¢ Filters - - - - -
B Database Managemen Connection Status :  Connection with Configuration Server is Ok
2% EngineEvent
.. [ . . —
::-::|:..:.r'r_ Filker andFarsers,., |(lguration Server Settings as
G Miost ey wWindow From Here localhost
[]--0 Agents
[]--g Lag Yault Help 127.001
-7 Backups ; 0 *
Port : 12343
Shared Secret : ceann
If your modify the above parameters, click here to reconnect to the configuration
server using the new settings.
Reload from Configuration
( _’I Server

7. Save the configuration for this filter.

8. Repeat step 6. and 7. for every filters except Database Management, DataSet Alert, DataSet Audit
and EngineEvent.

9. Close the Management Console.

Backup the WebPortal Configuration

1. Startthe Web Portal Administrator: Start>All Programs>NetReport>Web Portal Administrator.
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2. Goto File>Backup Security Database

“ File Edit Item Server Yiew Tools Help |
Update security... @
= Check... |
_[ Export report. .. I g
Backup Security Database. .. E % el e T
[ [ o item selected. 2
Import Supsrvisor., .. et DataSetVigion Local MetReport e
Import NT UsersiGroups. .. eb CSY D atabase =
Exit it
Ty 75
MHetReport it
Wieh E

1 | |

i Data Sou[cesl (5] UserGroupsI b 4] Usersl EMenusl
Backup database l_ LM l_ A~

3. Save the Security Database configuration into a .bck file.
4. Close Web Portal Administrator.

5. Save your own DataSet Vision projects (*.wfv files) created with the NetReport toolkit. We recommend to
put these file in the MyProject folder located at:
C:\Program Files\NetReport\WebPortal\Runtime_Projects\My Projects (by default).

6. Save the external files (for example, the images) used by your own DataSet Vision projects. We
recommend to put these file with the other image files in the Runtime_projects folder located at:
C:\Program Files\NetReport\WebPortal\Runtime_Projects (by default).

7. Save your customized standard reports and cubes (if applicable) respectively located in:
C:\Program Files\NetReport\WebPortal\Runtime_Projects\enu (by default) and
C:\Program Files\NetReport\WebPortal\Runtime_Projects\cubes (by default).

8. Save your previously generated reports located in:
C:\Program Files\NetReport\WebPortal\Runtime_Projects\Static (by default).

9. Save your customized menus (if applicable): these are the *.wmu files in the Runtime_projects folder
located at:
C:\Program Files\NetReport\WebPortal\Runtime_Projects (by default).

10. Save the scheduled tasks configuration file d7tasks.xml located at:
C:\Program Files\NetReport\WebPortal\d7tasks.xml (by default).

11. Save your own script (if applicable) which are located at:
C:\Program Files\NetReport\WebPortal\TaskScripts (by default).
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Backup the database files

1. Stop the NetReport services by running the stopsvc.bat batch file located at:
C:\Program Files\NetReport\NetReport\stopsvc.bat (by default).

2. Stop the WebPortal services by running the stopsvc.bat batch file located at:
C:\Program Files\NetReport\WebPortal\stopsvc.bat (by default).

3. Start SQL Server Management Studio: Start>All Programs>Microsoft SQL Server 2005>SQL
Server Management Studio.

4. Choose Windows Authentication

I';:_!_:, Microsoft SQL Server Management Studio Express

File Edit Wiew Tools Window  Community  Help

ETQ.MEWQuerv|EEi|EQﬂ|E]@'@§'ﬂ

Object Explaorer - 1 X Summary > X
RwAY BRER2Y

i ®Connect to Server
Microsoft ﬂ?%mmm 0 Ttem{s)
SQL Server 2005
Server ype: IDatabase Engine j
Server name: IHHD-W2DD3-32 j
Authentication: IW’indows Authentication j
User name: |F|HD-W2DDS-32\.&dministratnr j
Pazzword: I
[” | Remember passwaord
IWI Cancel | Help Options »»

Ready i

5. Navigate to Databases/netreport.
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6. Right Click on netreport and select Tasks>Detach...

Network Security Intelligence | KBA

File Edit Wew Tools Window Community  Help
Htewquery | [y |5 H & |3 B B R & s
ject Explorer Summaty - X
2HAum AT e WEN-2h 4
E | RRO-WZOI3-3215QLEXPRESS (S0L Se
= [ Databases i
[ System Databases @ nEtreport
B [ - . RRO-W2003-32\50LEXPRESS| Databases|netreport & Itemis)
3 Dal Mew Database. ..
o3 Tal Mew Query
Ca vie Script Database as » p— I
[ Sy acks Detach...
[ Prc
4 Se¢  Rename Shrrink, 3
[ Security Delete S——
1 Server Obj gack LR,
[ Replication Refresh [esiimie '
[ Managers__PLOPertes Generate Scripts. ..
N [ 0l
Ready 4
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7. Click OK.
_" Detach Database =]

Select apage l\;s Scipt = E Help
7 General
[ atabases to detach:
Databaze Mame I Dirop ... I Updat... I Feep ... I Statusz I Mezzage I
 netrepart u o v Ready

Server:
RRO-4WwW2003- 3245 0LEXPRESS

Connection:
AR OM2003- 325 Administrator

3} YWiew connection properties

Ready

0k, I Cancel |

4

8. Backup the netreport database files, netreport.mdf and netreport_log.ldf located in:
C:\Program Files\Microsoft SQL Server\MSSQL.1\MSSQL\Data (by default)

9. In SQL Server Management Studio, navigate to Databases.
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10. Right click on Databases and select Attach...

l Microsoft SQL Server Management Studio E4press
File Edit Wiew Tools Window  Community  Help
e B on
Summary - A
F WER- 4
Bl [ RRO-WE2003-32\50LEXPRESS (S0OL Se
= &nﬂw .
=~ Mew Database. .. Data bases
ca * | o vo00s-32iSQLEKPRESS|Databases 1 Them(s)
[ 5e Restore Database. ..
LA Re Reskore Files and Filegroups. ..
Ca ™ lame I
Refresh [ System Databases
IEN IR i
Ready 5
11. Click Add...
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12. Browse to the netreport.mdf database file.

' Attach Databases
Select apage
157 General Select the file:

ﬁ Docurments and Settings :I
D Inetpub Status Meszage I
-4 MSOCache

-3 NetReportStorage

=L Program Files

F-C0 Adobe

-0 cmak

-3 Comman Files

-3 ComPlus Applications
--ﬁ Hyper [ntegration Services
- Intemet Explarer

-3 Microsalt Dffice

B3 Microsaft SOL Server
-3 80

-3 90 |
200 MSSaLT :I Benere

=3 MSSaL o
-1 Backup 533308 |
- Binn
=L Data
[ master.mdr

[ model.mdr

© ] medbdatamdf

Connection: - ----- [ resglspsternresource. mdf

RR 0w 2003-32%Administr ..... IR =treport mf

FJ tempdb. mdf

f-Fm Hﬂfﬁ" ll

Selected path: IE:\F‘nglam FilesiMicrosoft SOL ServerMSSAL 14455

Locate Database Files - RRO-W2003-32S0LEXPRESS

Server:
RRO4/2003-32450LEXP

3} Wiew connection prop

Feady Files of type: I D atabasze Files[".mdf) j

File: pame: Inetlepart.mdf Femowve |
Q. I Cancel |

y | Cancel |

4
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13. Click OK.
_' Attach Databases _ O] =]

‘;5 Script - m Help

Select a page

12 General

Databazes to attach:
_I MOF File Location Database ... I Attach Az I Dwanes I Statuz I Mezzage I
C:MProgram Filessi.. _I netrepart netrepart RROM...

; Remove |

"netreport’’ databaze details:

Original File M ame | File Type | Current File Path Mezzage |
5 . netreport. mdf [rata C:4%Program FileziMicrozo. . _I
onnceii netreport_log. LOF Lag C:4%Pragram Files\Microza. . _I

Server
RRAOMW2003-32550LE<FRESS

Connection:
RRO-w2003- 2248 dministrator

3} Wigw connection properties

Ready
Femove |
Ok | Cancel |
Y
14. Click OK.

15. Close SQL Server Management Studio.
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Section 2: Uninstall NetReport 5.10

Uninstall the NetReport Toolkit (if applicable)

1. Open Start>Control Panel>Add or Remove Programs.
2. Select DataSet Vision.

3. Click Remove.

4. Confirm that you want to uninstall DataSet Vision.

5. Wait for the operation to complete.

6. Reboot your machine.
Uninstall NetReport

1. Open Start>Control Panel>Add or Remove Programs.
2. Select NetReport.

3. Confirm that you want to uninstall NetReport.

4. Wait for the operation to complete.

5. Reboot your machine.

Clean up remaining files

1. Delete the NetReport folder located at:
C:\Program Files\NetReport (by default).

2. Open the Windows registry: Start>Run... Type regedit and click OK.
3. Navigate to HKEY_LOCAL_MACHINE\SOFTWARE\NetReport.
4. Right click on the NetReport key and select Delete.

5. Click Yes.

Note:

You may wish to back-up your registry if you are not familiar with the fact of working in the
registry

you may also delete the Dataset key in HKEY_LOCAL_MACHINE\SOFTWARE\ and in
HKEY_CURRENT_USER\SOFTWARE\
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Section 3: Install Click & DECIDE - NSI

Turning on the Required IS Features

IIS is a Windows feature, to launch the Turn Windows Features On or Off module please follow the steps
below:

Select Start> Control Panel.
Click Programs and Features.
Click Turn Windows Features On or Off
Select the following Internet Information Services features:
Web Management Tools
a. IS Management Console
b. [IS Management Scripts and Tools
c. lIS Management Service
6. World Wild Web Services
a. Applications Development Features
i. ASP.NET
i. ASP
b. Security
i. Basic Authentication
ii. Windows Authentication

uehwNhPRE

7. Click OK

Download and install the .NET 3.5 SP1

Click&DECIDE need the Framework .NET to work properly. We recommend you to install the latest version
before installing Click&DECIDE. Follow the link and install the framework :

http://www.microsoft.com/downloads/details.aspx?familyid=AB99342F-5D1A-413D-8319-
81DA479AB0OD7&displaylang=en

Download and extract the Click & DECIDE - NSI setup

1. Download the Setup of Click&DECIDE 10.01.02, CnD-NSI.10.01.02.exe, available at:
http://license.clickndecide.com/downloads/cndnsi_request.aspx
2. Runthe CnD-NSI.10.01.02.exe setup.

12
Contact us: E-mail: sales@clickndecide.com Tel: +33 (0)6 71 99 86 60 N N
Sales Offices: 98, route de la Reine - 92100 Boulogne-Bt, France. WWW. CI ICkn d eCId e . CO m

To contact your nearest Click&DECIDE partner, click here.



http://www.microsoft.com/downloads/details.aspx?familyid=AB99342F-5D1A-413D-8319-81DA479AB0D7&displaylang=en
http://www.microsoft.com/downloads/details.aspx?familyid=AB99342F-5D1A-413D-8319-81DA479AB0D7&displaylang=en
http://license.clickndecide.com/downloads/cndnsi_request.aspx

CLiCk&DEC’-DE Network Security Intelligence | KBA

3. Choose where you want to extract the files required for the installation.
,.!" Click and DECIDE - Metwork Security Intelligence - InstallShield Wizard

Location to Save Files
Where would vou like to save wour files?

Please enter the folder where wou wank these files saved, IF the folder does nok
exist, it will be created For wvou,  To continue, click Mext.

Save files in Folder:

_:\Program Files) Click and DECIDEYNSISety

Change. .. |

ImstallEhield

< Back: Mext = Cancel

4. Click Next.

5. Wait for the extraction to complete. The Click and DECIDE - NSl Installation Wizard will launch.

The Click and DECIDE - NSI Installation Wizard

1. If you have any prerequisites, click Install to install them.

2. Onthe Welcome to Installshield Wizard for Click and DECIDE - NSl dialog, click Next.
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3. Onthe License Agreement dialog, read the license agreement and select | accept the terms in the
license agreement to continue.

i'él Click and DECIDE NSI - Installation Wizard E |
License Agreement m
Please read the Following license agreement carefully, Click&

PLEASE READ CAREFULLY THE FOLLOWIMNG LICEMNSE AGREEMENT BEFORE YOU COMTIMNUE, &
IF U PROCEED WITH THE SETUP PROCEDURE OR USE THE SCOFTWWARE (OR AUTHCORIZE
ANY OTHER PERSON T DO 503, YOU ACCEPT THE TERMS AMND COMDITIONS OF THE T
LICEMSE AGREEMEMNT. IF YO DO MOT AGREE WITH THE TERMS OF THE LICENSE

REREEMENT, SIGMIFY YOUR DECISION BY CLICKIMG THE "MC" BUTTOMN AMD RETURM THIS
PRODUCT {including all makerials) WITH YOUR RECEIPT TO THE PLACE FROM WHICH YO
COBTAINED IT WITHIN THIRTY DaYS FOR A FULL REFURMD,

METREPORT SOFTWARE LICENSE AGREEMENT

1.LICENSE. METREPORT SA Company grants vou the right to use the METREPORT software
programs conkained in this package (the "SOFTWARE™) on a single computer, The
SOFTWARE consists of several oroarams and is licensed as a sinale oroduct, The ;I

%' I accepk the terms in the license agreement;

™ I do not accept the terms in the license agreement

Installshield

< Back I Mexk = I Cancel

4. Click Next.

5. On the Destination Folder dialog, select a folder on a partition with enough hard disk space. See
recommendations:

http://www.clickndecide.com/downloads/WebDoc/Support/ClicknDECIDE _NSI Database Archive Disk
Size.zip
i'él Click and DECIiDE M51 - Installation YWizard |

Destination Folder m

Click. Mext ko inskall to this fFolder, or click Change ko install ko a C .
different Folder, Click&

G Install Click and DECIDE MSI ko
:\Program Files\Click and DECDEY Change. .. |

Installshield

< Back

Cancel |
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6. Click Next.
7. Onthe Setup Type dialog, choose Click and DECIiDE NSI Typical Solution.

i Click and DECIDE NSI - Installation Wizard
Click&DE

Setup Type
Choose the setup bype that best suits vour needs,

-
e N A

Please select a setup kype.

{* Tlick and DEGDE NSI Typical Solution;
Install all the necessary Click and DECIDE Metwark Security
Intelligence components available For wour machine.

i Custom

@ for advanced users.

Choose which program features wou want installed, Recommended

Installshield
« Back I Mext = I Cancel
8. Click Next.
9. Click Install.

10. Wait for the installation to complete.
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11. On the Installshield Wizard Completed dialog, Click Finish.
fii Click and DECDE NSI - Installation Wizard

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Click and
DECIDE MSIL Click Finish ko exit the wizard,

Click&DECiDE

lick. and DECIDE setup will nove launch the Click and DECIDE
MSI Canfiguratar, IF wou are installing Click and DECIDE MSI Far
the Firsk time, it is recommended that vou run the Click, and
DECIDE MSI Configurator at leask once,

< Back

Zancel |

12. The installation asks for a reboot. Save all your documents and close all your application and click Yes.
iz Click and DECIDE NSI Installer Information [ <] |

You must reskart wour syskem for the configuration
changes made to Click and DECIDE MSI to take effect,
Click Yes ta reskark now or Ma if you plan ko restart
later.
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Section 4: Restore your configuration

Enter your License Certificate

1. After rebooting your machine, the Log Source Configuration launches and asks for a License

Certificate.
Click and DECIDE Configurator - License Certificate |
ﬂ .'I ~ HoLicense installed for Click and DECIDE. ﬂ
P ‘B Please contact your supplier to receive the appropriate license
= ceificate.

Cancel Change... | Help |

2. Click Change...
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3. Select the License Certificate we sent you for Click & DECIDE - NSI 10.1.2.

Click and DECIDE Configurator - License Certificate

Network Security Intelligence | KBA

This Certificate was delivered to:
MET REPORT
This License authorizes you to use version of;
Click and DECIDE - for NSl Enterprise

Business Application Intelligence
Enterprise Edition w101

Builder 1 CAL user(s)
WiehPortal a CAL user(s)
WiehPortal A Concurrent users)Clisnt Access)
Scheduled Tasks YRS
Froject Types S Projects (Execite o

Maintenance Agreement  Yalid until 131220011

Hetwork & Security Intelligence
Enterprise w101

Daily Records 200000
Maintenance Agreement  Yalid until 131220011

This Cerificate will expire on: 173122011
Internal Lse Only

k. Cancel

4. Click OK.
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i .Click and DECIDE - for N5I Enterprise Configurator

— Device Type Installed

T_I,Ipe| MHurnber of Devices |

Click and DECIDE - for NSI Enterprise Configurator - Add Device

Select the device tupe that you want bo add.
-1 -
| Device Type | Cateqory - ]
Aladdin 5 afe E -mail Cantent Filkering
—  |Aladdin eSafe +5.2 Content Filtering —
—1 |Apache Web Site =
ARKOOMN Metwark Security Firewwall; Prosy: Intrugion Prevention System b
Blue Coat Prowy: Caontent Filkering ]
L |Check Paint [Feal Time] Firewall [
¢ |Check Paint Fireweall [Command Line Flat File]  Fireweall |
' |Check Paint Firevaall [GUI Flat File] Firewall
Check Point Syzlog Tk Firewmall ]
Cizco Firewalls Firewall
~ | Cizco lronPort-C Content Filtering; E-mail B
Y |Cizco lronPort-5 Prowy —
Clavizter Firewaall
Demo Firewall; Prosy; Intrugion Presention System ]
| Derw Al Intruzion Prevention Spstem; \Web Site _ILI =
-1 |4 | 3 -
k., I Cancel | Help | ]

—License Cerificate

Xﬂ I Miew or update vour current Click and DECIDE Licensze Certificate. :
Ml Settingz...

k. Cancel Apply | Help |

5. Click Cancel.

6. Click Cancel and exit the Log Source Configuration.

Restore the WebPortal Configuration

1. Restore your own DataSet Vision projects (*.wfv files) created with the NetReport toolkit (see Section
1.C.5). We recommend to put these file in the MyProject folder now located at:
C:\Program Files\Click and DECIDE\BAINRuntime_Projects\My Projects (by default).

2. Restore the external files (for example, the images) used by your own DataSet Vision projects (see
Section 1.C.6). We recommend to put these file with the other image files in the Runtime_projects
folder now located at:

C:\Program Files\Click and DECIiDE\BANRuntime_Projects (by default).

Note: Do not replace any existing files. Complete the guide first and then modify the files you
think are appropriate.
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3. Restore your previously generated reports (see Section 1.C.8) now located in:
C:\Program Files\Click and DECIiDE\BAN\Runtime_Projects\Static (by default).

4. Restore your customized menus (see Section 1.C.9) in the Runtime_projects folder now located at:
C:\Program Files\Click and DECIDE\BAI\Runtime_Projects (by default).

Note: Do not replace any existing menu. Complete the guide first and then modify the menu with
the Menu editor.

5. Locate the Security Database backup file (.bck) from Section 1.C.3 on your hard drive.

6. Double click on the file. Administration Manager asks if you want to restore the Security Database.
Click and DECIDE Administration Manager B2

\?(J Do you want to restore the database (compatibility between version not supported) From the backup of 5/4/2010 4:57:48 PM

7. Click Yes.

8. Verify that your configuration is correct. Especially the Menu tab since the Runtime_projects folder has

changed.

Click and DECIDE &drministration Manager - = X
i File Edit “iew Tools Help

g aB 9 @ i BRLUME

Menus

MMenu Menu Path

E MekReport %aMetReport_Directory9si MetRepart, wino Maitem selected.

E MetReport Utilities  “aMetReport_Directory s\MetReport Utilities . winu

E MetReport Static  SaMetReport_DirectorySai\MNetReport Static.wmu

E Alert Management  %hetRepart_Directory%i\MNetReport Alerts,wmu

EEMvMenu %aMetReport_Directary i MyMenu. wmu

1| | i

L_jData Sources .%User Groups !_;Users gMenu #
Ready | caps| MumM| ScRL|
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9. Click Update Security icon
& Click and DECIDE &dministration Manager - = X

i File Edit Wiew Tools  Help

o @ @ » o | @ 8B LD R M e

Me |q Update Security
Me Update Security Path

TIEeEHepart TerletReport_Directory\MetRepart, wmu Mame: IM}'MEHU
E MetRepart Utilities  “aMetReport_Directory®s\MetReport Utilities wru
=1 NetRepart Static | %:MetReport_Directory:\MetRepart Static wmu Path: |>’éNetFiE|:":'rt_Direcrtc'r5J Jm
E Alert Management  aMetReport_Directoryi\NetReport Alerts,wmu
I"-'1':.-'I"-'1-3r|u YeMetReport _Directory s\ MyMen, wmu

4] | 4 | i
U Daka Sources %User Groups .'!; Users |§ Menu | ¥
IUpdate Security | CAPS| MUM| SCRL| .t

10. Click OK.

11. Close Administration Manager.

Configure Click & DECIDE - NSI Log Sources

1. Runthe Log Source Configuration tool:
Start>All Programs>Click and DECiDE>Network Security Intelligence>Log Source Configuration.

2. Select the same standard devices you analyzed with the previous version and for specific devices, select
other device which have the same Category.

3. Click Settings... in the Network section.

Note: There is no need to reconfigure your network area settings. We will restore these settings
in the next chapter.

4. Click OK.
5. Click Settings... in the Database section.

6. Test your database connection.

Note: Click and DECIDE - NSI now uses Windows Authentication to connect to the database.
For a remote database connection, additional steps are required. Please refer to the Knowledge
Base Article: How to Connect to Remote SQL Server at:
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‘ http://www.clickndecide.com/downloads/WebDoc/CnDRnD/KBA/KBA200 How to Connect to ’

Remote SOL_Server.pdf

7. Note that the Log Source Configuration tool will perform an update of your database.
Click and DECIDE - for N5I Enterprise Configurator - Database Settings

% _  Database Connection Settings

éﬂ’ Please uze only Caze [nsensitive settings.

D atabaze Server: Laocal SEL Server

Server Mame: IHHD-WEDD3-32

Sercer Instance: I SOLE=PRESS j

— Login
Windows User: INT AUTHORITY Local Spstemn

Test

Fazsword: I

~Database Update Settings
Configure the update settings for the NSI Database.

¥ lpdate Databaze
[T Delete exizting data

~Database Time Zone Settings
[T Use UTC offset [Coordinated Uriversal Time]

Time Zore: I[GMT+EI1 :00] Brussels, Coperhagen, adrid, Paris j
v Adjust for Daylight 5aving Time [DST]

Powered by Click and DECIDE Ok Cancel Help |

8. Click OK.

9. Click Settings... in the Scheduled Tasks section.
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10. Configure the purge parameters and the start time of the Click & DECIDE - NSI scheduled task.
Click and DECIDE - For N5I Enterprise Configurator - Tasks Scheduling

— Scheduling
14

Fun the Conzolidation, Aggregation, Purge and Report Tazks everyday at I B 00: 00 &M ﬁ

— Purge Settings
— Detailed Data —agaregated Data
i~ Delete all data after treatment, K.eep lazt IEE E dayz of data.

* Keep last I? E days. K.eep last |12 E maonths of data.

| k. I Cancel | Help

11. Click OK.
12. Click Settings... in the Web Portal section.
13. Select Click and DECIDE Authentication.

14. Enter your SMTP server as well as the email address for mail alerts.

Click and DECIDE - for N51 Enterprise Configurator - Wehb Portal Settings

; ‘J —w'eb Portal Authentication Mode
= windows Authentication

¥ Click and DECIDE Authentication

—Mail Server [SMTP]

srkp.company. u:-:urd Test |

— Mail Action Settings

Enter the e-maill addresses to uze to zend Click and DECIDE alertz.

B Insi@cnmpan}l.cnm

Ta Iadmin@cnmpany.u:nm

] I Cancel Help

15. Click OK.

16. Click Settings... in the Log Archive section.
17. Configure your Log Archive settings.

18. Click OK.

19. Click OK to apply your configuration.
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20. Confirm your choice and wait for the Log Source Configuration tool to complete the process.

21. Close the Log Source Configuraiton.

Restore your custom NSI Log Sources Configuration

1. Copythe AAAAMMDD-HHMM-user-v440 folder (see Section 1.B.4) to the new folder:
C:\Program Files\Click and DECIDE\NSI\ConfigurationBackup

2. Open the Management Console:

Start>All Programs>Click and DECiDE>Network Security Intelligence>Management Console.

Note: the default login/password is now admin/admin.

3. Goto NetReport/localhost/ULA/Filters.

4. Right Click on Filters and select Import Filters and/or Parsers...

@ Click and DECIDE Management Console - [Console root' NetReport]

@ File  Action ‘“iew Favorites Window  Help

JRETET

= | @BmE @

- Me) Packages Server
B4 LLA

-3 Settings

__ gﬁent Import Filter andfor Parsers. ..
5] Loa ¥t pew Window From Here
- Backy

oy

Help

(1 Consale raot Harne [1p [ Por [
=) MetReport 15 locahost 127.001 12393
H-py localhaost

5. Select a non-standard filter you exported (see Section 1.B.7).

6. Confirm that you want to import the filter and its parsers.
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7. On all non-standard filter re-imported, you need to add “netreport.” in front of the each table definition call
define by this icon: -3 Repeat for each table definition. Example:

@ Click and DECIDE Management Console - [Console root',NetReportilocalhost: ULAY Filters',Cisco PIX, Actions',Insert into F... =]

@ File  Action | Wiew Fawvorites  Window  Help |-|ﬁ'|5|
& - |Bm| @

;---'c'.';:.!l,' Cisco PIx
= Actions Insert into fw_rawdata
o Message Box =
[ Tnsert inko Fr_Pix_Build_Cr
-8 Insert inta Fe_Pix_Teardown_Crix #MetReportilocalhost/ULAFiltersiCisco PlfActions/Insert into
o Flnsert into Fr_rav fu_rawedatas
@ Stop Al . . . —
i@ Do nok Perform the Rules Below Lonilguratlon as
i@ Skop Group Aeem o -
@) Store f_Fix_Build_Crix in CS¥ Form Connection .IDatabase Connection j
Store Fw_Pix_Teardown_Cro in CSW netrepart. fr_rawdata M Create Table
Store Fw_rawdata in C5Y Format File Table : ™ Drop Tahle
Store Logs in File For Archival P
%, Rules
----- Fields
..... W& Dictionary S Date fwe_tirne DateTime |15 0
EHD— 2“:5';& WL  arig fov_arig WarChar |50 00
= ckions -
Alert on Disk Space D fe_sre “YarChar |50 0
-5 Send an alert on events D sre_name  fw_src_name  |VarChar  «|50 0
Action : Logoff L
: M;;Z;ge ggz == =] stc_net_areafw_src_net_area| Char "'I 15 ]
@B Create WMI Information Tables =] stc_country fw_src_country | Char v|3 o
5 Purge Data For WHI g dst f-N_dSt “arChar | &0 0
o ko W WinLogon-Consumer
B Go o W WinLogon-Type e dst_name fu_dst_name arChar jv 50 a
[ Tnsert in WMI_Log _ILI ) dst_net_areafw _dst_net_area|Char VI 15 0
1 I I L4 Aot canmtre e det canatee | Char vlq [l

8. Repeat steps 4. to 7. for every non standard device.

9. Goto NetReport/localhost/Backups, you should see your previous configuration.
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10. Navigate and select a custom initialisation or action you want to restore. For example: the RDNS net
area initialisation.

® Click and DECIDE Management Console - [Console root'NetReport' localhostBackups'User Backup 2010-05-... =]

@ Eile Action Wew Favorites wWindow Help ‘ -|5’|5|

& =» | 2m @

(1 Console roat T Dalabase LOnnecin I

E@ MetReport

E-4h localhost £ IP to Country ¥  Convert an IH

- Packages Server
E% ULA* 8 Log Storage =
@[ sett
g S 8 SMTP Server Name B SMTP Addrs
€ Agert
g L;;;:':ult £ Porformance Counters For MetReport Filters [ General Perf]
1% Backy
B-§y Sadues ® RDNS ¥ General RD

----- $ Wizard Backup 2010-05-06 11
Ef::, |Jser Backup 2010-05-04 16:4°

E‘f‘ L& £ RONS net area i

| ?I..&__gtﬁi?a"satms B Sezzions ¥  Session Initi

_.‘EEEEEEG 8 Sessions (10 minutes) ¥  Session defi

- Log veuk @ S0LCache B 20L definitig
8 SOLvulnerahility [  SOL definitic

Connection to another LILA, I 5= = Nl T

< | i

11. Click on Copy icon at the bottom of the page.

12. Navigate where you want to paste the initialisation or action. For example:
NetReport/localhost/ULA/Settings/Initialisations.
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13. Select the existing initialization or action (if it exists).

@ Click and DECIDE Management Console - [Console root'NetReport'localhosts ULAY Settings', Initialisations]  [ijj=] E3
ﬂ File  Action Wiew Favorites  window  Help | - |E’|5|
& = | @m| 2
r—j Console rook ) Database Connection W B
E--@ MetRepork
Elby locathost 1 IP ta Country [  Canvert an IP adress to a Country
-8 Packages Server
B LLa* ) Log Storage =
LR [}' Settings
-7 Initialisations 2 SMTP Server Name v  SMTP Address used to send a ms
& Fiters
w-€p Agents ) RDNS W  General RONS
@ Log Wault
= Backups ) RONS net area v
wizard Backup 2010-05-06 11
BTl User Backup 2010-05-04 16:4 || ©F Sessions ¥  Session Initialisation
=
Ef} Gettings 0 Sessions (10 minutes) W Session definition for 10 minutes
5T Initialisations
K Filers ) BQLCache ¥  S0L definition to get data from an
@ Agents
=[5 Log vaulk 2 SQALDenyAl ¥  S0L definition to get data from an
2 SQL%ulnerability v SOL definition to get data from an | ||
Connection to anather LILA ~| &2
< |

14. Click on Delete icon.

15. Click on Paste icon.

@ Click and DECIiDE Management Console - [Console root'NetReport:localhost, ULA* Settings' Initialisations] =]

ﬁ File  Action Yiew Favorites Window  Help ‘ _|5’|1|
- | Bm @
(3 Console oot £ Database Connection 73 o]
E@ MetReport
=iy Iocalhost P ta Country ¥  Corwert an IP adress to a Country
Mg Packages Server
- LLa* £ Log Storage ™
=-[ settings
@7 Initiglisations 7 SMTP Server Mame I  SMTP Address used to send a m
{ ‘@ Filters
4% Agents ) Copy of RDMS net area W
[E Log Waulk
E-¥ Backups ) RDNS W  General RDMS
L5 wizard Backup 2010-05-06 11
-T2 User Backup 2010-05-04 16:4 || ©F Sessions [+  Session Initialisation
g UL
. B[ settings ) Sessions (10 minutes) W  Session definition far 10 minutes
| @7 Initidlisations
i -ﬂ Filters ) S0LCache W  SOL definition to get data from a
0 Agents
-5 Log vault ) SOLDenyAl ¥  S0L definition to get data fram a
2 BOLYulnerability [  SC0L definition to get data from a
4] | i
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16. Rename the pasted initialization or action. Remove Copy of.
17. Repeat step 9. to 16. for every initialization or action you want to restore.

18. Navigate to NetReport/localhost/ULA.

19. Click Apply Changes.
® Click and DECIDE Management Console - [Console rootiNetReport'localhost, ULA*]

G File  Action “iew Favorites  Window  Help
=1l

[ console roat o . T ' . '
=& Netreport @ JuniperSSL 38 Field Definitions, 15 Actians,
-4y Iocalhost 2 Dictionary Entries, 3 Rules Groups
b Packages Server w Microsoft ISA 59 Field Definitions, ¥ Actions,
E% LILA* .. Server 3 Dictionary Entries, 3 Rules Groups
- B=[ settings

- =T Initiglisations
-4 Filters

: 0 Agents

.

@ Log Wault

=¥, Backups Applying Changes
=

Settings

£, wizard Backup 2010-05-06 11
40 User Backup 2010-05-04 16:4° Click here to save all your changes for the filter.
Elf* LA All the changes you have made locally will be sent to the filter.
E EE— Settings

. E-77 Initialisations
! ‘¢ Filters
0 Agents
m Log ault

Configuration

Database Time Zone

1 | i

20. Open the NetReport/localhost/Agents subtree.

21. Navigate to a node with an asterix (*).
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22. Click Apply Changes.

® Click and DECIDE Management Console - [Console root NetReporthlocalhost Agents'Flat File Parser*] M=] E3
@ File  Action Wiew Favorites  window  Help | - |E’|5|
& = | @m| 2
(1 Console root = —. The files matching *.s' of the directary 'C:\Program
E‘@ NetReport . I ) Files\Click and
=44 locahost =" DECIDE\NSI\Logs'Engine'FlatfilellronPort-S' are spied.
b Packages Server
-4 ULA
E‘D’ Settings Follaw this link in order to add a new spied directory or to
o= - rmanage list.
- T Initialisations
[+ 43 Fileers
[—10 fgents
ﬁ Check Point (Real Time) Applying Changes
{8 Event Scheduler ' :

4 Flat File Parser* Click here to save all your changes for the flat file agent.
B Microsoft Wit All the changes you have made locally will be sent to the flat file
+# MetReport Communication agent.
& Remote Microsoft WHI
Ly A : g
[ SHMP Trap Listener t apply Lhanges ,

i Swslog Parser®

- | Log Yaul —

=7 Backups Agent Status -
o | | s
i WWizard Backup 2010-05-06 3
=75 User Backup 2010-05-04 11 atop | Running oo Agent is running.

= ua

Eﬂr Settings =
‘ I H H form | e ] TI—:L:_I:__L:___ﬂJ

23. Repeat step 21. and 22. for every agent with an asterix (*).

Note : for the Microsoft WMI or the Remote Microsoft WMI, you may need to copy and paste
specific agent configuration form the backup.

24. Close the Mangement Console.

Restore the scheduled tasks

This process requires an advanced knowledge of the product and is beyond the scope of this document. You
have to create all your previous scheduled tasks manually using the Web Portal interface. Please refer to the
Web Portal documentation for more information.
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Section 5: Check your configuration

Log Acquisition

1. Start the log treatment.

~

Open the Performance Counters: Start>Administrative Tools>Performance.

Click the + in the toolbar.

w

4. Select the NetReport Filter Engine Performance object and select All counters.

Add Counters |

" Use local computer counters
¥ Select counters from computer;

[“WRRO-W2003-32 =]

Ferformance object:

I MetRepart Filker Engine j

i~ allinstances

" Select counters from list *' Select instances from list;

# nelf proceszed MetBepart Filker Engine
# of nelf in error queus

# af nelf in quele

Rate of nelf proceszed

Add E=plain
Cloze |
5. Click Add.
6. Click Close.
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7. Check that you don’t have any nelrf (Click And DECIDE events) in the error queue.

[ Performance

| =181 ]

@ File  Action Miew Favorites  Window  Help

= BHE 2 H

1000
Go0
&00
400
200 f\
0
Lask 0 Average 0 Minirmurn 0 Maximunm ]
Curakian 1:40
Color |Su:a|e |Cu:uunter |Instanu:e |F‘arent |OI::jeu:t |C | |
1.000  # nelf processed MNetReport Filker Engine -—- NetReport Filker Engine 4.,

000 & of nelf in error gueue MetReport Filker Engine NetReport Filker Engine
1.000  # of nelf in queue MNetReport Filker Engine - MNetReport Filker Engine 4.,
1.000  Rate of nelf processed MetReport Filker Engine - MetReport Filker Engine 1.

1,000

Note: the engine queues are stored in the folder C:\Program Files\Click and
DECIDE\NSI\Error agent Storage. You can modify the destination of these files by changing the
registry value:
HKEY_LOCAL_MACHINE\SOFTWARE\NetReport\MC\Agents\Error\StoragePath.

You have to restart the Click & DECIDE Filter Engine service after any change

Log Insertion

1. Open Web Portal: Start>All Programs>Click and DECiDE>Web Portal.

2. Login as a member of NetReport Admin.

3. Navigate to NSI Utilities/Database Status.
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4. Open the project for the category of the log you have acquired. For example: Firewall Statistics
Utilities.

(C:'Elil:k and DECIiDE Web Portal - Menus - Windows Internet Explorer

@T\:ﬂ L Iﬁ, hitep: flacalkost/dvwebiMenu. aspo j @ 20| X Ib Eing 2=
7.7 Favorites /& Click and DECIDE Web Portal - Menus |
Size Modification Creation

Wieh Server Configuration
Menus

SNST Reports and Analysis  ¥F

Firewall Statistics Utilities

1 - Selected Record Details

0 1/21/2010 S:14:15 PM 9/2/2004 10:43:08 AM
0 1/21/2010 S:20:02 PM 9/2{2004 10:43:08 AM

2 - Mumber of Records in the Firewal Tables

= E3NST Utities
= && Database Status
O Firesvall Statistics Utiities
™ Click and DECIDE Audit
@Proxv Statistics Utilities
ENSI Alert Managermert
Scheduled Tasks & Tazks
Wieh Part Configuration

Content Builder
Wwebh Server Administration

0 1/21/2010 4:07:29 PM 9/2/2004 10:43:08 AM
0 4/28/2010 4:57:31 PM 9/2{2004 10:43:08 AM

3 - Address Definition Managernent
4 - Firewall Aggregation Process Status

5. Open the report 2 - Number of Records in the Firewall Tables.

6. Enter the time interval corresponding to the date of your logs. For example, if you are parsing logs from
10 days ago, enter 10 in the first text box.

{::'Elick and DECIDE Web Portal - Menus - Windows Internet Explorer

GT:: L4 |g, http: [ flocalhastfdwwebiMenu, aspe: ﬂ W +2|| X Ib Eing 2
'{.:f Favorites ,é Click and DECIDE Web Partal - Merus |
Weh Server Configuration €9 @ | Parameters ] Result Both

ENSI Repon;qtes n:ns d Analysis 2 - Murnber of Records in the Fireweall Tables
= SJnsT Utilities
= G Database Status
M Fireswall Statistics Utiities
™ Click and DECIDE Audit
F‘ro}w Statistics Utilities
SMsT Alert Managsment
Scheduled Tasks & Tasks
wieh Part Configuration
Content Builder
e Server Adrinistration

ér
[# From: Today - X days

[# To: Today - ¥ days
[V Start time: |5/6/2009 12:00:00 &M
¥ Stop time: |5i6/2010 11:59:53 PM
[~ Fireswiall? (Ignore for all): JiGroRe

Output Format: & pOF - Run hEJFEéJ

[0l
o
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7. Click Run.

.{f'_'tlick and DECIDE Web Portal - Menus - Windows Internet Explorer

m * Iﬁ, hiktp:flocalhost /dvwebiMenu. asps j |E| |§| |§| Ib Eing |P '|

‘{2 Fawarites ﬁ Click and DECIDE Web Portal - Menus |

@D Click&DECi DE

Weh Server Configuration ot & @ Parameters Result ] Both 1§
Menus
%NSI Reparts and Analysis ¢ 2 - Nurnber of Records in the Firewall Tables _|
Y
= % ST Utilties il Number of records in fhe Firewall @bles ]
= && Database Status
@:Irewa" StatIStICS Utllltles This report presents the: total number of records exsing in e dfferent tabies Tom the oidest 10 the most recent dabe and tme with the:
@C"Ek and DECIDE Audit I aggregabion status associabed from withis S Wednesday May §, 2008 at 00:00:00 AM ursl S Thursday May &, 200 a& 115552 BM
Raw Data
™ Prosey Statistics Utilities g — B m— . —
%NSI Alert Managernent i i o - faame
Scheduled Tasks & Tazks I..LL.,...,J.... 1 0 rown) 22 e £ aiearie
wieh Part Configuration T I —— ——— ks -
Content Elu?ld_er _ [P JS— [ = Jr—
web Server Acministration B e
N e
bu_3_narvice AEEM e
a2 uar 4 ony
#m_2_action 3 e
be_2_cevice T ol
! | L
Fasort printes on Thurdey May 8, 20908t 1048 Dmmhbcard crumed Wi & DISRDICIOT Fage 11 =

8. Check that logs are inserted into the rawdata table.

Report Generation

1. Open the Scheduled Tasks panel: Start>Control Panel>Scheduled Tasks.
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2. Right Click on Click and DECIDE Scheduled Dashboards and select Run.

r= Scheduled Tasks

File Edit ‘iew Fawvarites

Tools

=] E3
| .'1:

fdvanced  Help

W Back ~ £3 - ? | /'j" Search

* Falders | % 3 x ) | -

ESE

Network Security Intelligence | KBA

Address Iﬁ Scheduled Tasks
Mame = | Schedule | Mexk Run Time | Last Ru.., | Status | Lask Resultl
|2 add Scheduled Task
‘Click. and DECIDE MSI Scheduled 0arM,,. 1:00:00 &M ... Mewver 00
& Purge Alerts Tables Ed Task FAM... 1:23004AM ... Mever 00
ESQL Firewall Alert = ed Disabled Mewver 0x0
Cuk
Copy
Delete
Rename
Properties

| i

<

3. Wait for the task to complete (it may take some time depending on the volume of your logs).

S[=I E3
L

r= Scheduled Tasks
Advanced  Help

" Falders | I @3 X H’|v

File Edit View Favorites Tools

ko Back = 3 - ? | /':" Search

jGD

fddress Iﬁ Scheduled Tasks
Mame = | Schedule | Mext Fun Time | Lask R, .. | Stakus | Last Resulk |
|2 add Scheduled Task
ick. and DECIDE MSI Scheduled Dashboards U RNNT v RS RN W TWIF:1 1 R - H VL 5 IO =11y Ty sl 0x0
@ Purge Alerts Tables AE 1123 AM...  LiZ200AM ... Mever =0
Disabled Disabled Mewver 00

ZuS0L Firewall Alert

1|

4. Return to Web Portal (see Section 5.B).

5. Navigate to NSI Reports and Analysis/Published Report.
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6. Select the category of the log you have acquired. For example: Firewall.

(_f'_'tlick and DECIDE Web Portal - Menus - Windows Internet Explorer
@:\A * Iﬁ, hiktp:flocalhost /dvwebiMenu. asps j |E| |§| |§| Ib Eing |P = |

‘{2 Fawarites ,& Click and DECIDE Web Portal - Menus |

@D Click&DECi DE

¥eb Server Configuration Firewall Size Modification Creation
Menus
2 firewall Daly 100505 164,630 5/6/2010 5:02:25 PM S5f6/2010 5:02:23 PM

= EJNSI Reparts and Analysis
= & Published Reports
[CdFireswall
LA Prosey
&2 Dynamic Reparts
& Forensic Analysis
&2 My Projects
= EnsT Utilities
= & Database Status
™ Firewrall Statistics Utilitiss
™ Click and DECIDE Audit
@Proxv Statistics Utilities
ENSI Alert Managerent
Scheduled Tasks & Tasks
wieh Part Configuration

Content Builder
web Server Administration

7. Check that a report has been generated. If you have inserted yesterday’s logs, the reports should contain
some data.

Event Viewer

1. Open the Event Viewer: Start>Administrative Tools>Event Viewer.
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2. Select the Application event log.
H Event Yiewer M=l B

File  Action Wiew Help

e EEEENEE

@ Ewent Wiewer (Local)
Application

Security Tvpe [ake Tirne Source Cat:l
| System () Information  5/6/2010 43909 PM  MSSOL$SOLERPRESS ()

] nternet Explorer () Information  5/6/2010 $:16:39PM  MSSOL$SOLERPRESS ()
&Warning 5/6/2010 4114531 PM Perflib Mor
l-"i"-,,'-.-'-.-'arninu;| 5/6/2010 4114531 PM Perflib Mor
&Warning 5/6/2010 411430 PM Perflib Mor

(Information 5 1] 30102 PM Click and DECIDE Sy
@Infurmatiun 5/6/2010 30102 PM Click and DECDE Swslog Agent  Mor
@Infurmatiun 5/6/2010 30102 PM Click and DECDE Swslog Agent  Mor
@Infurmatiun 5/6/2010 30102 PM Click and DECDE Swslog Agent  Mor
@Infurmatiun 5/6/2010 30057 PM Click and DECIDE Flat File Ag...  Mor
@Infurmatiun 5/6/2010 30057 PM Click and DECIDE Flat File Ag...  Mor
@Infurmatiun 5/6/2010 30057 PM Click and DECIDE Flat File Ag...  Mor
@Infurmatiun 5/6/2010 30057 PM Click and DECIDE Flat File Ag...  Mor
&Warning 5/6/2010 28221 PM Click and DECIDE MSI Engine Mor
@Infurmatiun 5/6/2010 28221 PM Click and DECIDE MSI Engine Mor
&Warning 5/6/2010 28221 PM Click and DECIDE MSI Engine Mor
@Infurmatiun 5/6/2010 28221 PM Click and DECIDE MSI Engine Mar _
S e _'l_l

3. Check that there are no error from a Click and DECIDE process.

36
Contact us: E-mail: sales@clickndecide.com Tel: +33 (0)6 71 99 86 60 . N
Sales Offices: 98, route de la Reine - 92100 Boulogne-Bt, France. WWW. Clleﬂd@Clde . Com

To contact your nearest Click&DECIDE partner, click here.



