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Knowledge Base Article: Article 213

NSI Click&DECIDE Migration
How to install Click & DECIDE - NSI 10.1.2 over Net Report 4.40.3
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Before the Migration

Send us the audit document you have generated using the files included in the zip ClicknDECIDE_NSI_
Migration_Request.zip found here:
http://www.clickndecide.com/downloads/WebDoc/Support/ClicknDECIDE_NSI_Migration_Request.zip

Once done, we will provide you a new license for the Click & DECIDE - NSI 10.1.2.

Download the last release of Click & DECIDE here:
http://license.clickndecide.com/downloads/cndnsi_request.aspx

Note: the operations described in this article require a full access to the computer. Be sure
to be logged as an Administrator.
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Section 1: Backup your current configuration

Backup your License Certificates

1. Save your NetReport license at:
C:\Program Files\NetReport\NetReport\license.cert (by default).

2. If applicable, save your DataSet Vision license at:
C:\Program Files\NetReport\Dataset\d7vision.cert (by default).
C:\Program Files\NetReport\WebPortal\d7vision.cert (alternate).

Backup NetReport Configuration

1. Startthe Management Console: Start>All Programs>NetReport>Management Console.

2. Navigate to NetReport/Localhost (by default).

3. Click on Backup

r
L
Eile  pction  MWiew Faworites  Window  Help |;li|l|
¢~ | Bm @

E netreport - [Console root'yNetReport'localhost]
i

[ Console root

EI@ MetReport If your maodify the above parameters, click here to reconnect to the configuration
' server using the new settings.

Packages Server
= LA
Agents

: Log Yaulk
- Backups

Reload from

Server

Configuration

Click here to restore the last canfiguration of the configuratian server.
This will overwrite recent XML configurations that have not been saved.

Backup the
Configuration

Current

Click here to save a backup of your current configuration.
A backup will be made and become available in the Backups branch.

4. Save the new folder named AAAAMMDD-HHMM-user-v440 created in
C:\Program Files\NetReport\NetReport\ConfigurationBackup (by default).

5. Browse to the filter lists NetReport/localhost/ULA/Filters (by default).
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6. Right click on a filter and select Export filters and parsers...

—
File  Action  Wiew  Favoribes  window  Help |;Iill|

NetReport XML Configuration Server (XMLCS)

ges Server

_---E—Settings Connection Status
-4 Filkers - - - - -
¢.E Datshase Managemenl Connection Status :  Connection with Configuration Server is Ok
# EngineEvent
§Junipel Export Filter and Parsers... iguration Server Settings e:-
- Microst Mew Window from Here localhost
I:I---@ Agents
[]--g Log Yault Help 127.00.1
-, Backups ; : .
Port : 12343
Shared Secrat : ssane
If your modify the above parameters, click here to reconnect to the configuration
server using the new settings.
This will overwrite recent =L configurations that have not been saved.
G—I\mﬁ
Reload from Configuration
( | _’l Server

7. Save the configuration for this filter.
8. Repeat step 6. and 7. for every filters except EngineEvent and Database Management - *.

9. Close the Management Console.

Backup the WebPortal Configuration

1. Startthe Web Portal Administrator: Start>All Programs>NetReport>Web Portal Administrator.
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2. Goto File>Backup Security Database

DataSet Server Administrator
IIEiIe Edit Item Server View Tools ﬂelp|

J Update security... @

= Check... -
_[ Export report... | {;3
Backup Security Dakabase. .. E % E]% Mo i lected =
i i o item zelected. 2
Import Supervisor. .. et DataSet Vision Local NetReport -l
Impart WT UsersfEroops. . &b C5Y D atabaze ﬁ:?l
Exit &
Iy o)
MetReport L=
weh B

4] i B

i Data Sourcesl L5 Userﬁrnupsl 53 Usersl EMenusl
Backup database l_ MLIM l_ A~

3. Save the Security Database configuration into a .bck file.
4. Close Web Portal Administrator.

5. Save your own DataSet Vision projects (*.wfv files) created with the NetReport toolkit. We recommend to
put these file in the MyProject folder located at:
C:\Program Files\NetReport\WebPortal\Runtime_Projects\My Projects (by default).

6. Save the external files (for example, the images) used by your own DataSet Vision projects. We
recommend to put these file with the other image files in the Runtime_projects folder located at:
C:\Program Files\NetReport\WebPortal\Runtime_Projects (by default).

7. Save your customized standard reports and cubes (if applicable) respectively located in:
C:\Program Files\NetReport\WebPortal\Runtime_Projects\enu (by default) and
C:\Program Files\NetReport\WebPortal\Runtime_Projects\cubes (by default).

8. Save your previously generated reports located in:
C:\Program Files\NetReport\WebPortal\Runtime_Projects\Static (by default).

9. Save your customized menus (if applicable): these are the *.wmu files in the Runtime_projects folder
located at:
C:\Program Files\NetReport\WebPortal\Runtime_Projects (by default).

10. Save the scheduled tasks configuration file d7tasks.xml located at:
C:\Program Files\NetReport\WebPortal\d7tasks.xml (by default).

11. Save your own script (if applicable) which are located at:
C:\Program Files\NetReport\WebPortal\TaskScripts (by default).
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Backup the database files

Network Security Intelligence | KBA

1. Stop the NetReport services by running the stopsvc.bat batch file located at:
C:\Program Files\NetReport\NetReport\stopsvc.bat (by default).

2. Stop the WebPortal services by running the stopsvc.bat batch file located at:
C:\Program Files\NetReport\WebPortal\stopsvc.bat (by default).

3. Start SQL Server Management Studio: Start>All Programs>Microsoft SQL Server 2005>SQL Server

Management Studio.

4. Choose Windows Authentication

r_;:.,__-_. Microsoft SQL Server Management Studio Express
File Edit ‘Wew Tools  window  Commonity  Help
Qe |G SHS B EARES,
Ohject Explorer - 00X Summary - X
¥®aDY PR 2T
i= B Connect to Server B
gusil; S 4 Windows Server System 0 Tkem(s)
Server tupe: IDatabase Enging j
Server name: IHHD-W2EID3-32 j
Authentication; IWindows Authentication j
Uzer name: IF|HD-W2DDB-32\.-’-\dministrat-:-r j
Pazzward: I
[T Femember password
LConnect I Cancel | Help DOptions »>
Ready 5

a. Navigate to Databases/netreport.
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5. Right Click on netreport and select Tasks>Detach...

. Microsoft SQL Server Management Studio Express

File Edit Wiew Tools Window Community Help

P mewouery | [y |5 H @ | B E B R ﬁ'—‘

-1 X Summary - X
¥Em Y RASY

= | fb RRO-W2003-32)S0LEXPRESS (S0L Se

= [ Databases i
3 System Databases B nEtreport
= L_J m Mew Database RAO-wZ003-32450LEXPRESS\Databasesinetreport & Itemis)
Cdpal =
[ Tat Mew Query
3 vie Script Database as » p— |

L Sy asks Detach, ..
| Prc
[ Se¢  Rename Shrink. 3
SeCUrt Delete
- y — Back Up...

1 Serwer Obj

[ Replication Refresh Restore »
Propetties
- Manageme = Generate Scripks. ..
LI—I _>|
Ready >
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6. Click OK.
_" Detach Database =]
Selectapage j._ts Secrpt - IE Help

2 General

Databaszes to detach:

D atabaze Mame I Drop ... I Ipdat... I Keep ... I Stabuz I Mezzage I
netrepart I [ v Ready

Connection

Server

RRO-A2003-32450LE=PRESS

Connection:
R0 2003324 dministrator

_.!j Wiew connection properties

Feady

0Ok I Cancel |

Y

7. Backup the netreport database files, netreport.mdf and netreport_log.ldf located in:
C:\Program Files\Microsoft SQL Server\MSSQL.1\MSSQL\Data (by default).

8. In SQL Server Management Studio, navigate to Databases.
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9. Right click on Databases and select Attach...

l Microsoft SQL Server Management Studio E4press
File Edit Wiew Tools ‘Window Community  Help
Explarer Summary - X
FEm AT v WEN-2h 4
El | RRO-W2003-3215QLEXPRESS (SQL Se
) [ e :
T Mew Datahase.., Databases
Ca SE RR.O-W2003-321SOLEXPRESS|Databases 1 Tkemis)
3 5= Restore Dakabase. ..
[ Re Restore Files and Filegroups. ..
3 M larie I
Refresh [ System Databases
Y I >
Ready i

10. Click Add...
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11. Browse to the netreport.mdf database file.

Network Security Intelligence | KBA

' Attach Databases
Select apage

2 General

Connection

Server

RRO-A2003-32450LE=F

Connection:
RRO-wW 2003-325Administr

_!j Wiew connection prop

Ready

ocate Database Files - RRO-W2003-32\SQLEXPRESS

Select the file:

ﬁ Documents and Settings
&L Inetpub

-3 MSOCache

#-C3 MetRepontStaorage
=13 Program Files

&L Adobe
&3 cmak
-3 Common Files
--{ﬁ ComPlus Applications
--E Hyper Inteqration Services
--E Intemet Explarer
&£ Microsoft Office
S0 Microsoft SAL Server
- 80
- 90
=0 MSSaLT

= MSsoL
#-3 Backup
#-d Binn
-3 Data
R maszter.mdf
miodel. mdf
mzdbdata, mdf
mzzglaystemresource. mdf
netreport. mdf
tempdb. mdf

Stabuz Meszage I

j Eemove |

B3ane |

[

Selected path:
Files af tupe:

File narne:

IE: “Program Fileg'Microzoft SOL ServerMSSHL14MSS

| Dstabase Files{"mdf) =l

Inetrepart.mdf

Femaove |

p | Cancel |

A

Contact us: E-mail: sales@clickndecide.com Tel: +33 (0)6 71 99 86 60

Sales Offices: 98, route de la Reine - 92100 Boulogne-Bt, France.

To contact your nearest Click&DECIDE partner, click here.

. . 9
www.clickndecide.com



I Click&DECIDE

12. Click OK.
_' Attach Databases M=l &3

‘;S Script - HE] Help

Select a page

2 General

Databaszes to attach:
_I MOF File Location Database ... I Attach bz I Dwries I Status I Mezzage I
C:MProgram Files\i... _I netrepart netrepart RROMw..

Remove |

"netreport’” databaze details:

Original File M ame | File Type | Current File Path Mezzage |
netreport, mdf [rata C:4%Program FileziMicrozo. . _I
netrepart_log. LOF Lag C:4%Pragram Files\Microsa. . _I

Server.
RAOMW2003-32450LE<PRESS

Connection:
RRO-wW2003- 32 dministrator

_ﬁ! Wigw connection properties

Ready
Femove |
Ok | Cancel |
Y
13. Click OK.

14. Close SQL Server Management Studio.
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Section 2: Uninstall NetReport 4.40

Uninstall the NetReport Toolkit (if applicable)

1. Open Start>Control Panel>Add or Remove Programs.
2. Select DataSet Vision.

3. Click Remove.

4. Confirm that you want to uninstall DataSet Vision.

5. Wait for the operation to complete.

6. Reboot your machine.

Uninstall NetReport

1. Open Start>Control Panel>Add or Remove Programs.
2. Select NetReport.

3. Confirm that you want to uninstall NetReport.

4. Wait for the operation to complete.

5. Reboot your machine.

Clean up remaining files

1. Delete the NetReport folder located at:
C:\Program Files\NetReport (by default).

2. Open the Windows registry: Start>Run... Type regedit and click OK.
3. Navigate to HKEY_LOCAL_MACHINE\SOFTWARE\NetReport.
4. Right click on the NetReport key and select Delete.

5. Click Yes.

Note:

You may wish to back-up your registry if you are not familiar with the fact of working in the
registry

you may also delete the Dataset key in HKEY_LOCAL_MACHINE\SOFTWARE\ and in
HKEY_CURRENT_USER\SOFTWARE\
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Section 3: Install Click & DECIDE - NSI

Turning on the Required IIS Features

IIS is a Windows feature, to launch the Turn Windows Features On or Off module please follow the steps
below:

Select Start> Control Panel.
Click Programs and Features.
Click Turn Windows Features On or Off
Select the following Internet Information Services features:
Web Management Tools
a. IS Management Console
b. [IS Management Scripts and Tools
c. lIS Management Service
6. World Wild Web Services
a. Applications Development Features
i. ASP.NET
i. ASP
b. Security
i. Basic Authentication
ii. Windows Authentication

uehwNhPRE

7. Click OK

Download and install the .NET 3.5 SP1

Click&DECIDE need the Framework .NET to work properly. We recommend you to install the latest version
before installing Click&DECIDE. Follow the link and install the framework :

http://www.microsoft.com/downloads/details.aspx?familyid=AB99342F-5D1A-413D-8319-
81DA479AB0OD7&displaylang=en

Download and extract the Click & DECIDE - NSI setup

1. Download the Setup of Click&DECIDE 10.01.02, CnD-NSI.10.01.02.exe, available at:
http://license.clickndecide.com/downloads/cndnsi_request.aspx

2. Runthe CnD-NSI.10.01.02.exe setup.
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3. Choose where you want to extract the files required for the installation.
,-!" Click and DECIDE - Network Security Intelligence - InstallShield Wizard

Location to Save Files
Wehere would wou like to save wour files?

Please enter the folder where you want these files saved. If the Folder does naot
exist, it will be created For you,  To conkinue, dlick Mesxt.

Save files in Folder:

Change... |

Install5hield

= Back fext = Cancel

4. Click Next.

5. Wait for the extraction to complete. The Click and DECIDE - NSl Installation Wizard will launch.

The Click and DECIDE - NSI Installation Wizard

1. If you have any prerequisites, click Install to install them.

2. Onthe Welcome to Installshield Wizard for Click and DECIDE - NSI dialog, click Next.
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3.

License Agreement m

Flease read the Following license agreement carefully, Click&

Network Security Intelligence | KBA

On the License Agreement dialog, read the license agreement and select | accept the terms in the
license agreement to continue.

iz Click and DECIiDE NSI - Installation Wizard

=]|

PLEASE READ CAREFULLY THE FOLLOMWING LICENSE AGREEMEMT BEFORE Y OU COMTINUE,
IF oL PROCEED WITH THE SETIUP PROCEDURE OR USE THE SOFTWARE (CR ALUTHORIZE
AMY OTHER PERSOM TO DD 509, Y¥OU ACCEPT THE TERMS AMD COMDITIONS OF THE
LICEMSE AGREEMENT, IF ¥OU DO NOT AGREE WITH THE TERMS OF THE LICEMSE
BEREEMEMT, SIGMIFY YOUR DECISICN BY CLICKIMG THE "MO" BUTTCOMN AND RETURM THIS
FRODUCT {including all materials) WITH ¥OUR RECEIPT TO THE PLACE FROM WHICH ¥oU
CETAIMED IT WITHIN THIRTY DAYS FOR A FULL REFUMND.

METREPORT SOFTWARE LICENSE AGREEMENT

1.LICEMSE. NETREPCRT 54 Company grants vou the right to use the NETREPORT software
programs conkained in this package (the "SOFTWARE™ on a single computer, The
SOFTWARE consists of several oroarams and is licensed as a sinale oroduct, The

¥ I accept the berms in the license agreement;

" I do not accept the berms in the license agresment

Installshield

[

« Back I Bext = I Cancel

4. Click Next.

recommendations:
http://www.clickndecide.com/downloads/WebDoc/Support/ClicknDECIDE NSI

On the Destination Folder dialog, select a folder on a partition with enough hard disk space. See

Database Archive Disk S

ize.zip
fi Click and DECIiDE NSI - Installation Wizard
Destination Folder m
Click Mesxt ko install ko this Folder, or dick Change toinstall ko a s
different Folder. Click&

]

Q Install Click and DECIDE MSI ko:
Z:\Program Files\Click and DECIDE),

Imstallshield

Change... |

< Back

Cancel |
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I Click&D

6. Click Next.
7. Onthe Setup Type dialog, choose Click and DECIiDE NSI Typical Solution.
CiDE

ClLi (:_.Fe &:: ECi

i Click and DECIDE NSI - Installation Wizard

Setup Type
Choose the setup bype that best suits your needs,

Please select a setup bvpe.

&+ Click and DEGDE NSI Typical Solution:
Install all the necessary Click and DECDE Mebwork Security
Inteligence components available For wour machine,

Choose which program features you want installed, Recommended

ﬁ For advanced users,

Installshield
< Back | Mext = I Cancel
8. Click Next.
9. Click Install.

10. Wait for the installation to complete.
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11. On the Installshield Wizard Completed dialog, Click Finish.
iz Click and DECIiDE NSI - Installation Wizard

InstallShield Wizard Completed

The InskallShield \Wizard has successfully installed Click and
DECIDE MSI. Click Finish to exit the wizard.

Click&DECiDE

lick and DECIDE setup will nove launch the Click and DECIDE
M5I Configurator, IF you are instaling Click and DECIDE MST For
the First time, it is recommended that vou run the Click and
DECIDE MSI Configurator at least once.

= Bach

Zancel |

12. The installation asks for a reboot. Save all your documents and close all your application and click Yes.
i'-.% Click and DECIDE NSI Installer Information |

You must restart your system For the configuration
changes made to Click and DECIDE MSI to bake effect,

Click. ‘fes to restart now or Mo if you plan to reskart
later.
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Section 4: Restore your configuration

Enter your License Certificate

1. After rebooting your machine, the Log Source Configuration launches and asks for a License

Certificate.
Click and DECIDE Configurator - License Certificate | x| |
ff'lll ~ HoLicense installed for Click and DECIDE. =~
T ‘b Please contactyour supplier to receive the appropriate license
cedificate.

Cancel LChange... | Help |

2. Click Change...
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3. Select the License Certificate we sent you for Click & DECIDE - NSI 10.1.2.

Click and DECIDE Configurator - License Certificate

Network Security Intelligence | KBA

This Cerificate was delivered to:
MET REPORT
This License autharizes you to use version of,
Click and DECIDE - for NSl Enterprise

Business Application Intelligence
Enterprise Edition w101

Builder 1 CAL user(s)
WehPuortal aCAL user(s)
WehPuortal A Concarrent user(s)(Client Access)
Scheduled Tasks fes
Froject Tvpes MEI Projects (Execiie anlid

Maintenance Agreement  Valid until 131722011

Metwork & Security Intelligence
Enterprise w101

Daily Records 200000
Maintenance Agreement  Valid until 1/3172011

This Certificate will expire on: 173122011
Internal Lse Qnly

k. Cancel

4. Click OK.
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i‘- .Click and DECIDE - for M5I Enterprise Configurator | | |

— Device Type Installed

T_I,Ipe| Murnber of Devices |

Click and DECIDE - for NSI Enterprise Configurator - Add Device

Select the device bppe that you want to add.
~1 -
| Device Type | Cateqory - ]
Aladdin e5 afe E -mail Content Filtering
—  |Aladdin e5afe v5.2 Content Filkering —
—1 |Apache Weh Site =
ARE.OOM Mebwork Security Firewall; Prosy; Intrugion Presention System b
Blue Coat Promy; Content Filkering ]
L |Check Paint [Real Time] Firgwall ||
1 |Check Paint Firevwall [Command Line Flat File]  Firewall |
' |Check Paint Firewsall [GUI Flat Filg] Firewmall
Check Point Syslog UTH Firewall ]
Cizco Firewalls Firevaall
~ |Cigco [ranPart-C Content Filkering; E-mail B
Y |Cizco lronPort-5 Prowy —
Clavizter Firgwall
Demo Firewall; Prosy; Intrugion Prevention System ]
| Derw Al Intruzion Prevention Spstem; \Web Site _ILI
-1 |4 | 3 -
k., I Cancel | Help | ]

—License Certificate

%ﬁﬂ | %iew ar update vour current Click and DECIDE License Certificate. -
M W Settings...

] Cancel Apply | Help |

5. Click Cancel.

6. Click Cancel and exit the Log Source Configuration.

Restore the Web Portal Configuration

1. Restore your own DataSet Vision projects (*.wfv files) created with the NetReport toolkit (see Section
1.C.5). We recommend to put these file in the MyProject folder now located at:
C:\Program Files\Click and DECIDE\BAI\Runtime_Projects\My Projects (by default).

2. Restore the external files (for example, the images) used by your own DataSet Vision projects (see
Section 1.C.6). We recommend to put these file with the other image files in the Runtime_projects folder
now located at:

C:\Program Files\Click and DECIiDE\BAI\Runtime_Projects (by default).

Note: Do not replace any existing files. Complete the guide first and then modify the files
you think are appropriate.
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3. Restore your previously generated reports (see Section 1.C.8) now located in:
C:\Program Files\Click and DECIiDE\BAINRuntime_Projects\Static (by default).

4. Restore your customized menus (see Section 1.C.9) in the Runtime_projects folder now located at:
C:\Program Files\Click and DECIDE\BANRuntime_Projects (by default).

Note: Do not replace any existing menu. Complete the guide first and then modify the menu
with the Menu editor.

5. Locate the Security Database backup file (.bck) from Section 1.C.3 on your hard drive.

6. Double click on the file. Administration Manager asks if you want to restore the Security Database.
Click and DECIDE Administration Manager B

\?(’ Do wou want ko restore the database (compatibility between version not supported) from the backup of 5/4/2010 4:57 48 PM

Mo |

7. Click Yes.
8. Verify that your configuration is correct. Especially the Menu tab since the Runtime_projects folder has
changed.
Click and DECIDE &drministration Manager - =X
: File Edit ‘“iew Tools Help
ol | $ a0 ™ @ ;B PR M E
Merus
Menu IMenu Path
E MetReport %:MetReport_Directory3s\MetRepart . wmu Maitem selected.
E MetReport Utilities  #:MetReport_Directory9s\MetReport Utilities wmu
E MetRepart Static %MetRepart_Directoryi\MetReport Static,whu
E Alert Management  %:MetReport_DireckarySaiMetReport Alerts.wmu
EEMyMenu %aMetReport_Direckory3aiMyMenu. wmu
J [
[_jData Sources %User Groups 3_3 sers §Menu 7
Ready | caps|MuM| scrL|

Contact us: E-mail: sales@clickndecide.com Tel: +33 (0)6 71 99 86 60

. . 20
Sales Offices: 98, route de la Reine - 92100 Boulogne-Bt, France. WWW.ClICkﬂdGClde.Com

To contact your nearest Click&DECIDE partner, click here.




I CLick&DECiDE

9. Click Update Security icon

Network Security Intelligence | KBA

& Click and DECDE Administration Manager
: Flle Edit  Wiew Tools  Help

o)l ¥ cR 9 @ BRIHME

Me |q Update Security
Me Ipdate Security Path

TetH epart YeMetReport_Direckary % \MetRepart, wrmu Mame:
% MetRepart Ukilities  %&MetReport_Directory%s\MetReport Utilities . wmu
% MetReport Static  %:MetReport_DirectorySai\NetReport Static,wmu Path:
% Alert Management  %:MetRepart_DirectorySi\NetReport Alerts,wmu
- M Menu “aMetRepart _Direckary e My

< | L3 KN

IM_I,IMenu

I%NetHeport_Directory .. | Edit

| [ ]

[__j Daka Sources %User Groups 3_) sers |§ Meny | 7

Update Securiky

| Caps|rumM| SCRL| .

10. Click OK.

11. Close Administration Manager.

Configure Click & DECIDE - NSI Log Sources

1. Runthe Log Source Configuration tool:

Start>All Programs>Click and DECIiDE>Network Security Intelligence>Log Source Configuration.

2. Select the same standard devices you analyzed with the previous version and for specific devices, select

other device which have the same Category.

3. Click Settings... in the Network section.

settings in the next chapter.

Note: There is no need to reconfigure your network area settings. We will restore these

4. Click OK.
5. Click Settings... in the Database section.

6. Test your database connection.

Note: Click and DECiDE - NSI now uses Windows Authentication to connect to the
database. For a remote database connection, additional steps are required. Please refer to
the Knowledge Base Article: How to Connect to Remote SQL Server at:
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http://www.clickndecide.com/downloads/WebDoc/CnDRnD/KBA/KBA200 How to Connect
to_Remote SOL Server.pdf

7. Note that the Log Source Configuration tool will perform an update of your database.
Click and DECIDE - for NSI Enterprise Configurator - Database Settings |

% _  Database Connection Settings

é;.’ Please uze only Caze [nsenzitive zettings.

D atabaze Server: Local SOL Server

Server Mame: IH RO 2003-32

Server Instance: I SAOLEXPRESS j

— Login
windows User INT AUTHORITY L ocal System

Test

Paszword: I

~Database Update Settings
Configure the update zettings for the W51 D atabaze.

¥ | Update Databaze
[T Delete existing data

—Database Time Zone Settings
[~ Use UTE offzet [Coordinated Univerzal Time]

Time Zone: I[GMT+EI'I :00) Bruzszels, Copenhagen, Madnd, Pariz j
W Adjust for Daylight S aving Time [DST]

Pawered by Click and DECIDE ok Cancel Hep |

8. Click OK.

9. Click Settings... in the Scheduled Tasks section.
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10. Configure the purge parameters and the start time of the Click & DECIDE - NSI scheduled task.

— Scheduling
14

Fun the Conzolidation, Aggregation, Purge and Report T asks evemnday at I f:00:00 At j

— Purge Settings
— Detailed Data —&ggregated Data
" Delete all data after treatment. k.eep lazt IEE E davs of data.

% Keeplast I? E dayz. K.eep lazt I'IE E manths af data.

()% I Canicel | Help

Note: Click & DECIDE - NSI now uses a single scheduled task to perform the database
operation and the report generation. You can edit the settings of this task via the Web
Portal.

11. Click OK.
12. Click Settings... in the Web Portal section.
13. Select Click and DECIDE Authentication.

14. Enter your SMTP server as well as the email address for mail alerts.

Click and DECIDE - for NSI Enterprise Configurator - Web Portal Settings

i f‘J —'web Portal Authentication Mode
" Windows Authentication

¥ Click and DECIDE Authentication

— Mail Server [SMTF]

SI‘I‘ltp.CDI‘I‘IpEﬂ_‘,‘.CDﬂ" Test |

— Mail Action Settings

Erter the e-mail addreszes to use to zend Click and DECIDE alerts.

o Insi@cnmpany.u:nm

Ta: Iadmin@cnmpany. com

| E. I Cancel Help

15. Click OK.

16. Click Settings... in the Log Archive section.
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17. Configure your Log Archive settings.

18. Click OK.
19. Click OK to apply your configuration.
20.

21. Close the Log Source Configuraiton.

Network Security Intelligence | KBA

Confirm your choice and wait for the Log Source Configuration tool to complete the process.

Restore your custom NSI Log Sources Configuration

Copy the AAAAMMDD-HHMM-user-v440 folder (see Section 1.B.4) to the new folder:

C:\Program Files\Click and DECIiDE\NSI\ConfigurationBackup

Open the Management Console:
Start>All Programs>Click and DECiDE>Network Security

Intelligence>Management Console.

Note: the default login/password is now admin/admin.

Go to NetReport/localhost/ULA/Filters.

Action  Wiew  Faworites  Wwindow  Help

O Eie

Right Click on Filters and select Import Filters and/or Parsers...
@ Click and DECIiDE Management Console - [Console root'NetReport]

=18 x|

= | BOH @

M arme | Ip

| Fart

=14 NetRepart |

E“ localhost
Packages Server

iy localhost 127.0.0.1

E‘. LS,
=-{3 Settings

__ g gent Import Filker andfor Parsers, .,
@_] Log¥:  mew Window From Here
-, Backu

Help

12343

5. Select a non-standard filter you exported (see Section 1.B.7).

6. Confirm that you want to import the filter and its parsers.
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7. On all non-standard filter re-imported, you need to add “netreport.” in front of the each table definition call

define by this icon: B Repeat for each table definition. Example:
@ Click and DECIDE Management Console - [Console root'NetReportslocalhost’ ULA'Filters',Cisco PIX Actions'Insert into f... =] E3

@ File  Action ‘ Wiew  Faworites  Window  Help

=] R

-l Cisoo PIX

EI‘ Ackions

----- +8 Message Box

----- B trsert inko Fe_Pix_Build_Crix

----- 'I Insert inko Fv_Pix_Teardown_Cnx

Insert into Fru_ra

----- @ Stop Al

----- 1@ Do not Perform the Rules Below

----- i@ Stop Group

Store Fu_Pix_Build_Crx in CSY Form
Stare Fw_Pix_Teardown_Cre in C5Y
Store Fw_rawdata in C5Y Format File
Store Logs in File For Archival

JREDEY

Insert into fw_rawdata

=MNetReportflocalhost/ULAFilters/Cisco PlE/Actions/Insert into
fw_rawdatas

—

as

Configuration

[

¥ Create Table

Connection : |Database Connection

netrepart.fw_rawdata
™ Drop Table

Tahle :

| Vdst_net_areafw_dst_net_area|Char 'l 15

vI
‘I I L et conntew e dat canntee Lrhae vlq

..... B trsert in WMI_Log

%, Rules
----- Fields
..... W Dictionary 9 Date fww_tirne CateTime =| 15 a
-l Eicrr:',& Wl 2 orig far_orig “arChar  =|&0 0
. ¥ o Ii?:rt on Disk Space = LB fur_src VarChar w|50 0
-5 Fend an alert on events D sre_name  fw_src_name  |WarChar |50 ]
3 ;‘;t;z;g:;;ngf et 2 gro_net_areafw_src_net_area|Char vl 15 0
----- B2 create WMI Information Tables =] gro_country fw_src_country | Char v| 3 ]
----- ':5 Purge Data Fgr WML g det f-N_dst “arChar a0 ]
:: gz :z xm m:tzgz:ﬁ;l::umer D dst_name  fw_dst_name  |VarChar v| 50 a
[}
a

8. Repeat steps 4. to 7. for every non standard device.

9. Go to NetReport/localhost/Backups, you should see your previous configuration.
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10. Navigate and select a custom initialisation or action you want to restore. For example: the RDNS net area

Network Security Intelligence | KBA

initialisation.
@ Click and DECIDE Management Console - [Console rootNetReport' localhost',Backups' User Backup 2010-05-... =] E3
@ Eile  Action Wiew Fawvorites  window  Help ‘ — |E’|5|
& = | Bm 2
(] Console root T Dalanacs LOnnecton ¥
E1-47Y MetReport
9.‘ localhost £ |P to Country F Caonvert an I
o8 Packages Server Lo S
SN £ Log Storage F
i E' Settings
: B Fileers 8 SHTP Server Mame F  SMTF Addre
45 Agents .
@ Lag Yault £ Performance Counters For MetReport Filters [ General Perf]
[El-, Backups
- Wizard Backup 2010-05-06 11 8 RDNS W |General RD
Ef:. User Backup 2010-05-04 16:4°
E‘f“ LA £ RDNE net area .
EB' Settings , , —
&7 Initilisations 8 Sessions F  Session Initi
| E-4p Fiters _ : .
0 Agents £ Sessions (10 minutes) ¥  Session defl
- 8| Log Yaulk .
8 Lo @ SQLCache B SGL definitig
=] SV ulnerability ¥  SCL definitic
Connection to anather UILA, ~|[Ea O
| | _’I Copy

11. Click on Copy icon at the bottom of the page.

12. Navigate where you want to paste the initialisation or action. For example:
NetReport/localhost/ULA/Settings/Initialisations.
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13. Select the existing initialization or action (if it exists).

@ Click and DECIDE Management Console - [Console root,NetReport' localhost ULA* Settings' Initialisations]  [E[=]
ﬂ File  Action Wew Favorites wWindow  Help | - |ﬁ'|5|
&+ B @
(1 Console root ! Database Connection = B
E--@ MetRepork
by locakhost 0 IP to Country ¥  Convert an IP adress to a Country
i Y8 Packages Server
= war £ Log Storage 4
EIG' Settings
¢ BT Initiahsations ) SMTP Server Mame W  SMTP Address used to send am
-ﬂ Filters
- Agents 2 ROMS ¥  General RDMS
[E Log Yault
=¥ Backups ) ROMS net area I~
o Wizard Backup 2010-05-06 11
=i User Barkup 2010-05-04 16:47 | &3 Sessions W Session Initialization
S LA
= Settings ) Sessions (10 minutes) W Session definition for 10 minutes
-7 Initislisations
E -4 Filers ) 50LCache [ 30U definition to get data from an
0 Agents
@ Log Yault 2 SQALDenyAl W  SOL definition to get data from an
2 SOLVulnerability I/ SOL definition to get data from an | ||
Connection to ancther LLA, - | &2
1] |

14. Click on Delete icon.

15. Click on Paste icon.

@ Click and DECIDE Management Console - [Console root NetReport'localhost, ULA*, Settings', Initialisations]  [E[=] E3

ﬂ File  Action Yiew Favoribes  Window  Help | o = |
& = Bm @
(L Console root ) Database Connection ~ -
E@ MetReport
-k Jocathost VP to Country ¥ Convert an IP adress to a Countr
-~ Mg Packages Server
-4 LILA* 9 Log Storage 72
= settings
-7 Initiglisations 7 SMTP Server Mame ¥  SMTP Address used to send a m
: ¢ Filters
Oy ) Copy of RDOMS net area |
= ) RONS W  General ROMS
: / Wizard Backup 2010-05-06 11
=-f User Backup 2010-05-04 16:4 || ©F Sessions ¥  Session Initialisation
Eﬂ- Settings ) Sessions (10 minutes) ¥  Session definition for 10 minutes
-7 Initiglisations
: & Filkers ) BQLCache v  SOL definition to get data from ar
0 Agents
@ Log vaulk 2 SQALDenyAl [  SOL definition to get data from ar
2 SQLYulnerability v  SOL definition to get data from ar
1] |
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16. Rename the pasted initialization or action. Remove Copy of.
17. Repeat step 9. to 16. for every initialization or action you want to restore.
18. Navigate to NetReport/localhost/ULA.

19. Click Apply Changes.

#® Click and DECIDE Management Console - [Console roothNetReport'localhost, LLA*]

G File  Action ‘ew Favorites ‘Window Help |_|5|5|
= | Bm @

(L1 Consale poot = ] . ) '
=) NetReport @ JuniperSSL 38 Field Definitions, 15 Actions,
B4} locahost 2 Dictionary Entries, 3 Rules Groups
- Wa) packages Server w Microsoft ISA 59 Field Definitions, 7 Actions,
S ULk .. Server 3 Dictionary Entries, 3 Rules Groups
: Eg' Settings
¢ -7 Initislisations
[ -4 Filters :
--Qgents Settings
@ Liog ¥Waulk
=¥ Backups Applying Changes
7, wizard Backup 2010-05-06 11
- User Backup 2010-05-04 16:4° Click here to save all your changes for the filter.
Efﬁ LLA All the changes you have made locally will be sent to the filter.
: EIE' Settings
| E-CT Initislisations
‘¢ Filters

0 Agents
m Log Yault

Configuration

Database Time Zone

1 | 0

20. Open the NetReport/localhost/Agents subtree.

21. Navigate to a node with an asterix (*).

Contact us: E-mail: sales@clickndecide.com Tel: +33 (0)6 71 99 86 60

. . 28
Sales Offices: 98, route de la Reine - 92100 Boulogne-Bt, France. WWW.CIICkndeCIde.Com

To contact your nearest Click&DECIDE partner, click here.




I CLick&DECiDE

22. Click Apply Changes.

@®' Click and DECIDE Management Console - [Console root'NetReport'localhost' Agents' Flat File Parser®] M=] E3

@ Eile  Action Wew Favorites Window  Help |-|ﬁ||5|
& =» | Bml@

(1 Consale ract (= —, The files matching *.8' of the directory 'C:\Program
=0 netReport "1 ) Files\Click and
B Jocalhost ~' DECIDE:NSI\Logs\Engine‘FlatfilellronPort.S' are spied.

--Ng) Packages Server

EI% LLA
E‘B’ Settings Follow this link in order to add a new spied directary or to
{7 Initialisations manage list.
-6 Filters

[—]—-0 Agents
-5 Check Point (Real Time; Applying Changes
[#-{&] Event Scheduler : :
[+ Flat Fils Parser® Click here to save all your changes for the flat file agent.
--i‘_" Microsoft WHI All the changes you have made locally will be sent to the flat file
ﬁj MetReport Commmunication agent.
[+-&f ¢ Femote Microsoft WI
B8] SMP Trap Listener t Apply Lhanges j
E Syslog Parser*

[#- & Log Waul —

I'_—'I---@Baclmps Agent Status -
L, wizard Backup 2010-05-06 3
E?_:, User Backup 2010-05-04 11 Stop | Running ooe Agent is running.

EIB-' Settings =
FRE T T PR T,
« [ _"|J

23. Repeat step 21. and 22. for every agent with an asterix (*).

Note : for the Microsoft WMI or the Remote Microsoft WMI, you may need to copy and paste
specific agent configuration form the backup.

24. Close the Mangement Console.

Restore the scheduled tasks

This process requires an advanced knowledge of the product and is beyond the scope of this document. You
have to create all your previous scheduled tasks manually using the Web Portal interface. Please refer to the
Web Portal documentation for more information.
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Section 5: Check your configuration

Log Acquisition
1. Start the log treatment.
2. Open the Performance Counters: Start>Administrative Tools>Performance

3. Click the + in the toolbar.

4. Select the NetReport Filter Engine Performance object and select All counters.

Add Counters EE |

" Use local computer counters
¥ Select counters from computer:

[+ARRO-W2003-32 |

Perfarmance object:
I MetReport Filker Engine j

Al instances

¥ Select instances from lisk

# nelf processed MetR eport Filter Engine
B af nelf in error queue

# af nelf in quele

R ate of nelif processed

Add Explain
Cloze |
5. Click Add.
6. Click Close.
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@ File  Action Yiew Favorites Window  Help | _|5’|i|
- = | =2

1000
a00
&00
400
200 A
0
Lask 0 Average 0 Minirnurn 0 Maximurn ]
Crurakian 1:40
Zolor | Scale | Zounter | Inskance | Parent | Object | C | |
1.000  # nelf processed MetReport Fiker Engine - MetReport Filker Engine 4.,
1,000 # of nelrf in error guewe MetReport Filker Engine MetReport Filker Engine 1.,
1.000  # of nelrf in queue MetReport Fiker Engine  -—- MetReport Filker Engine 3.

1.000  Rate of nelf processed MetReport Fiker Engine - MetReport Filker Engine 4.,

Note: the engine queues are stored in the folder C:\Program Files\Click and
DECIDE\NSI\Error agent Storage.

You can modify the destination of these files by changing the registry value:
HKEY_LOCAL_MACHINE\SOFTWARE\NetReport\MC\Agents\Error\StoragePath.
You have to restart the Click & DECIDE Filter Engine service after any change

Log Insertion
1. Open Web Portal: Start>All Programs>Click and DECiDE>Web Portal.
2. Login as a member of NetReport Admin.

3. Navigate to NSI Utilities/Database Status.
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4. Open the project for the category of the log you have acquired. For example: Firewall Statistics Utilities.

t‘f'lilick and DECIDE Web Portal - Menus - Windows Internet Explorer
@T\:ﬁ - Iﬁ, http: i flocalhost/dwmebiMenu. aspx: j @ 21| X Ib Eing 2=

ﬂf Favorites ,é Click and DECIDE 'Web Portal - Menus |

/il Cuck&DEC:DE

Web Server Configuration Firewall Statistics Utilities Size Modification Creation
MeriLis

=5 NS Reports and Analysis 47 1 - Selected Record Details 0 1/21f2010 S:14:15 PM 9/2/2004 10:43:08 AM
= EJNST Utilities 2 - Murmber of Records in the Firewall Tahles 0 1/21/2010 5:20:02 PM 9/2/2004 10:43:08 AM
= 7
= G2 Database Status 3 . Address Definition Manadement 0 1/21/2010 4:07:29 PM  9/2/2004 10;43:08 &M
™ ireveall Statistics Utilities
0 4/28/2010 4:57:31 PM  9/2/2004 10;43:08 &M

4 - Firewall Agoreqation Process Status

™ Click and DECIDE Audit
ﬂpro}w Statistics Utilities

SNST Alert Management
Scheduled Tasks & Tasks
web Part Confiauration
Content Builder
Wweb Server Administration

5. Open the report 2 - Number of Records in the Firewall Tables.

6. Enter the time interval corresponding to the date of your logs. For example, if you are parsing logs from 10
days ago, enter 10 in the first text box.

g‘f'l:lick and DECIDE Web Portal - Menus - Windows Internet Explorer
@T:r - |g, hitbp: jflocalhost/dwwebiMenu, asps: j @ || X Ib Eing paliis

Y,‘_f’ Favarites ,é Click and DECIDE Web Portal - Menus

@ Click&DEC :DE

Web Server Canfiguration o & @ | Parameters ] Result Eoth
Merus
2 - Mumnber of Records in the Firewall Tables
; it
ENSI Reports and snalysis B From Tiodsy- Xldays |1U|

= EJMST Utilities
= &2 Database Status

[# To: Today - ¥ days Ig

O Firewall Statistics Utiities | [ Start time: [5/6/2008 12:00:00 AM
™ click and DECIDE Audit v Stop time: |5,f5,f2|310 11:59:59 PM
™ Prowy Statistics Utilities I Fiewal (Ignore for al): [[50ne al
ZNST Alert Managerment - 8
Scheduled Tasks & Tasks Output Format: & poF_ Run ||L=J' [

Wb Part Configuration
Content Builder
Web Server Administration
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7. Click Run.

(_':'_'Elick and DECIDE Web Portal - Menus - Windows Internet Explorer

5’3 - Iﬁ, http: i flocalhost/dwmebiMenu. aspx:

j &[4[ x| [ &ra

‘é Click and DECIDE 'Web Portal - Menus |

oN» CL:ck&DEC:DE

o €9

{2 Favarites

I

wWieh Server Configuration Result ] Both

MenLis
SJNST Reports and Analysis  ¥F

Parameters

2 - Murnber of Records in the Firewall Tables

= % MEI Utiities ffﬂ" Mumber of records in the Firewall tables !
= G Database Status
@:Irewa" StatIStlcs Utllltles This report presents the total number of records exisfing In fhe dfferent tabies from the oidest io the most recent date and time with the:
@Chck and DECIDE Aud|t I agpregation status associated from within e Wednesday W 00:00:00 Al unil e Thursday May 6, 2010 at 1152059 PM
™ proey Statistics Utilities . R mm——— L e
SNST Alert Management f— i el - o
W Data
Scheduled Tasks & Tasks Yo heury_raain ' Faeentty 0 ) P )
e Part Configuration F— S J—— = e
Content Builder PP pre— J—— = free—
web Server Administration e T
e —
Po__rue LR
he_d_amrvice BEEM el
W s 4 ony
u_g_metion 3 mny
Pe_Z_ceice 36 e}
Ji A
Fimsot privtacion Thumday ey 8, 20900t 1048 Dmstbcard crumsed wi & Dokl DICIDT. Fage 11 =

8. Check that logs are inserted into the rawdata table.

Report Generation

1. Open the Scheduled Tasks panel: Start>Control Panel>Scheduled Tasks.
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2. Right Click on Click and DECIDE Scheduled Dashboards and select Run.

& scheduled Tasks M=l E3
File Edit Wiew Favorites Tools Advanced Help | 11.’
) Back - €3 - (¥ | ' Search | Folders | B 3 x ) | -

Address |[4) scheduled Tasks | Ed =
Mame = | Schedule | Mext Fun Time | Last Ru... | Skakus | Last Result |
|2 add Scheduled Task
:Click. and DECIDE MSI Scheduled 0AM... 1:00:00AM ... HMewer 00
@ Purge Alerts Tables Bl T 3 AM,.. L2300 AM ... MNever 00
ESQL Firewall Alert ed Disabled Mewer 0x0
Zuk
Copy
Delete
Renarmne
Properties
4| | i

3. Wait for the task to complete (it may take some time depending on the volume of your logs).

‘ Scheduled Tasks M=l E3
File Edit Wiew Favorites Tools Advanced Help | 11.’
) Back - 63 ~ (¥ | ' search | Folders | B @ x ) | =
Address |- scheduled Tasks = o
Mame = | Schedule | Mext Fun Time | Lask Ru. .. | Stakus | Lask Result |
[2] add Scheduled Task
(Click and DECIDE MSI Scheduled Drashboards S BT NS I Falu 1 I 71 ) L IO ~2W1y a1y 00
@ Purge Alerts Tables AE 1123 AM.., 1:Z300AM ... Mever =0
& 50U Firewall Slert Disabled Disabled Mewer 0
4| 2

4. Return to Web Portal (see Section 5.B).

5. Navigate to NSI Reports and Analysis/Published Report.

34
Contact us: E-mail: sales@clickndecide.com Tel: +33 (0)6 71 99 86 60 . N
www.clickndecide.com

Sales Offices: 98, route de la Reine - 92100 Boulogne-Bt, France.
To contact your nearest Click&DECIDE partner, click here.




m CLiCk&DEC’.DE Network Security Intelligence | KBA

6. Select the category of the log you have acquired. For example: Firewall.

ll_’:'_'lilick and DECIDE Web Portal - Menus - Windows Internet Explorer
@*—: - Iﬁ, http: i flocalhost/dwmebiMenu. aspx: j |E| |§| |;| Ib Eing |}J = |

i,“" Favorites ,& Click and DECIDE 'Web Portal - Menus |

oN» CL:ck&DEC:DE

¥eb Server Configuration Firewall Size Modification Creation

MenLis
= ENSI Reports and Analysis  #7 E Firewal Dally 100505 164,620 5/6/2010 5:02:25 PM Sf6f2010 5:02:23 PM
= & Published Reports
[CaFireseal
[ Proxy

&2 Dyramic Reports
&2 Forensic Analysis
&2 My Projects
= SJnsT Utilities
= G Database Status
™ Firewall Statistics Utilities
™ Click and DECIDE Audit
@Pro}w Statistics Utilities
=3NS Alart Management
Scheduled Tasks & Tasks
wieh Part Configuration

Content Builder
webh Server Administration

7. Check that a report has been generated. If you have inserted yesterday’s logs, the reports should contain
some data.

Event Viewer

1. Open the Event Viewer: Start>Administrative Tools>Event Viewer.

35
Contact us: E-mail: sales@clickndecide.com Tel: +33 (0)6 71 99 86 60 N N
Sales Offices: 98, route de la Reine - 92100 Boulogne-Bt, France. WWW. Cl ICkndeCIde . Com

To contact your nearest Click&DECIDE partner, click here.



- s ] ==y gl Y m—
( LIC &f? Jre=q N J; | Network Security Intelligence | KBA
e’ s s § B’ Bees

2. Select the Application event log.
H Event Yiewer !EIE

File  Action Wiew Help

&= | OHEERDR| 2@

@ Event Wiewer (Local) Application
4] Application -

i Securit Type Date Time Source Cat -~
; ¥ - I

3| System () Information  5/6/2010 43909 PM  MSSOL$SOLERPRESS ()

1] Tnternet Explorer () Information  5/6/2010 4:16:39PM  MSSOL$SOLERPRESS ()

&Warning 5/6/2010 4:14:31 PM Perflib Mor

&Warning 5/6/2010 4:14:31 PM Perflib Mor

&Warning 5/6/2010 4:14:30PM Perflib Mor

(Information 10 3:01:02 PM  Click and DECIDE Syslog &gent

@Infurmatiun 5/6/2010 30102 PM Click and DECDE Swslog Agent  Mor

@Infurmatiun 5/6/2010 30102 PM Click and DECDE Swslog Agent  Mor

@Infurmatiun 5/6/2010 30102 PM Click and DECDE Swslog Agent  Mor

@Infurmatiun 5/6/2010 30057 PM Click and DECIDE Flat File Ag...  Mor

@Infurmatiun 5/6/2010 30057 PM Click and DECIDE Flat File Ag...  Mor

@Infurmatiun 5/6/2010 30057 PM Click and DECIDE Flat File Ag...  Mor

@Infurmatiun 5/6/2010 30057 PM Click and DECIDE Flat File Ag...  Mor

&Warning 5/6/2010 2:852:21 PM Click and DECIDE MSI Engine Mor

@Infurmatiun 5/6/2010 2:852:21 PM Click and DECIDE MSI Engine Mor

&Warning 5/6/2010 2:852:21 PM Click and DECIDE MSI Engine Mor
@Infurmatiun 5/6/2010 2:852:21 PM Click and DECIDE MSI Engine Mar _
S T _*I_I

3. Check that there are no error from a Click and DECIDE process.
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