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Knowledge Base Article: Article 200 — Revision 1
How to connect to a Remote SQL Server Database?

Date: October 8th, 2010

Problem:
For performances reasons or architecture constraints, it would be necessary to install the NSI server and the database

server on 2 different machines.
Solution:

Follow the steps below
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Architecture

Net Report uses Windows Authentication to connect to the database. As a consequence you need to provide
a Windows User credential that is able to log into your SQL Server Database.

Log Acquisition Server

CND Database
Windows Service

Database Windows Authentication Database Server

Through Shared Windows Credentials SOL Server
Same userid / password for: Windows
Service

CND database service

and

NetReport database user
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Section 1: Configure the Remote SQL Server Machine

A. Create a Custom User

1. Connect to the machine where the remote SQL Server is running

2. Create a User that will be used by Click & DECIDE - NSI to connect to your database.
WARNINGS:

- You must choose a password that complies with the password policy of both the remote SQL
Server machine and the machine that runs Click & DECIDE - NSI.

- If the machine is located in a domain, this user must belong to the domain. In this case, its
password must comply with the password policies of the domain.

B. Run the SQL Server Configuration Tool
1. Connect to the machine where the SQL Server is running

WARNING: this operation requires SQL Server Administrator privileges. Be sure to connect as a user
that has such privileges.

2. Locate the Installation Files of Click & DECIDE - NSI.

3. Runthe SQL Server Configuration Tool from the local disk:
SQL Server Configurator\DVSqlServerConfig.exe

Note: If you are using NETASQ Event Analyzer 1 .0, please use the following SQL Server
Configuration tool instead of the one provided with your installation program:
http://www.clickndecide.com/downloads/patches/NEA 1.0 Remote SQLServer_Configurator Fix.zip

WARNING: the SQL Server Configuration Tool has to run from a local disk. Be sure to copy the SQL
Server Configurator folder on your local disk before running the program.

4. Enter the full name and the password of the user used by Click & DECIDE - NSI to connect to the
database

5. Enter the name of the SQL Server Instance.

INFORMATION: the SQL Server instance is the name that appears between brackets after the name
of the SQL Server service (Start>Administrative Tools>Services).
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i Click and DECIDE SqglServer Server Configurator
lick and | fi
Windows
Wzzr |FIFIEI-W2EIEIB-32'\»NETHEF'DHT
PElSSI.-‘-.ID[Ij: |IIIIl|l|I
SOL
Instance: |5DLEKPHE55| [See SOL Server Service]
ok Cancel |
6. Click OK.

1. Open a Command Prompt: Start>All Programs>Accessories>Command Prompt.
2. Enter the following command:
>runas /user:<domain>\<user> “osgl -S .\<instance> -E”

Replace <domain> by your domain name, <user> by the user name created in chapter A. and
<instance> by the SQL Server instance.

[z+.] Administrator: Command Prompt

CsUzers“Admninistrator>runas Auser:RRO-UW2BB8-32“netreport "osgl -5
_Ell-

3. Type <ENTER>.
4. Enter the password for the user created in chapter A.
5. Type <ENTER>.
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6. The following windows should appear:

SOLEXPRESS -E (running as RRO-WZ003-32netreport)

7. Then quit to exit from the command prompt.
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D. Prepare the SQL Server for Remote Connections

1. Verify that the SQL Server is accepting remote connection.

For SQL Server 2005, start the SQL Server Surface Area Configuration from All Programs / Microsoft
SQL Server 2005 / Configuration Tools.

GESQL Server 2005 Surface Area Configuration M= B3 |

Microsoft 142 Windows Server System

SQL Server2005

Help Protect Your SAL Server

Minimize SOL Server 2005 Surface Area

SOAL Server 2005 improves managesbility and security by giving adminiztrators more control over the suface area of local
and remote instances of SAL Server 2005, With the SAL Server 2005 Surface Area Configuration toolz, you can easily:

+ Dizable unuzed zervices and network protocols for remote connections.
+ Dizable unuzed features of SOL Server components.

Far new inzstallations, use these tools to enable required features, services, and nebwiork, protocalz that are dizabled by
default, For upgraded instances, use theze tools to identify and dizable unused features, zervices, and protocols,

|Jzers with administrative privileges on Microzoft Windows Yista and later versions will na langer have adrministrative

privileges on this SGL Server ingtallation by default, To explicitly add pourself a2 2 SOL Server administrator, click on the
below link:

T8 Add New Administrator

i@ Bead more about confiqunng the SUC Server surface area |

Configure Surface Area for localhost [change computer)

fﬁ Surface Area Configuration for Services and Connections

% Surface Area Configuration for Features
=

Then click on Surface Area Configuration for Services and Connections and check that remote
connections are allowed as below:
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7§ Surface Area Configuration for Services and Connections - localhost

—

' 1 5QL Server 2005 Surface Area Configuration
& Help Protect Your SQL Server

Enable only the zervices and connection types uszed by vour applications. Dizabling unuzed zervices and connections helpz
protect wour zerver by reducing the suface area. For default settings, see Help.

Select a component and then configure itz zervices and connections:

= |_—'_| SOLEXPRESS E_I_,I default, SE!_L Server 2005 E:-;press, Evaluation, and De'-.feln:nper_ gditin:nns aI_In:nw ozl
= | | Database Engine client sonnections u:unl__l,l. Enterprige, Standard, and Wu:urkgru:uup editionz alzo listen for
J S e d remote client connections over TCP/AP. Use the options below to change the protocols
EMCE -y . an which SAL Server listens for incoming client connectionsz. TCPAP iz prefered over
b g P =mote Connections named pipes because it requires fewer ports to be opened acrozs the firewall.

|, SOL Server Browser

™ Local connections only
¥ Local and remote connections

= Using TCRAP anly
£ Using named pipes anly
i |sing both TCPAP and named pipes

Yiew by Instance I Yiews by Compaonent

k. I Cancel Apply Help

Then start the SQL Server Configuration Manager from All Programs / Microsoft SQL Server 2005 /
Configuration Tools and check protocols are enabled as below:

?‘,’ SQL Server Configuration Manager

File Action ‘iew Help

€9 B FEEB[2

@ S0L Server Configuration Manager (Local) Prokocal Mame | Skakus
- E S0L Server 2005 Services % shared Memary Enabled
EI 50L Server 2005 Metwork Configuration T Mamed Pipes Enabled
EF Protocols For SOLEXPRESS WETCRIIP Enabled
E| S0L Makive Client Configuration VI Dizabled

Bl Client Protocals
LB pligses
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Then right click on TCP/IP properties and set a fixed TCP port for IPAIl at 1433 as below:

TCP/IP Properties EE |

Protocal  IP Addresses |
B 1r1
Active Yes
Enabled Mo
IP Address 192,165.0.89
TCP Dvnamic Parks 0
TP Port
= 1p2
Bckive Yes
Enabled Mo
IP Address 127.0.0.1
TCP Dvnamic Parks 0
TP Port
= 1pall
TiZP Crynamic Porks 1035
TCP Port 1433
TCP Port
TiZP port
Zancel apply Help

?‘,’ SQL Server Configuration Manager

File Action ‘iew Help

€9 B FEEB[2

@ 3L Server Configuration Manager (Local) Mame | Cirder | Enabled
e E SCOL Server 2005 Services %~ Shared Memary 1 Enabled
EI 50L Sepver 2005 Metwork Configuration T TCRIP z Enabled
- B Protocals for SOLEXPRESS = Named Pipes 3 Enabled
E| 5L Mative Client Configuration FYIA Disablzd
S8 licnk Protocols
B pliases

For SQL Server 2008, start the SQL Server Configuration Manager from All Programs / Microsoft SQL
Server 2005 / Configuration Tools and check protocols are enabled as below:
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F= Sql Server Configuration Manager

File  Action  Wiew Help

e | z|Hao= H

‘@ 3L Server Configuration Manager {Local) Praotocol Mame | Skakus
o S0L Server Services W~ Shared Memory Enabled
& 501 Server Nebwork Configuration {32bit) ¥ Mamed Pipes Enabled
=, 5L Native Client 10,0 Configuration (320it) | %= r10pjrp Enabled
Client Protocols FvIA Disabled
Bl aliases
= _E_ S0L Server Mebwork Configuration
E‘F Protocols for SOLEX

= .. S0L Mative Client 10,0 Configuration

=, Client Protocols
B Aliases

Then right click on TCP/IP properties and set a fixed TCP port for IPAIl at 1433 as below:

TCP/IP Properties EE |

"Protocal  IP Addresses |
= 1pr4 a
Active Yes
Enabled Mo
IP Address 127.0.0.1
TCP Dvnamic Parks 0
TP Port
B 1ps
Bckive Yes
Enabled Mo
IP Address fedn::Sefe: 192, 168.0,106%:12
TCP Dvnamic Parks 0
TP Port
= 1pall
TiZP Crynamic Porks 49205
TZP Pork 1433 |
-
TCP Port
TiZP port
| (04 I Zancel Sl Help

The following window will appear only in 64 bits version.
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Sgl Server Configuration Manager

File  Action  Wiew Help

& |2 E o=
‘@ 3L Server Configuration Manager {Local) Mame | Order | Enabled

S0L Server Services % shared Memory 1 Enabled
& 501 Server Nebwork Configuration {32bit) FTORIP 2 Enabled
> S0L MNative Client 10,0 Configuration (32h5it) T Mamed Pipes 3 Enabled

(o] =
= HVIA Disabled

Bl pliases

= _E_ S0L Server Mebwork Configuration
B Protocols for SQLEXPRESS

= .. S0L Mative Client 10,0 Configuration

=, Client Protocols
B Aliases

Sqgl Server Configuration Manager

File  Action Wiew Help

e | z|Ho= H

‘@ AL Server Configuration Manager (Local) Mame | Crder | Enabled
o SOL Server Services 4~ shared Memary 1 Enabled
& 50L Server Network Configuration {32bit) T TORIP 2 Enabled
= 0L Mative Client 10,0 Configuration (325it) T Mamed Pipes 3 Enabled
&L Client Pratocols VI Lisabled
E’_ .
S Aliases

= _E_ S0L Server Mebwork Configuration
B Protocols for SQLEXPRESS
= .. S0L Mative Client 10,0 Configuration

Bl aligses

2. Verify that no FIREWALL setting is blocking the communication between the two machines.
e SQL Server: TCP 1433

e SQL Browser: UDP 1434

Section 2: Prepare the Click & DECIDE - NSI Machine

A. Create Custom User
3. Connect to the machine where Click & DECIDE - NSl is installed.
4. Create a User that will be used by Click & DECIDE - NSI to connect to your database.
a. This user must have the same login and password as the one created in section 1.A.

b. If the machine is located in a domain, use the user created in section 1.A
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5. Grantthe log on as a batch job and log on as a service rights to this user.
From Administrative Tools, start the Local Security Palicy.
Then, in Local Policies / User Rights Assignment, add this user to entries below:
- Log on as a batch job
- Log on as a service

6. Give full access to this user on the following directories used by NSI:

a. The installation directory located by default at:
C:\Program Files\Click and DECiDE\NSI.

b. The Storage directory if you are using the Log Storage options. By default it is located at:
C:\NetReportStorage

c. The Archive directory if you are using the NSI Log Archive Service. By default it is located at:
C:\NetReportArchives

d. The Error Queue directory if you have changed its default location.
7. Open a Command Prompt.
8. Enter the following command:

>C:\WINDOWS\Microsoft.NET\Framework\v2.0.50727\aspnet regiis.exe -ga
<domain>\<user>

Replace <domain> by your domain name, <user> by the user name created in step 2.

9. Type <ENTER>

B. Test the Database Connection

1. Download and install Microsoft SQL Server Management Studio Express (SSMSE) from Microsoft
web site:

SQL Server 2005:
http://www.microsoft.com/downloads/details.aspx?FamilylD=5D76230D-580D-4874-8C7D-
93491A29DB15&displaylang=en

SQL Server 2008:
http://www.microsoft.com/downloads/details.aspx?FamilylD=08e52ac2-1d62-45f6-9a4a-
4b76a8564a2b&displaylang=en

2. Open a Command Prompt: Start>All Programs>Accessories>Command Prompt.
3. Enter the following command:
For SQL Server 2005

> cd "C:\Program Files\Microsoft SQL
Server\90\Tools\Binn\VSShell\Common7\IDE"

For SQL Server 2008 32 bits

> cd "C:\Program Files\Microsoft SQL
Server\100\Tools\Binn\VSShell\Common7\IDE"

For SQL Server 2008 64 bits
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> cd "C:\Program Files (x86)\Microsoft SQL
Server\100\Tools\Binn\VSShell\Common7\IDE"

>runas /user:<domain>\<user> ssmsee.exe

Replace <domain> by your domain name, <user> by the user name created in step 2.
4. Type <ENTER>.
5. Enter the password of the user created in step 2.
6. Type <ENTER>.

7. Enter the Server Name (<machine>\<instance>) of the SQL Server you want to connect to.

.:I Conneckt ko Server E |

gcréoi S ﬂ.-r' 1 M\ﬂ'ﬁm Server System
Server type: IDatabase E ngine j
Server name: IFEFIEI-WEEIEIE-EE'\.S HLEXPRESS] j
Authentication: IWindDws ALthentication j

Uzer namme: IHHEI-WEI]D}EE'&NETHEF'EIFIT j

Pazaword: I

I Bemember pazsword
Connect I Cancel Help Optiansg >

8. Click Connect.

9. You should be connected to the remote SQL Server.
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"_5:.,_:. Microsoft SOL Server Management Studio Express

File Edit Miew Tools wWindow  Community  Help

P mewouery | [y |5 H @ | B H @ﬁﬁi

Object Explarer -0 x /Sm * X
LYew AT BEAQT
=] Lj RRO-W2008-32SOLEXPRESS (S0L Server 9.0.40
[ Databases i
i Dok ' | RRO-W2008-32\SQLEXPRESS (!
[0 Server Objects RRC-W2008-321SOLEXPRESS & Itemis)
[ Replication
[ Management
ESecuritv
[ Server Objects
[ replication
ﬁManagement
4| | 2
| | i
Ready 4

10. If you got an error when connecting to your database, check all settings and retry.

Section 3: Configure Click & DECIDE - NSI

1. Install Click & DECIDE — NSI if not already done.
2. In Log Source Configuration, click the Settings... button of the Database section.
a. Log source configuration can be started at reboot after a fresh installation or
b. Can be started from All Programs / Click & DECIDE / NSl /
3. Fill the Server Name.
4. Fill the Instance Name.
5. Enter the login (<domain>\<user>) and password of the user you created in section 2.A.

6. Check the Update Database box.
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Click and DECIDE - for NSI Enterprise Configurator - Database Settings |

% _ 1 Database Connection Settings
é;.F Pleaze use only Caze Inzenzitive settings.

D atabaze Server: IHethe SOL Server j
Server Marme: IHHD-WEUUE-EE
Server lnstance: ISE!LEKF'FEESS
— Login
‘windaws User: IHHD-W2DDS-32HNETHEF'D RT

Pazzwiord:

Ixxxxxxxxx

—Database Update Settings
Configure the update settings for the S| D atabaze.

¥ Update Database
[ Delete existing data

~Database Time Zone Settings
[~ Use UTC offzet [Coordinated Universal Time]

Tirne Lote: I[GMT+EI'I :00] Bruzzels, Copenhagen, Madnd, Paris j
v Adjust for Daylight 5 aving Time [D5T)

Pawered by Click and DECIDE ak Cancel Hep |

7. Click Test to check the SQL Server connection.
8. Click OK.
9. Wait for the Log Source Configuration Tool to update the Click & DECIDE - NSI configuration.

10. Click Close.
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