Article: 00107

Question:
How to Create a Double RDNS Net Area for Several Clients?

Introduction
This Article explains how to create a double RDNS (Reverse Domain Name Server) Net Area for
several clients.

Net Report Answer

Real-Time Security Information Management

Your Question

1.1 Creating a Double RDNS Net Area

To create a double RDNS Net Area for several clients, please follow the steps below:

Steps

1. Select Start>All Programs>NetReport> Management Console. The Login dialog box
appears.

+* Login

a®

Lagin :

ok |

Pazzword : |

Cancel |

2. Enter your Login and Password.

3. Click OK. Wait for the Net Report Management Console to load.

4. Select Console root> NetReport> localhost> ULA> Settings> Initializations in the
left Console root pane. The Initializations screen appears in the central pane.

\'% netreport - [Console rootiNetReportibcalhostiLAMSettingsiinitialisations]

@ File  Action

View Favorites Window  Help

|« » am 2

1 Console rook

E‘@ NetRepart
S localhost
Wg Packages Server
-4 ULA
EID-' Settings
[=7 Initialisations

£ Action Source
3 Bttack Source
$ Carrelation Space
=$ Events by Source
<$ Port Accepted
g WML Alerts
o Mail Addresses
-8 Database Connection
-} IP to Country

@ Log Storage
B4 SMTP Server Mame

J2 RDNS
2 RDMS net area

B Sessions

¥ Sessions {10 minutes)
gl SQL Firewall Alert
-l SqLCache

gl 5QLYuIner abiliy
[+-4% Filkers

i~

@ Performance Counters For MetReport Filters

&

-]
2
-]

O O 0O 0 o o

Name

Enable| Comment

Initializations

=hetReport/localhost/ULA/Settings/Initialisations<

Action Source
Attack Source
Correlation Space
Events by Source
Fort Accepted

Wkl Alerts

Mail Addresses
Database Connection
IP to Country

Lon Storane

Sets Mail Adresses for all Mail Actions

Convert an IP adress to a Country

6FaHEHEFTEE'
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5. Click the turquoise bullet to the left of the RDNS net area initialization. The row will be
grayed.

\'% netreport - [Console rootiNetReportilocalhostWULAMSettingsiinitialisations]
@ Fle  Action  Wew Favorites  Window  Help |_|ﬁl|1|
|« » o(m 2 |

1 Console roat ~ il
=4 NetReport | £ Log Storage v @
, localhost
Wm) Packages Server 0 SMTP Server Name W SMTP Address used to send a mail ﬂ
[l LLA
L’—_|D— Settings % Perfarmance Counters For MetRepart Filters W General Performance Counters for MetRepart Filters @?
=7 Initialisations
& Action Source ) RDNS ¥ General RDNS
Atkack Source mmin
Carrelation Space ' RDMS net area Ird
Events by Source e
Fort Accepted ~ | O Sessions W Session Initialisation
WHMI Alerts
Mai Addresses £ Sessions (10 minutes) ¥  Session definition for 10 minutes
% Database Connection
) IP to Country ) S0L Firewall Alert ¥  Carrelation using SQL sample
@ Log Storage
- [E8] SMTP Server Mame 0 S0lcCache ¥  SQL definition to get data from an SQL database
@ Perfarmance Counters For NetRepart Filkers
L RDNS £ s0Lvulnerability ¥  S0L definition to get data from an S0QL database
- RDMNS net area
@Y sessions — Connection to anather ULA
ﬁ Sessions (10 minutes) =
gl QL Firewall Alert
g SQLCache
il SQLYuInerability
=1 & Filters i
£ | | 3

6. Click the B3 Copy icon in the tool bar at the base of the Initializations screen.

7. Click the @ Paste icon in the tool bar at the base of the Initialization screen. The Copy
of RDNS net area row appears in the Initializations table.

4 netreport - [Console root\NetReportilocalhostULAMSettingskinitialisations]

Eg File Action ‘ew Favaorites Window Help | _|E|1|
e~ a@m2 |
ID Console rock ~ b

= MetReport 9 Log Storage v @

=1k localhost
5] Packages Jerver 0 SMTP Server Name ¥ SMTP Address used to send a mail j
uLa*
=3 Settings ) Performance Counters For NetReport Filters W General Performance Caunters far NetRepart Filters @?ﬁ
(=17 Initislisations
Action Source 2 v E
Atkack Source
Correlation Space ' RDMS W  General RDNS
Events by Source
Fort Accepted = | ©' RDMS net area v
=3 WML Alerts

o Mail Addresses ) Sessions ¥ Session Initialisation

| Database Connection

) TP ko Country ) Sessions (10 minutes) ¥  Session definition for 10 minutes

@ Log Storage

- BH SMTP Server Name ) S0L Firewall Alert ¥  Caorrelation using SQL sample

@ Perfarmance Counters For NetRepart Filters

S RDNS ) S0LCache ¥  S0L definition to get data from an SQL database

S8 saLvulnerability ¥  S0L definition to get data from an SQL database
il 5QLYuInerability
& Coov of RDNS net area o)
< Il =]

8 Sessions (10 minutes) —
g SQLCache
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File Action ‘iew Favorites  Window  Help | -1k
|« » &m 2
ID Console rook ~ il
=4 MetRepart | 2 Log Storage v @
E|“ localhost
Packages Server 2 SMTP Server Name v  SMTP Address used to send a mail ﬁ
S LLa
= Settings 3 Performance Counters For NetReport Filters [ General Performance Counters for MetReport Filters @lﬁ
=7 Initislisations
3 Action Source 2 W  RDMNS net area Client 1
Attack Source I,
Carrelation Space 2 RDNS W  General RODNS
Events by Source i
Fort Accepted = || 2 RDMS net area I~
WHI Alerts iy
8 Mail Addresses 0 Sessions ¥  Session Initialisation
% Database Connection
) IP to Country 2 Sessions (10 minutes) ¥  Session definition for 10 minutes
@ Log Storags
B4 SMTP Server Name 0 S0L Firewall Alert W Correlation using SQL sample
@ Perfarmance Counters For NetRepart Filkers
L RDNS 0 SQLCache ¥  S0L definition to get data from an SQL database
22 RDNS net area
¥ Sessions S Salvulnerability ¥  S0L definition to get data from an SQL database

¥ Sessions (10 minukes)
g SQL Firewall Alert
i 5QLCache
g SQLYulnerability
-8 RDMS net area Client 1
1} | =

|~

9. Repeat steps 5 - 7 to create

a

second RDNS net area initialization.

10. Rename the second new initialization to RDNS net area Client 2.

-
Mk

netreport - [Console root¥NetRe portilocalhost\WL A" Settingskinitialisations]

Eile  Ackion Wiew Favorites  Window  Help
|« » @@= 2
1 Consale oot ] T Pt Country E Convert an IP adress to a Country
E‘@ MetRepart
ocalhost £ Log Storage I~
W& Packages Server
[ ULA* 0 SMTP Server Name W  SMTP Address used to send a mail
EIE' Setkings '_%
=7 Initidlisations ) Performance Counters For NetReport Filters W General Performance Counters for NetReport Filters @
Action Source
Attack Source ' RDNE ¥  General RONS
Correlation Space LIS
Eventts by Source | ©' RDNS net area Ird
Port Accepted 3 LIS
WMI Alerts ' RDMS net area Client 1 ¥  RDMS net area Client 1
Mail Addresses I
% Database Connection % RDMS net area Client 2 ¥  ROMS net area Client 2
) TP to Country o
Log Starage ' Sessions ¥  Session Initialisation
SMTP Server Name
[ Performance Couniters For NetRepart Fileers 0 Sessions (10 minutes) W  Session definition for 10 minutes
2 RONS
RDNS net area || & S0L Firewall Alert ¥  Caorrelation using SQL sample
a Sessions b
¥ Sessions (10 minutes) % S0lCache ¥  SQL definition to get data from an SQL database
g QL Firewall Alert
- SQLCache 2 30LVulnerability ¥  SQL definition to get data from an SQL database

gl SLvulnerability

-3 RDNS net area Client 1
Il ] >

|~
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11.Select Console root> NetReport> localhost> ULA> Filters> [Filter Name]>
Dictionary in the left Console root pane. The Dictionary screen appears in the central
pane.

@ File Action  Wiew Favorites  Window  Help =1 x|
|~ 2 |

1 Consale roak

=@ MetReport T
E||‘ localhost chtlonary
Packages Server
LA =MetReport/localhost/ULAFlters/Fortinet FortiGate/Dictionary<
ﬂ' Settings s

* Dictionary as
E|--¢ Filkers

i@ Database Management - Firewall and Proxy 8 action group “alues

i@ Database Management - IPS =
% EngineEvent 2 pass Accepted
% Fortinet FortiGate

& Actions £ block Blacked

0 accept Accepted
PN Agenis 0 deny Blocked
[]--? Log Yault 9 detected Accepted
(21 99 Dackuns 0 dropped Blocked
9 reset Blacked
O reset_client Blocked
) reset_server Blocked

£ drop_session Blocked

) pass_session Accepted

12. Click the d New icon from the Selected Entries tool bar at the base of the Dictionary
screen. A New Entry dictionary entry appears.

"
A
=

netreport - [Console root¥NetReportilocalhost\WLA*FiltersiFortinet FortiGate\Dictionary]

-
4
File  Action \ew Favorites Window  Help

| - am e

ID Consale roak -
E!@ MetReport ) notice a
Er-g lcahost ) information G
Packages Server
EI]I;A* 0 debug 7
[+ ¥ Settings
EI--¢ Filters gn ]
i@ Database Management - Firewall and Prosy X :
+- [ Database Management - IPS
2 EngineEvent g2 2
ortinet FortiGate
Actions - B 3
24 4
05 5
[]--0 Agents
[]--g Log Wault 26 G
-7, Backups e .
1l AE?
Yalues
=Nl %
Eei= el MR E

4

Copyright © 2006 Net Report. All rights reserved.
http://www.net-report.net


http://www.net-report.net

@ netreport - [Console rootiNetReportilocalhost\ULA*AFiltersiFortinet Fort

File  Action Wiew Favorites  Window  Help

|-~ oEe
ID Console rook -
E|® MetReport 4 notice 5
=44 locahost £ informatian A
Packages Server
ULa* 0 debug 7
[} Settings
=< Fiters oo a
B Database Management - Firewall and Proxy 21 1
ﬁ Database Management - IPS
#2 EngineEvent [ W] 7
Fortinet FortiGate
Actions - B 3
- ¥ 4
Dictionary 85 5
[]--0 Agents
[]--9 Log Yault 26 6
-7 Backups 87 7
8
) RDNS_Client Values
=l N
B (2 (] i [

14. Click the £ New icon in the Selected Values tool bar at the base of the RDNS_Client

dictionary entry. A NewKey row appears.

5 netreport - [Console rootiNetReportiocalhost\ULA*Filters\Fortinet FortiGate\Dictionary]

File  Ackion Wiew Favorites  Window  Help _|E|1|
|~ 2
ID Console root -
E|® MetReport ﬂ notice 5
=1k Jocalhost £ infarmation 6
Packages Server
(= LA 2 debug 7
[} Settings
EI--¢ Filters oo 0
ﬁ Database Management - Firewall and Proxy 2 1
‘3 Database Management - IPS
EngineEvent 8?2 2
Fortinet FortiGate
‘ Actions - Ji] 3
L, Rules
- Fields e d
Dictionary 85 5
[]--0 Agents
[]--y Log Yault - B 5
[*-¥ Backups B 7
) RDNS_Client Walues
O Mewkey Mewdey
€3 1 i [
By (2 (] i [
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15. Modify the NewKey value to the name of the client firewall, in this example, FW00025
with the value of the RDNS net area initialization, in this example, RDNS net area Client

i§Y File Action  Wiew Favorites  Window  Help |=|i|£|

| » mm 2 |

1 Consale roak =
EHI» MetReport 3 natice 5
=i Jocalhost £ information 6
Packages Server
LAk 2 debug 7
- [J Settings
=€) Filters oo 0
+- @8 Database Management - Firewall and Proxy 2 1
i@ Database Management - IPS
#2 EngineEvent e 2
Fortinet FortiGate
B Actions 23 3
L, Rules
- Fields 8 g
E Dictionary 85 5
[]--0 Agents
a3 Log vault - W] 5
[+ Backups B 7
) RDNS_Client alues
2 FwWionoza ROME net area Client 1
&l NTNE?
e =Nl T E

16. Click the £ New icon in the Selected Values tool bar at the base of the RDNS_Client
dictionary entry. A NewKey row appears.

17. Modify the NewKey value to the name of the client firewall, in this example, FW00026
with the value of the RDNS net area initialization, in this example, RDNS net area Client
2.

% netreport - [Console rontiNetReportilocalhostULA* Filters\Fortinet FortiGate\Dictionary]
i,

File Action ‘ew Favaorites Window Help | _|E|1|
|~ 2 |
ID Console root -

E|® MetReport g notice 5

=1k Jocalhost £ infarmation 6
Packages Server
El-4f LLA* 2 debug 7
[} Settings
EI--¢ Filters oo 0
ﬁ Database Management - Firewall and Proxy 2 1
+- @B Database Management - IPS
ﬁm EngineEvent 8?2 2
Fortinet FortiGate
‘ Actions 83 3
L, Rules
= Fields @ 2
' Dictionary 05 5
[]--0 Agents
#1-g8) Lag Yault @c ]
[#-F Backups B 7
ool NTE?
) RDNS_Client Yalues
9 Fwonoz2a RODMS net area Client 1
2 FWO0026 RONMS net area Client 2|
(&
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18. Select Console root> NetReport> localhost> ULA> Filters> [Filter Name]> Fields
in the left Console root pane. The Fields screen appears in the central pane.

& netreport - [Console rooti\MetReportilocalhost\ULA™AFiltersiFortinet FortiGate\Fields]

File  Action View Favorites  ‘Window  Help

e - am 2

1 Consale roak
E‘@ MetRepart
=44 locahost
Packages Server
» LLA*
ﬂ' Settings
=4 Filters
i@ Database Management - Firewall and Praxy
BB Database Managemert - IPS
] EngineErvent
Fortinet FortiGate
Actions

Ids
Dictionary

[]--0 Agents

[]--# Log Wault
-7 Backups

=MetReportflocalhost/ULAFilters/Fortinet FortiGate/Fields<

Name « Type Expression

2 reud [iteger =] iffisNullOrEmpty(Recore [/ Edit |
0 _zent lmiﬁ(lsNuIIOrEmpty(Recorc
2 _type String - | iff(Record("type")="traffic
2 _wpn lmﬁ‘ecnrd("vpn") / Edit |
£ action mRecord(“status") |/' Edit |
£ Action_group lmDictLookup(“action_grou / Edit

0 Action_Sre [Sting ] field("action)afield("src” '/ Edit |
0 attack [Sting  v] "FGT" & Record("attack. [/ Edit |
# Bad_Record [sting _v| Record("BadRecord”) [/ Edit |
0 bytes [Iteger =] field{"_revd")+field(”_sen [/ Edit |

8 oot Strinn = | Record"cat" ibs: Attack cateory |/ Edit |

19. Click the d New icon in the tool bar. The _New Field row appears in the Fields table.

& netreport - [Console root\NetReportilocalhosBULAMFilters\Fortinet FortiGate\Fields]

File  Ackion Yiew Favorites  Window  Help

e~ a@m2

ID Console root
E|® MetReport
=44 localhost

Packages Server
 LLA*
[} Settings
EI--¢ Filters
ﬁ Database Management - Firewall and Proxy
‘3 Database Management - IPS
] EngineEvent
Fortinet FortiGate
‘ Actions
L, Rules
-~ Fields
Dictionaty

[]--0 Agents

[]--? Log aulk
-7 Backups

>MNetReport/localhost/ULAFilters/Fortinet FortiGate/Fields<

Type Expression

[ting =] Record{"afield") [/ Edit |
0 _rovd lmmlsNuIIOrEmpty(Recorc | / Edit '|
9 _sent lmiﬁ(lsNuIIOrEmpty(Recurc | / Edit |
9 _type lmiff(Record(“type"):"traﬁ'lc / Edit

2 _wpn lm Recard{"pn") |/ Edit |
3 action mRecord(“status") '-/' Edit )
£ Action_group lmDictLookup(“action_grou '/ Edit |
© Action_Sre [Sting ] field("action)afield("src” [/ Edit |
o attack [Sting  v] "FGT" & Record("attack_ [/ Edit |
# Bad_Record [sting _v| Record("BadRecord") [/ Edit |

9 btes Infear <l fieldr" revd+Hield” sen [/ Edit |
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-/ Edit

20. Click the Edit button to the right of the _New Field row. The Field Edition

dialog box appears.

2 Field Edition -- Web Page Dialog

|—_
Edit Field
Hame : _Mew Field
Type : |String j
Value : Record("afield™)
=

Comment :

0K Cancel EvhSeript

21.Enter the Name RDNS_Client in the Name text box.

22.Enter the following Value: DictLookup (“RDNS_Client”,Record]| (“device id”))

2 Field Edition -- Web Page Dialog

|__
Edit Field
Hame : RDMZ_Client
Type : |String j
Value : DictLookup("ROMS_Client" Record|(" device_id"))|
Comment :
Ok | Cancel | @vbScrpt |
=
23. Click OK.

A Note: this article uses the following device as an example: Fortinet Fortigate. Please note that
the Value may differ according to the device you select.

8

Copyright © 2006 Net Report. All rights reserved.
http://www.net-report.net


http://www.net-report.net

N=T R=PORT

-
Real-Time Security Information Management

_ /' Edit . _
24.Click the Edit button to the right of the Src_net_area row.
EpO onsole rootiHetReportilocalho 0 D d m|
File  Action ‘iew Favorites  Window  Help ‘;Iilll
= = =] \
(1 onsole root 2 = —
-4 NetReport 2 rule [Gting = Record("policyid”) [ / Edit |
localhost —
Packages Server % search_engine m|ﬁ(ﬁe\d("sear:histrmg"k | / Edit |
H.A;tmgs ) search_string mGelSearchString(ﬂeld(“D I/ Edit -'|
e Fé”tE[r)satahase Managament - Firewall and Proxy 8 serice miﬁ(lsNuHOrEmpty(Recorc !./ Edit -I|
gg:;‘h:;:e':f”agem"f'lps  SeesionUserlP Float ~| Field{"SessionlserlPOb [/ Edit |
Fortinet FortiGate 4 SessionUserlPDomain mFie\d(”SessinnUserlF‘Dn |/ Edit |
: :3::5 1 SessionUserlPDomainObj ImServer.GeIEﬂvaJ("fImtls |/ Edit |
B ;'iilt?;naw 9 SessionUserlPObj [Ohiect =] Semer. GRtEnvObi("itis [/ Edic |
S § f:;:;sult o osrc lmﬂecord(“src") |/ Edit |
&%y Backps ) Sre_country miﬁ(ﬂe\d("Src_net_area"): [/ Edic )
2 Src_name [String =] ExecRONS{'RDNS" fiel [/ Edit |
® Src_net_area String ~| ExecRDNS("RDNS net : [/ Edit |
4 sro_port mﬁecnrd("src_pnn“) |/ Edit |
2 slatus String ~ | Record("status") |/ Edit -.|
4 subtype mﬁecnrd(“auhtype") |\/’ Edit |

25. Modify the Value from: ExecRDNS (“RDNS net area”,field(“src”))

2} Field Edition -- Web Page Dialog

Hame : Sro_net_area

Edit Field

Type : IString

Comment :

Value : ExecRDNS(" SR

To:

ExecRDNS (field (“RDNS Client”), field(“src”))

2 Field Edition -- Web Page Dialog

Name : Src_net_area

Edit Field

Type : |5tring

Comment :

Value : ExecRDNZ(field"RDOME_Client™) field("src"))

oK |

Cancel | EvhSoript
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26. Click OK. The Fields screen appears.

-
Real-Time Security Information Management

/ Edit
27.Click Edit to the right of the Dst_net_area row. The Field Edition dialog box
appears.
epo ansole root\NetRe portilocalho h 8 ortinet FortiGateiField =
File Action Wiew Favorites  Window  Help |_|ﬁ'|5|
+ o ol ® |
[ Consale root 0 attack | String =] "FGT & Record("attack_ |/ Edit |
=@ MetReport ————
=ik localhost 3 Bad Record ISmng - | Record{"BadRecord") | / Edit |
Packages Server " 0 " ‘—’
o e 0 bytes Integar = | field("_revd")+Hield("_sen |/ Edit |
Settings et [ =1
& g o o cat IStrmg -| Record("cat”) | / Edit |
B? Database Management: - Firewall and Proxy I—;l - —
B i 2 Date Tirme IFF{IsNullOrEmpty{Reco \/ Edit \
£38 EngineEvent 9 DateStr IStrmg = | IFF{lsMullOrEmpty(Reco |/ Edit |
= Fortinet FortiGate e
o dst IIP Address = | Record("dst") |/ Edit |
B 0 dst_category String = | Record("cat")& " - "&Rec }/’ Edit \
MR it - 2
- Agents ph 0 Dst_country ISmng - | iffifield("Dst_net_area")= | / Edit |
[ Log Yault Iﬁ = i [ =
[]-g Batiuns % Dst_name String ExecRDNS["RDME" fielc \./ Edit \
IStrmg - | ExecRONS("RDNS net ¢ | / Edit |
IStrmg = | Split(Record("hostnarms’ \/ Edit \
0 elapsed Float = | Record("duration”) |/ Edit \
) EmptyString ISmng =" [/ Edit |
2 File_type [String =] IFF{InStrRev{Recard("file [/ Edit |
- L T o T I T O S [l

2} Field Edition -- Web Page Dialog

Hame : Dst_net_area

Type : |String
Value : ExecRDMS("ROMNERIESEIEE Field("dst")

Comment :

ok | cCancel | EvbScript

o5
{
L

To: ExecRDNS (field (“RDNS Client”),Field(“dst”))

2 Field Edition - Web Page Dialog

Name : Dst_net_ares

Type : |String
Value : ExecROMS(field("RDMS_Client")| Field{"dst"))

Comment ;

ok | cCancel | EvhScript

c5
{
L
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29. Click OK. The Fields screen appears in the central pane.
30. Select Console root> NetReport> localhost> ULA in the left Console root pane.

# Note: the asterisk to the right of the ULA branch indicating that you must apply all the changes
you have made.

@ netreport - [Console root\NetReportilocalhostAULAY]

@ Fle  Action  Wew Favorites  Window  Help |=|i|£|

|« » o(m 2

I Console rook
R Unlversal Log Analyser
ioCalnos!
Packages Server

=N N >NetRepunfluca\hosthLA<
[ settings Filter Definitions (Summary)

E|--¢ Filters

@8 Database Management - Firewall and Proxy
- Database Management - IPS Settings
[+ 8 EngineEvent

= Fortinet FortiGate
Actions

Rules

Applying Changes

Click here to save all your changes for the filter.
All the changes you have made locally will be sent to the filter.
They will became active at the end of all record source processing.

[]--0 Agents
#-¥ Backups

Configuration

Dictionaty

Database Time Zone

31. Click the Apply Changes button.
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