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The Versatile Solution!

Click & DECIDE Quick Installation Guide

For Proof of Concept
For Demonstrations

For Free Evaluation Licenses

In this document, we are going to study how to install Click&DECIDE for a proof of concept, or a
demonstration

Should you have any question about this document, or would you like some help, please contact:

Benoit Rostagni
Tel: +3317971 84 22
GSM: +33 6 82 88 94 17

email: benoit.rostagni@clickndecide.com

Contact us: E-mail: sales@clickndecide.com Tél: +33 (0)6 71 99 86 60 www.clickndecide.com
Sales Office: 98, route de la Reine - 92100 Boulogne-Bt, France.
To contact your nearest Click&DECIDE partner, click here.



mailto:benoit.rostagni@netreport.fr

m CLiCk&DEC"DE Network & Security Intelligence | Guide

Table of Contents

1. SOft-ApPlIANCE INSTAIALION .......viiiiiiee e e e e e et e e e e e e e e s s et e eeeaeaessasstaeareeeeesansnreees 4
2. Pre-installation CRHECK lIST........ciiiiiiiiii e n e 4
2.1, Hardware ENVIFONMENT ......cocuiiiiiii ittt ettt s e et e s 4
2.2, SOfWAre ENVIFONIMENT .....iiiiiiieiiie ettt a b e s e et nb e re e nne e 4
3. InsStall ClICK & DECIDE = NS ... ..ttt e e e e ettt e e e e e e s nnbe b et e e e e e e e sanbssneeaaaeaeaanns 5
3.1, Turning on the ReqUIred IIS FEALUIES ........uiiiiiiiii ettt et e e b e e 5
3.2, Download and install the Framework .NET 3.5 SPL ..o 5
3.3. Download and extract the Click & DECIDE - NSI SEUD .......coiiiiiiiiiiiiiie it 5
3.4.  The Click and DECIDE - NSI Installation WiIzZard .............ccceiiiiiiiiiiiiiieee e 6
4. Configuration of CliCk&DECIDE NSI DEMO UEVICE .....c.cuuviieiiiiieeiiiiiee ettt 10
4.1, Enter your LICENSE CertifiCALE .......iiiiiiiiieiieii ettt 10
T LI oI {1 6 A D=0 0T IR (=TS A (o o 1 16
5.1, VieW PerfOrmManCe COUNTET ........c.uuiiiiiiiiieiieiie e sttt e sttt et e e sttt st e s e e st e s e e s e e s nnnneees 16
5.2. [T A oo [ 171 e ] o [ PP 18
5.3, Control the database INSEITION.........cocuiiiiiii et e s 18
LT (=T o Yo A 1= 1= = o o 20
6.1. (1T o = L C = Y g F= T L[l =T 0T o N 21
N (=T 010 (= 1= 1A £ 23
7.1. FIreWall FEPOI @NAIYSIS ...ttt e e bbbt e et e et e e s 23
7.2. IPS FEPOI BNAIYSIS. ...ttt e ekt e st e et e 23
7.3. PrOXY rEPOM BNAIYSIS ....eeiiiiieite ettt ettt ettt e e sttt e e s bbbt e e e ab et e e s nb e e e nnnaee s 23
ST [0 VTS (T T PRSP 24
8.1. FIreWall INVESTIGALION ....eiiiiiiiiii ittt et e e st e e nb bt e e st e e s s 24
8.2. IDS/IPS INVESTIGALION ...ttt ettt ettt st e e sttt e e skttt e e e st e e s anbn e e e e nnnnees 26
8.3. PrOXY INVESTIGALION ... ettt e skt e e sttt e e st e e s nbb e e e nnneeeas 29
LS B o [0 Yo 18 [ 01V I e LoV ol R PSPPSR 30
10. EXEICISE SOIULIONS ...ttt e e e et e et e e et e e e e e 31
11. Data and Users available in Click&DECIDE Soft ApplianCe...........cccovvviiiiiiiiiiiiiieeee 32
11.1. Dataavailable in SQL database ..............coovviiiiiiiii 32
11,2, USEIS AVAIIADIE ...t 32
11.2.1. AdMINISIratOr USEI SCIEEN ACCESS: ....uuviiieitiiteaiiieteeaite et e sttt e sttt e st e e e e s b e e e s e e anbe e e e s anneees 32
11.2.2. DemoNSIration USEI SCIEEN GCCESS: ....uutiiitrrtieiuieeeeiiieeeeattet e e sttt e e sttt e e e s atb et eaabe e e abeeeesannees 33
2

Contact us: E-mail: sales@clickndecide.com Tél: +33 (0)6 71 99 86 60 www.clickndecide.com

Sales Office: 98, route de la Reine - 92100 Boulogne-Bt, France.
To contact your nearest Click&DECIDE partner, click here.



m CLiCk&DEC'. DE Network & Security Intelligence | Guide

Contact us: E-mail: sales@clickndecide.com Tél: +33 (0)6 71 99 86 60 www.clickndecide.com
Sales Office: 98, route de la Reine - 92100 Boulogne-Bt, France.
To contact your nearest Click&DECIDE partner, click here.




m CLiCk&DEC"DE Network & Security Intelligence | Guide

1. Soft-Appliance installation

If you are using a Soft Appliance, please refer to the following guide:
Click&DECIDE_NSI_Soft_Appliance_Quick_Installation_Guide

After installation of the soft Appliance, go directly to chapter 4 and validate the DEMO
device installation before using it on your own equipments.

2. Pre-installation check list

2.1. Hardware Environment
The hardware expected to test the solution can be a physical hardware or a logical hardware i.e. a virtual
machine (Microsoft Virtual Server or VmWare).

Configuration expected:

e Single Processor Dual or Quad Core
e 2to4 GbRAM
e 80 Gb usable disk, depending on test volume.

Note that if you use a virtual server, you may experience a lower quality of the response
time due to the virtual disk architecture.

2.2. Software Environment

The software environment expected is server type system. For test purpose, you may also use a workstation
environment:

Systems & Database

e Windows ® 7 32bit

o Microsoft SQL Express 2005 (SP3) 32bit

o Microsoft SQL Express 2008 (SP1) 32bit (preferred to 2005)
e Windows ® 7 64bit

o Microsoft SQL Express 2008 (SP1) 64bit
e Windows ® 2003 (minimum SP2) 32bit

o Microsoft SQL Server 2005 (SP3) 32bit

o Microsoft SQL Express 2005
e Windows ® 2008 (minimum SP1) 32bit

o Microsoft SQL Server 2008 (SP1) 32bit
e Windows ® 2008 (minimum SP1) 64bit

o Microsoft SQL Server 2008 (SP1) 64bit

Note that if you use Microsoft SQL Express 2005, you will be limited in concurrent access to
the database and also in quantity of data for your tests (less than 500.000 EPD [Event Per

Day]).

e Other Software requested:
o Adobe Acrobat Reader (Minimum v7)

Contact us: E-mail: sales@clickndecide.com Tél: +33 (0)6 71 99 86 60 www.clickndecide.com
Sales Office: 98, route de la Reine - 92100 Boulogne-Bt, France.
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o IS (Internet Information Service)
o Internet Explorer 7.0 (Minimum SP1) or higher version of IE
o Framework .NET 3.5 (Minimum SP1)
IIS must be installed before .NET
If not, or if you are not sure, please run the following command for the .NET directory:
.NET Directory: C:\Windows\Microsoft.NET\Framework\v2.0.50727
Command to run: aspnet_regiis —i

3. Install Click & DECIDE - NSI

Note: the operations described in this article require a full access to the computer. Be sure
to be logged as an Administrator.

3.1. Turning on the Required IIS Features

IIS is a Windows feature, to launch the Turn Windows Features On or Off module please follow the steps
below:

Select Start> Control Panel.
Click Programs and Features.
Click Turn Windows Features On or Off
Select the following Internet Information Services features:
Web Management Tools
a. 1S Management Console
b. [IS Management Scripts and Tools
c. lIS Management Service
6. World Wild Web Services
a. Applications Development Features
i. ASP.NET
i. ASP
b. Security
i. Basic Authentication
ii. Windows Authentication

uhwNE

7. Click OK

3.2. Download and install the Framework .NET 3.5 SP1

Click&DECIDE need the Framework .NET to work properly. We recommend you to install the latest version
before installing Click&DECIDE. Follow the link and install the framework:

http://www.microsoft.com/downloads/details.aspx?familyid=AB99342F-5D1A-413D-8319-
81DA479AB0OD7&displaylang=en

3.3. Download and extract the Click & DECIDE - NSl setup

1. Check that you have downloaded the latest version of Click & DECIDE NSI. If you are not sure, please
download the lastest release of Click & DECIDE from our web site:
http://license.clickndecide.com/downloads/cndnsi_reguest.aspx
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2. Download from the received email Ilink, the latest release of Click&DECIDE.
From: sales@dickndedde.com Sent: Wed 12/05/2010 17:06
To: Benoit
Cc
Subject: Your Click & DECIDE - MSI Evaluation License

-] Message | || license.d7 cert (2 KE)

Dear SirfMadam.

Ty

Many thanks for registering for the Click & DECIDE - NSl

About the License Certificate
» Please find your Evaluation License in the attached license.d7cert file.

Downloading Click & DECIDE - NSI
You can download Click & DECIDE - NSI here:

http-/fwww clickndecide com/downloads/evalsetup/CnD-NS1.10.01.02 exe

3. Save the license file on the disk.

4. Choose where you want to extract the files required for the installation.

&t Click and DEGDE - Network Security Intelligence - InstallShield Wizard

Location to Save Files
Where would vou like to save vour files?

Flease enter the Folder where you want these files saved. IF the Folder does nat
exisk, it will be created for wou. To continue, click Mext,

Save files in Folder:

1 Program FilesiClick and DECIDEY

Change... |

Installshield

= Back Mext = Cancel

5. Click Next.

6. Wait for the extraction to complete. The Click and DECIDE - NSl Installation Wizard will launch.

3.4. The Click and DECIDE - NSI Installation Wizard

1. If you have any prerequisites, click Install to install them.

2. Onthe Welcome to Installshield Wizard for Click and DECIDE - NSl dialog, click Next.
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3. Onthe License Agreement dialog, read the license agreement and select | accept the terms in the
license agreement to continue.

i'é'n Click and DECIDE NSI - Installation Wizard

License Agreement m

Please read the Following license agreement carefully, Click&DE

IF YOU PROCEED WITH THE SETUP PROCEDURE OR. USE THE SOFTWARE (OF. AUTHORIZE
&MY OTHER PERSOM TO DO S0}, YOU ACCEPT THE TERMS AMND COMDITICONS OF THE
LICEMSE AGREEMEMT. IF ¥OU DO NOT AGREE WITH THE TERMS OF THE LICENSE
BGREEMEMT, SIGMIFY YOUR DECISION BY CLICKING THE "MO" BUTTORN AMND RETURM THIS
PRODUCT (including all materials) WITH YOUR RECEIPT TO THE PLACE FROM WHICH ¥oU
(OBTAIMED IT WITHIN THIRTY DAYS FOR & FULL REFUMD.

FLEASE READ CAREFULLY THE FOLLOMWIMG LICEMSE AGREEMENT BEFORE ¥OU CONTINUE, ﬂ

NETREPORT SOFTWARE LICENSE AGREEMENT

1.LICENSE. NETREPORT 54 Company grants wou the right to use the METREPORT software
programs conkained in this package (the "SOFTWARE™) on a single computer. The
SOFTWARE consists of several oroarams and is licensed as a sinale oroduct, The ﬂ

& 1 accept the terms in the license agreement:

€ 1 do not accept the terms in the license agreement

Install=hield

= Back I Mext = I Cancel

4. Click Next.

5. On the Destination Folder dialog, select a folder on a partition with enough hard disk space. See
recommendations:

i'é'- Click and DECIDE NSI - Installation Wizard

Destination Folder m

Click Mext to install ko this Folder, or click Change to install o a C o R
different Folder. Click&DEC:

G Install Click and DECIDE MSI ka:
C:\Program Files\Click and DECIDEY change... |

InstallShield
= Back Cancel
6. Click Next.
Contact us: E-mail: Tél: +33 (0)6 71 99 86 60 www.clickndecide.com

Sales Office: 98, route de la Reine - 92100 Boulogne-Bt, France.
To contact your nearest Click& partner,


http://www.clickndecide.com/downloads/WebDoc/Support/ClicknDECiDE_NSI_Database_Archive_Disk_Size.zip
http://www.clickndecide.com/downloads/WebDoc/Support/ClicknDECiDE_NSI_Database_Archive_Disk_Size.zip

— —

o - == t = § . . .
( L &Ir? » i ."’“' g J ."— Network & Security Intelligence | Guide
IC e e S 1 eV b

7. Onthe Setup Type dialog, choose Click and DECIDE NSI Typical Solution.

i'-_w!;" Click and DECIDE NSI - Installation Wizard

Setup Type
Choose the setup bype that best suits vour needs, Clichk&D

Please select a setup kype.

Ol LClick and DECIDE NSI Typical Solution:
Install all the necessary Click and DECIDE Metwark Security
Intelligence components awvailable For vour machine.

" Custom

Chaoaose which pragram Features you want installed. Recommendad
for adwanced users.

Installshield
= Back | Mexk = I Cancel
8. Click Next.
9. Click Install.

10. Wait for the installation to complete.
11. On the Installshield Wizard Completed dialog, Click Finish.

i'-.%‘ Click and DECIDE NSI - Installation Wizard

InstallShield Wizard Completed

The Installshield Wizard has successfully installed Click and
DECIDE MSI. Click Finish to exit the wizard,

Click and DECIDE setup will now launch the Click and DECIDE
MSI Configurator, IF wou are instaling Click and DECIDE MSI For
the first time, it is recommended khat you run the Click and
DECIDE MSI Configuratar at least once.

< Back Cancel |

12. The installation asks for a reboot. Save all your documents and close all your application and click Yes.

i'-.‘!rl' Click and DECIDE NSI Installer Information [ <]

changes made to Click and DECIDE MSI bo take effect.
Click Yes to restart now or Mo if vou plan to reskart
later,

& ‘ou musk restart your system For the configuration

Congratulation, the installation is now finished!
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4. Configuration of Click&DECIDE NSI Demo device

4.1. Enter your License Certificate
1. After rebooting your machine, the Log Source Configuration launches and asks for a License
Certificate.
Click and DECIDE Configurator - License Certificate
ﬂ |'-' ~ NoLicense installed for Click and DECIDE. ;I
A ‘B Please contact vour supplier to receive the appropriate license
= ceificate.

=
Cancel LChange... | Help |

2. Click Change...

3. Select the License Certificate we sent you for Click & DECIDE - NSI 10.1.2.

Click and DECIDE Configurator - License Certificate

FII-' This Cerificate was delivered to: ;l
L% mn MET REPORT
This License authorizes you to use version of.
Click and DECIDE - for NSI Enterprise
Business Application Intelligence
Enterprise Edition w10.1

Builder 1 CALusers)
WehPortal A CAL user(s)
WiehPortal A Concurrent user(sifClient Access)
Scheduled Tasks fes
FProject Types MEI Projects (Execite oniy)

Maintenance Agreement  Valid until 13172011
Hetwork & Security Intelligence
Enterprisze w101
Daily Records 200000
Maintenance Agreement  Valid until 1/31/2011

This Certificate will expire on:1/31/2011
Internal Use Only

Ok Cancel

Contact us: E-mail: sales@clickndecide.com Tél: +33 (0)6 71 99 86 60 www.clickndecide.com
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To contact your nearest Click&DECIDE partner, click here.

10



m CLiCk& DEC"DE Network & Security Intelligence | Guide

4. Click OK.

5. Select the Demo device

:' Click and DECIDE - Demo Usage Configurator I
~ Device Type Installed
Type| Mumnber of Devices | add
LChange...
Click and DECIDE - Demo Usage Configurator - Add Device [ x| I
Select the device type that you want to add.
~1 -
Device Type | Category = ]
Aladdin eSafe E-mail Content Filtering
—  |Aladdin eSafe vB.2 Content Filtering —
—1 |&pache Web Site -
ARKOOM Metwark Security Firewall; Prosy; Intrugion Prevention System b
Blue Coat Prasy; Content Filtering ]
L |Check Point [Real Time) Firewal [
_« |Check Paint Fireweall [Command Line Flat File]  Fireweal |
' |Check Point Firewall [GUI Flat File) Firewaall
Check Paint Syzlog UTH Firewaall ]
Cizco Firevealls Firgveall
~ | Cizgco lronPort-C Content Filkering; E-mail B
Y | Cisco lronPort-5 Prowy u
Clavister Firgveall
Dema
~1 -
oK I Cancel | Help | ]
~License Certificate
J | Miew or update your curent Click and DECIDE License Certificate. .
LN

QK | Cancel Apply | Help |

6. Click Ok and OK again, than Finish.
7. Click Settings... in the Network section.

8. Configure the section by adding :
a. A single DMZ web server at IP 194.206.126.204
b. A public DMZ network 192.168.2.0 / 255.255.255.0
c. If you are connected to internet, and only if you wish to view the IP resolution, you may
Enable the Global Reverse DNS resolution

11
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Click and DECIDE - Demo Usage Configurator - Network Change [ |
Tupe From Type Mame oK
[snGLE  |[194.205.126.204 [DMz  x|[webServer Cancel

Irtemal

Pl

Help

euternal [P Address

Click and DECIDE - Ddemo Usage Configurator - Network Connection Settings

q' :.’ Fram | TofMask I Mame | Add...
194.206.126.204 DMZ ‘webServer
192168.2.0 255,255.255.0 DMZ Public Change... |
192168.0.0 192.168.255.255  Internal 192
100,00 10256285255 Intemal 10 Bemaove |
17216.0.0 17231.285.2585  Internal 172
127.0.01 Local host
25h.255.265.255 Broadcast I e Up |
0000 2R5.250.255.254  External
Move Down |

¥ Enable Global Feverse DNS

Wwaming: gelecting to Enable Global Reverse DMS may cause a diop in the performance of the
Filter Engine and an overload of your netwaork traffic.

ak. Cancel Help

9. Click OK.
10. Click Settings... in the Database section.

11. Select your database and test your database connection.

Note: Click and DECIDE - NSI uses Windows Authentication to connect to the database. For
aremote database connection, additional steps are required. Please refer to the Knowledge
Base Article: How to Connect to Remote SQL Server at:
http://www.clickndecide.com/downloads/WebDoc/CnDRnD/KBA/KBA200 How_to Connect to Re
mote SQL_Server.pdf

Contact us: E-mail: sales@clickndecide.com Tél: +33 (0)6 71 99 86 60 www.clickndecide.com
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12. Note that the Log Source Configuration tool will perform an update of your database.

Click and DECIDE - Demo Usage Configurator - Database Settings

;;_; ~ Database Connection Settings
il Fleaze uze only Caze Inzenzitive settings.

D atabaze Server: ILocaI SOL Server ﬂ

Semver Mame: INETHEPUHT-SHV1

Server Instance: IMSSQLSEHVEH ﬂ
~ Login

Windows Ll zer INT ALTHORITY Local System
Test
Password: I

~Database Update Setting
Configure the update settings for the

¥ Update Database
I Delete existing data

. N
" ]_J Successful Database connection.

~Database Time Zone Set
[~ Use UTC offzet [Coordinated Universal Time]

Time Zone: I [GMT+01:00) Brussels, Copenhagen, Madrnd, Paris j
v Adijust for Daylight Saving Time [D5T)

Powsred by Click. and DECDE Ok Cancel Heb |

13. Click OK.
14. Click Settings... in the Scheduled Tasks section.

15. Configure the purge parameters and the start time of the Click & DECIDE - NSI scheduled task.

Click and DECIDE - for NSI Enterprise Configurator - Tasks Scheduling

— Scheduling

Rur the Congolidation, Aggregation, Purge and Repart Tasks evernday at I fo0:00 aM =

— Purge Setting
Detailed Data Agagregated D ata
™ Delete all data after reatment, Keep last IBZ E days of data.

+ Keeplast I? E daysz. Keep last |12 E manths of data.

QK. I Cancel | Help

16. Click OK.
17. Click Settings... in the Web Portal section.

18. Select Click and DECIDE Authentication.

Contact us: E-mail: sales@clickndecide.com Tél: +33 (0)6 71 99 86 60 www.clickndecide.com
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19. Enter your SMTP server as well as the email address for mail alerts.

Click and DECIDE - For NSI Enterprise Configurator - Web Portal Settings

S web Portal duthentication Mode

 Wwindows Authentication

& Click and DECIDE Authentication

— Mail Server [SMTP)

srnbp.cormpany. con’i Test |

— Mail Action Setting

Enter the e-mail addresses to uge ko send Click and DECIDE alerts.

B Insi@compan}l.com

To: Iadmin@company.com

0k I Cancel Help

20. Click OK.
21. Click Settings... in the Log Archive section.

22. Configure your Log Archive settings. A simple “All Logs” configuration can be set-up as shown:

Contact us: E-mail: sales@clickndecide.com Tél: +33 (0)6 71 99 86 60 www.clickndecide.com
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Click and DECIDE - Demo Usage Configurator - Log Archive Settings

@ — Log Storage Settings

n Log Storage generates files in Mative and/ar Enriched C5% Format for temporary storage before they are archived by the Log
: Wault. Log Storage does not treat ather Flat File Logs which can be directly archived in the Archive Directaony.

ZMETREFDRT_STORAGE? Environment Vanable: | C:\MetReportStorage J

The enviranment variable defines the default directary for the log storage actions.

— Log ¥ault General Settings
Werifies data integrity, compresses and encrypts logs for long-term archival

Archive Directony: « C:WMetR eportdrchives J

Archive Files from ZNETREPORT_STORAGE % Directory Older than |2_ I Day(s) "l
Archive Other Flat File Logs fram Elsewhers Qlder than |2_ IDE'}'[S] vl

& Allow reaktime archival " Archive everpday at |12:EIEI:DD Abd ﬁ

¥ Purge Archive Files Older than I‘I_ IYea[[s] 'I

[~ Allow User ta Delete
1=t il Click and DECIDE - Demo Usage Configurator - Add Device Logs to Archive
Encry

— General
: Configuration M arme: IA" Logd
~ Device L
To enab Spied Dirsstan: « XMETREPORT_STORAGEX j
the: fallay
File Mame: I”-’e
Caonfigur. dd... |
— Security
Brige.. |
¥V Verify Data Integrity
Emove
¥ Encrypt Data —I
—Archive
Select : [~ Transfer Archive File
Alter files have been archived via the Log Y ault, you can move them to another location via
local copy or FTP transfer.
Archive File Transfer dizabled. Settings... I

0K I Cancel Help | Help |

23. Click OK.
24. Click OK to apply your configuration.

25. Confirm your choice and wait for the Log Source Configuration tool to complete the process.

26. Close the Log Source Configuration.
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5. Run the first Demo test logs

5.1. View Performance counter

1. Start the log treatment.

2. Open the Performance Counters: Start>Administrative Tools>Performance.

3. Click the + in the toolbar.

4. Select the NetReport Filter Engine Performance object and select All counters.

Add Counters E |

i~ Usze Jocal computer counters
¥ Select counters from computer:

[\“RRO-W2003-32 |
Perfarmance object;
INetH eport Filker Engine j
: " Al instances
i~ Select counters from list ¥ Select instances from list:
# nelf proceszszed MetReport Filker Engine

# aof nelf in ermor guele
# of nelf in queus
Rate of nelf proceszed

Add E=plain
Cloze |
5. Click Add.
6. Click Close.

7. Save the performance Counter on your Desktop under the name
ClicknDECIDE Perfmon

16
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8. Check that you don’t have any nelrf (Click And DECIDE events) in the error queue.

[l Performance

@ File  Action Wiew Favorites  Window  Help |_|ﬁ’|5|
- = | | E2

1000
00
a0

400

200 f\

Lask 0 Average 0 Minirnurn 0 Maximum ]

Dt ation 1:40

Calor I Scale I Counker I Instance I Parent I Cbject I C I |
1.000  # nelf processed MetReport Filker Engine - MetReport Filker Engine 3.,
1,000 4 of nelrf in error guede MetReport Filker Enoine NetReport Filker Engine ..,
1.000  # of nelf in queue MNetReport Filker Engine - MNetReport Filker Engine 4.,

1.000  Rate of nelrf processed MNetReport Filker Engine - MNetReport Filker Engine 4.,

Note: the engine queues are stored in the folder C:\Program Files\Click and
DECIDE\NSI\Error agent Storage. You can modify the destination of these files by changing
the registry value:
HKEY_LOCAL_MACHINE\SOFTWARE\NetReport\MC\Agents\Error\StoragePath.

You have to restart the Click & DECIDE Filter Engine service after any change

Note that the “rate of nelrf processed” varies from an average of 100 to more than 5.000 depending on
hardware (processors, numbers of cores, memory and HD speed) and also the software (windows 7, 2003,
2008, architecture 32b or 64b, MS SQL express, standard, enterprise... and also 2005 — 2008...)
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5.2.

Log Acquisition

1. Open an disk explorer to the directory

D:\Program Files\Click and DECIDE\NSI\Logs\Engine\Flatfile\Demo

2. Copy and paste the 3 files into new files name

Mame

= 1-ips.csv

2 - firewall.csv

L 3 - proxycsy

. Copy ofl - ips.csv

| Copy of 2 - firewall.csv

| Copy of 3 - proxy.csv

Check with the Performance Counter that log are processed

Date modified Type

20/05/2009 14:27 CSV File
20/05/2009 14:27 CSV File
20/05/2009 14:27 CSV File
20/05/2009 14:27 CSV File
20/05/2009 14:27 CSV File
20/05/2009 14:27 CSV File

Size

31 KB
820 KB
3,935 KB
31 KB
820 KB
3,935 KB

You will get information there in the 10 second following the copy of the files.

5.3.

Control the database insertion

Open Web Portal: Start>All Programs>Click and DECIiDE>Web Portal.

m CLiCk& DEC;DE Network & Security Intelligence | Guide

If not in windows authentication mode, login as a member of NetReport Admin group, in Click&DECIDE

authentication mode.

The default ID/PWD is admin/admin

Navigate to NSI Utilities/Database Status.

Open the project for the category of the log you have acquired. For example: Firewall Statistics

Utilities.

f_ Click and DECIDE Web Portal - Menus - Windows Internet Explorer

m - |g, hittp: flocalhost | dvwebMenu, aspa:

{;- Favorites

=l &ll4 | x| o s

(€ Click and DECIDE Web Partal - Menus | |

Wieh Server Configuration
MEHLES

=MSI Reports and Analysis  ¢F
= SJNsT Utilities
= G Database Status
{MFirawall Statistics Utilities
™ Click and DECIDE Audit
@F‘mxv Statistics Utilities
%NSI Alert Management
Scheduled Tasks & Tasks
wieb Part Configuration

Cortent Builder
Wb Server Adrministration

@D Click&DECIDE

Firewall Statistics Utilities

1 - Selected Record Detais

2 - Murnber of Records in the Firewall Tables

3 - Address Definition Managernent

4 - Firewal Aggregation Process Status

Size Modification

0 1/21/2010 S:14:15 PM 9/2/2004 10:43:08 AM

o o o

Creation

1212010 S:20:02 P 9/2/2004 10:43:08 AM
1212010 4:.07:29 PM 9/2/2004 10:43:08 AM
4§28{2010 4:57:31 PM  9/2/2004 10:43:08 AM

Contact us: E-mail: sales@clickndecide.com Tél: +33 (0)6 71 99 86 60
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6. Enter the time interval corresponding to the date of your logs. For example, if you are parsing logs from
10 days ago, enter 10 in the first text box.

(_ Click and DECIDE Web Portal - Menus - Windows Internet Explorer

@\1-._;‘ - |g, btk flocalhaost dwebMenu, aspe j |E| |§| |z| Ib Eing |EE|

5. Favorites (@ Click and DECIDE Web Portal - Menus | |

@M CLick&DECIDE

Web Server Configuration A @ Parameters ] Fesult Both
Menus
2 - Murnber of Records in the Firewall Tables
- i
3
= ENSI Reports and Analysis [ From: Today - X days |1U|

= SJNsI Utilities

=l G2 Database Status ] VBB Ve 57 1 CEijs I

OFirewal Statistics Utilities | 0 Start time: [5/6/2009 12:00:00 AM
™ Click and DECIDE Audit v Stop time: |5,r5,r2010 11:52:59 P
™ Prowy Statistics Utilitias = Frewalp (tonore for al): [[50n b
SNsI Alert Management )
Scheduled Tasks & Tasks Output Format: & poF Run =] |%.’!

wieh Part Configuration
Cortent Builder
Wb Server Adrministration

7. Click Run.

% Click and DECIDE Web Portal - Menus - Windows Internet Explorer
@3 - IE, hiktp: f flacalhostdvweb/Menu, aspe: j |E| |§| |g| Ib Bing |P '|

32 Favarites ,& Click and DECIDE Web Partal - Menus

Weh Server Canfiguration o 4 @& parameters Result ] Bath =
MEHUS
2 - Murmnber of Recards in the Firewall Tables
SIMSI Reports and Analysis  ¢F
= & Database Status -
@:Irewa" StatIStlcs Utllltles This report presents the tolal number of records exiséing In the diferent tables from the oidest fo the most recent date and e with the:
@Ch[k and DEC|DE ,e\ud|t agoregation siatus associated from within e Wednesday May 6, 00:00:00 AM unill e Thursday May &, 2010 at 115559 FM
Raw
™ Prowy Statistics Utilities e T R [mmm—— e
=MSI Alert Management — i o - -
Scheduled Tasks & Tasks e o e = e iz
Weh Part Configuration JR— [ —— . e
Content Buider JR— o P . JRe—
Web Server Admiristration
o e 1 oy
9 owing
BLEM wn}
1 o)
3 mownd
T8 i)
| | |
Fragot printas cn Trumcuy a8, 2090 1048 Omstboart crued W @ SICRIDECOE Fagn i =

8. Check that logs are inserted into the rawdata table.
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6. Report Generation

Reports are generated automatically at 1 AM. To speed up the process, we will force an immediate task that

will generate the Dashboards.

1. Open the Scheduled Tasks panel: Start>Control Panel>Scheduled Tasks.

2. Right Click on Click and DECIDE Scheduled Dashboards and select Run.

(& Scheduled Tasks Hi=] E3
File Edit ‘Wiew Favorites Tools Adwapced  Help | a"
() Back ~ £ - _?‘ |}:JSearch [ Folders | B @y X i) | G-
Address Iﬁ Scheduled Tasks j G
Hame = I Schedule | Mexk Run Time | Laskt Fu,.. | Skatus I Last Result I
|2 add scheduled Task
0 AM,..  100:00AM ... Mever Ox0
&l Furge Alerts Tables Endask 3AM... L2300 AM ... Never 0x0
aSQL Firewall Alert d Disabled Mever 0x0
Cub
Copy
Delete
Renarne
Properties
‘| | i

3. Wait for the task to complete (it may take some time depending on the volume of your logs).

(& scheduled Tasks [_ (3] x|

File Edit Wew Fawvaorites Tools Advanced Help | a‘r
DBk - &3 - (T | ) Search [ Folders | & @ X ) | (-

Address Im Scheduled Tasks j Go
Mame = | Schedule | Mext Run Time | Last R, .. | Skatus | Last Result |
|21 £dd scheduled Task

k and DECIDE (CralNa feEC e Tin i AF 1:00 AM,.. 1:00:00 AM ... S:01:41... Running 00

&I Purge Alerts Tables Ab 123 AM.,. 1:23:00AM ... Mever 0x0
ZS0L Firewall Alert Cisabled Disabled Mewver 0x0
4| | i

4. Return to Web Portal (see Chapter 5.3).

5. Navigate to NSI Reports and Analysis/Published Report.

Contact us: E-mail: sales@clickndecide.com Tél: +33 (0)6 71 99 86 60
Sales Office: 98, route de la Reine - 92100 Boulogne-Bt, France.
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6. Select the category of the log you have acquired. For example: Firewall.

(_‘T_Iﬂil:k and DECIDE Web Portal - Menus - Windows Internet Explorer
G—G - Iﬁ, hitep: flacalkost/dvwebiMenu. aspo j |E| |E| |£| Ib EBing |}J = |

5.y Favorites @ Click and DECIDE Web Portal - Menus | |

@M Click&DECIDE

¥eb Server Configuration Firewall Size Modification Creation
Menus
= Erewall Daly_ 100505 164,630 5/6/2010 5:02:25 PM 5/6/2010 5:02:23 PM

= E3NST Reports and Analysis  YF
= & Published Reports
CFireseall
LA Prosy
(&2 Dynarnic Reports
@i Forensic Analysis
&My Projects
= E3NST Utities
= && Database Status
™ Firewrall Statistics Utilitiss
™ Click and DECIDE Audit
@Proxv Statistics Utilities
%NSI Alert Managemert
Scheduled Tasks & Tazks
wish Part Configuration

Content Builder
web Server Administration

7. Check that a report has been generated. If you have inserted yesterday’s logs, the reports should contain
some data.

Note: the DEMO device is always generating logs at YESTERDAY.

8. Look at other reports generated with the demo devices: IDS/IPS report and Proxy Reports.
6.1. Generate a Dynamic Report
Generate a Dynamic Report by user on yesterday
1. Open the Web Portal (see Chapter 5.3).
2. Navigate to NSI Reports = Dynamic Reports = Report Book for the Proxy Daily Reports
3. Select the Yesterday

4. Select the Report by User?
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5. Run the report in PDF

A g @ Result Both Report Book for the Proxy Daily Reports

['] Select the Period or Other for a Date:
Yegterday
]
[/] Select the Date (if Other selected): §/2/2010 @I
Proxy? (Ignore for all): |IGNORE | |ma|
IP Scurce? (Ignore for all): |IGNORE | |
IP Scurce beginning with? (enter the first characters or full value): |IGNORE ||!|
Destination? (Ignore for all): |IGNORE | ma|
[/] Anocnymous User? |Nc ||!|
User? (Ignore for all): |IGNORE ||!|
User Group beginning with? (enter the first characters or full name): |IGNORE | )
[/] Report by IP Address or by User?
User
o
Top M Visited Domain? 30 ||
Top M Visited Domain by User or IP Address? 5 =
Top M User or IP Address by Visited Domain? 5 gl
Top M Users? 30 |
Top M Status? 10 L]
Top M Search Engine? 10 |
Top M Keywords? 10 |
Top M Countries? 10 L]
Top M Operating Systems? 10 |
Top N Browsers? 10 |
Top M Visited Categories? 10 |m|
Top M User or IP Address by Category? S ma|
Top M Category by User or IP Address? 5 ]
Output Format: @ PDF () HTML el s
Contact us: E-mail: sales@clickndecide.com Tél: +33 (0)6 71 99 86 60 www.clickndecide.com
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7. Report analysis

7.1. Firewall report analysis

Find in the report:

The unwanted accepted service (a)?

The targeted Network Area of the unwanted accepted service (b)?

At what time was the peak of block traffic (c)?

What is the most used rule (d)?

What % of the traffic in KB the top 1 Accepted Internal User is using (e)?

Is this number [e] normal (f)?

A non-resolved IP spend 37:44 minutes getting inside your network. Where it came from (g)?
An incoming IP was blocked more than 30% of total blocks hit. What is the organization name we
need to contact in case of legal action (h)?

e A port scan was done. From witch IP? How many hit? How many distinct services (i)?

7.2. IPS report analysis

Find in the report:
e What is the top attack detected (j)?

e Was it an incoming- outgoing or internal attack (k)?

e Was it blocked (I)?

e At what time did the only inbound blocked attack occurs (m)?
e Whatwas it (n)?

7.3. Proxy report analysis

Find in the report:

His the Proxy Filtered Traffic - Hourly Activity normal (0)?
To witch user belongs the PC that stay ON all night (p)?
Percentage of the most visited domain (q)?

Most active Internet user and % of the total hit (r)?

Is it a normal % (s)?

Who are the users that are using the most the internet (t)?
Are they professional or personal web access (u)?
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8. Investigation

With our Cube investigation tool, you can manipulate data to solve problems, find answers to direct questions,
and discover abnormal behavior.

8.1. Firewall investigation

Generate a Dynamic Cube by user on yesterday

1. Open the Web Portal (see Chapter 5.3).

2. Navigate to NSI Reports = Forensic Analysis = Firewall Cubes = Firewall Cube on Detailed

Information

you can either select Daily cubes to have several days or Monthly Cube to manipulate a full month of

data.

3. Select the firewall you want (or Ignore for all), and do the same for all other filters

G}E&ﬁ Result

Select the Period or Other for a Date: |"r’estercla~.-'

Start Date and Time (Inclusive):
End Date and Time (Inclusive):
Firewall? (Ignore for all):

Service? (Ignere for all):

Source? (Ignore for all):
Destination? (Ignaore for all):
Source Area? (Ignore for all):
Destination Area? (Ignore for all):

Action? (Ignore for all):

Output Format: @ HTML H|

4. Run the Cube.

5. Use the Field List Button to show available pivot table dimension to manipulate the data

OUDBICI'ISI'II
g | 2} 2}
Firewall Cube on De

DATE YYYY MM DD HH ~
AllYYYY MM DD HH

Both Firewall Cube on Detaile
|inal
6/2/2010 12:00:00 AM |E|
6/2/201011:59:59 PM |g|

[16MORE ™
[15MORE | |nal
[15MORE | inal
[15MORE I™
[15MORE | |nal
[15MORE | inal

)

B External B External
& Internal 172
& Internal 192

Bl Internal 192 B External
& Internal 172

Source Net Area ~ Destination Net Area ~

Action Group ~
Accepted
Hits

Blocked
Hits
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Al Z e
6. With the manipulation of sort 24 &l icon, top x ‘ﬁ# icon, drag and drop of dimension E try to
view the following :
a. Top 25 services by top 10 Rules and Action Group

Firewall Cube on Detailed Information (limited to 100 000 records)
DATE YYYY MM DD HH -
AllYYYY MM DD HH

—mule > |An:tion Group v|

B0 &1 82 =3 B4 Grand Total

Accepted Blocked Accepted Blocked
Service ~ Hits Hits Hits Hits Hits Hits Hits
80 4 9,005 100 9109
53 1,273 25 1,298
0 24 419 563 1,006
25 51 244 295
443 1 65 2 68
23 6 6
137 5 5

Check also the graphic view.

b. Identify the Ports scan user and check the hour of the scan :

Firewall Cube on Detailed Information (limited to 100 000 records)

Source hierarchy ~
62.210.136.135
Action Group ~ Rule ~
B Accepted = Blocked Grand Total
1 4
Country Source v |Service ¥ |DATE - |Hits Hits Hits
BFR 2100 19/01/2010 01:49:00 -
=101 19/01/2010 01:43:00 d 1
= 102 19/01/2010 01:43:00 1_]F

c. Draw a graph with the top 10 country entering the firewall.
Separate the graph by status

Cuhe | Chart

S| BT >-a@B% |2 iE Eald

Firewall Cube on Detailed Information (limited to 100 00D records)

Source hierarchy ~

External

Action Group =

Accepted Blocked Grand Total
Country Source ~ |Hits
FR 354
LS 3
Hu
CHM 20
DE
IT
RU 1
El 3
Ty 1
Grand Total 382

Multiple Graph View
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» Cube Chaﬂl

Rl o[ XEFE B> =22= | FEa |0

Firewall Cube on Detailed Information

Hits

Accepted Blocked

8.2. IDS/IPS investigation

Generate a Dynamic Cube by IP on yesterday

1. Open the Web Portal (see Chapter 5.3).

2. Navigate to NSI Reports = Forensic Analysis = IPS Cubes = IPS Cube on Detailed Information
you can either select Daily cubes to have several days or Monthly Cube to manipulate a full month of

data.

3. Select the IPS you want (or Ignore for all), and do the same for all other filters

f:fl % Pararneters ] Result Both IPS Cube on Detailed Information {limited o 100 000 records)
Select the Period ar Other for a Date: |Yesterday =
Start Date and Time {Inclusive): 6422010 12:00:00 A8
End Date and Tirme Jnclusive): /272010 11;59:59 PA
IP5? (Ignore for all):
I3 _MPL
V1]
[] Sourcer Ignore far all): |IGNORE || aal
[] Destination? (gnore for all): |IGNORE || ol

Output Farmat: @ HThL |&_h |%_h

4. Run the Cube.
5. Use the Field List Button to show available pivot table dimension to manipulate the data
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J IPS Cube on Detailed Information {limited to 100 000 records)

CubelChaﬂl
S E | 4 H[E T s @ %

Date YY¥Y MM DD HH ~ Date Detailed ~
AlYYYY WM DD HH All Detailed

E| % 580

Blocked

Attack Category ~ |Attack ID| Count

Action Group ~ |Action
Accepted

nethios 20

Denial of Service 1
web-misc

Al Z Tea
6. With the manipulation of sort 2} &l icon, top X ‘ﬁ# icon, drag and drop of dimension E try to

view the following :

PuotTableField Lt @

Drag items to the PivotTable list

|:|... Action hierarchy
[#-[5] Attack hierarchy
[-{F] Country Destination
(-{F] Country Saurce
[#-[5] Date Detailed
&-[Z] Date YY¥Y MM DD HH
[]... Destination hierarchy
[-[Z] 1P Product
&1-{F] origin
-5 Protocal
-[F] Service
B-[F] severity
-5 Source Port
&1-{F] Saurce hierarchy

| Add to | |R0w Area -

a. Select the external source, dangerous Attack Category (Denial of Service, netbios, web-miscTop)

and see who’s internal target was and at what time

Drop Filter Fields Here

Action Group ~ |Action

Blocked

|Attack Name

Attack Category ~ |Attack ID

IP Source ~ IP Destination ~ |Date ~ |Count

Accepted

Count

BE166.111.102.220 ©1192.168.0.3

19/01/2010 19:14:00

B166.11.102.220 |©192.168.0.52

19/01/2010 15:13:00

ENEIET I RN 5 FGT101974314
Bl nethios B FGT102035558
B web-misc B FGT103350561

B1216.52.17.116 |@192.168.0.52

19/01/2010 15:00:00

1
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b. Check if the target did an attack after the potential successful attack

Date YYYY MM DD HH |~

CEJle=),

Date selection: and field selection:

Cube | Chart

Ol

Date YYYY MM DD HH +
(Multiple ltems)

S E % | Ea|E

Action Group - |Action|
Blocked Accepted

IP Source  ~ Attack Cateyory ~ |Attack ID |Attack Name IP Destination = Date - |Count Count
E192.168.0.52 [ENEELE B FGT102039613 C y NHKLM E192.168.0.201 |19/01/2010 15:09:00
19/01/2010 15:16:00
19/01/2010 15:21:00
19/01/2010 15:33:00
19/01/2010 15:41:00
19/01/2010 16:34:00
19/01/2010 16:35:00
19/01/2010 16:43:00
19/01/2010 16:53:00
19/01/2010 17:23:00
19/01/2010 17:24:00
18/01/2010 17:28:00
19/01/2010 17:48:00
19/01/2010 18:12:00
19/01/2010 18:37:00
19/01/2010 13:01:00
19/01/2010 19:26:00
19/01/2010 13:50:00
19/01/2010 20:15:00
19/01/2010 20:52:00
19/01/2010 21:28:00
19/01/2010 21:29:00
19/01/2010 21:53:00
19/01/2010 22:17:00
19/01/2010 22:42:00
19/01/2010 23:06:00
19/01/2010 23:31:00
B FGT102032615 H nurr ) - B182.168.0.201 |18/01/2010 18:05:00
E192.1668.0.204 |19/01,2010 18:02:00
13/01/2010 18:07:00
E1192.1668.0.59  |19/01,2010 19:06:00
E1192.168.0.87  |19/01/2010 16:05:00
19/01/2010 16:06:00

BI RO BRI KD R = = RI KD R RD KD R BRI RO R = = RO RD = = BRI RD R R

icmp

| I I

h o=

Grand Total

There are a lot of internal attacks after the first external one!
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8.3. Proxy investigation

Generate a Dynamic Cube by user on yesterday
1. Open the Web Portal (see Chapter 5.3).

2. Navigate to NSI Reports =» Forensic Analysis = Proxy Cubes = Proxy Cube on Detailed
Information by User

you can either select Daily cubes to have several days or Monthly Cube to manipulate a full month of
data.

3. Select the proxy you want (or Ignore for all), and do the same for all other filters

G& % m Result Both Prozy Cube on Detailed Information by User (Limited to 100 000 records)
[7] Select the Period or Other for a Date: |Yesterday |

||
[ Start Date and Tirme Jnclusive): 64242010 12:00:00 L84 Iﬁﬁ‘l
|| End Date and Time (nclusivel: 6422010 11:59:59 PM Iﬁﬁ"l
Proceyt Ignore for all): FII-MPL

IronPort-3

SG-HTTP-Service
Source? (Ignore for all): |IGNORE =
User? dgnore for all): Ceorge o

Hector

Tairao

To ol

John (=]

Joy

ken -
Destination? dgnore for all): |IGNORE | =
Result Group? Ignore for all: |IGNORE | nal

Output Farmat: @ HTRL |E|| |E'_||
4. Run the Cube.

5. Use the Field List Button to show available pivot table dimension to manipulate the data

J Proxy Cube on Detailed Information by User (Limited to 100 000 records)

Cube by User | Chart by User
L N R T R R ik 2 - TN

Proxy Cube on Detailed Information {Limited to 100 000 records)

Al YYYY MM DD HH | Al Detailed |
Result Group ~ [Result Code

= Accepted = Error
passthrough blocked
User ~ |Hits ‘Eytes ‘Elapsed T\me|H\t5 |Eytes |Elapsed Tlme‘
8361 142137 58527 208 i} i}
1747 23E93 12229 34 0 0
1130 189210 7910 1 o o
932 155844 6524 28 i} i}
BEE 111582 4592 13 o o
643 109H 4501 70 i} i}
535 9095 3745 16 0 0
LELLLETLTEEL i rrrsl
25 425 175
17 289 19
14 238 95
B 102 42
1 17 7
44 0 0
18371 312 307 128597 686 0 0
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6. With the manipulation of sort 24 &b icon, top X ‘ﬁ# icon, drag and drop of dimension E try to
view the following :
a. Check where are surfing the top 2 users in time
b. Check if it is during work hours!
Full result:
J Proxy Cube on Detailed Information by User {Limited to 100 000 records)
Cube by User | Chart by User

B : iU Fe -gE =EmiE S Ea O

Proxy Cube on Detailed Information (Limited to 100 000 records)

Drop Filter Fields Hers
fears v IMunthsIDayslHuurs|
= 2010
G January
=219
9 [10 [11 12 [14 [15 [16 17 | Tatal
Category W~ | Destination ¥ Elapsed T\me|EIapsed Time|EIapsed Time‘EIapsed T\me|E\apsed Time|EIapsed Time|EIapsed Time‘E\apsed T\me|E\apsed Tirne
E Business B v villasprisme. corm 3801 9814 13615
Wiy, vente-privee. com 8302 g 302
B v, paruvendu. com 1127 14 1141
B vy, ideesmaison. cam 961 61
whiw, toutfaire. com 525 525
guidemateriaux.toutfaire. com 483 483
www. Cyberarchi.com 413 413
E Shopping and Auction W, (i3I ong-avenir-tradition. com 3143 3143
tCr-irnages. amazon. com T 7
B vy, abehooks. com 7 7|
www. eurorelais. org 7 7
Search Engines 2310 637 42 2969
Caontent Servers 7 189 154 1876 28 37 2625
Information Technology 126 14 14 532 1330 2016
E Sports H wwww. [equipe.com 896 896
whirw, handzone. net 408 406
H www. f-handball.org 380 350
B v, SpOrtS. corm 14 14
sports.voila.com 7 7
Travel 224 224
Freeware Downloads 7 7|
B News and Media medias. lemande.com 1883 3493 910 2148 910 9345
wrrw, liberation. cam 0954 0954
B Spors W, Sport365. com 796 756
Content Servers 42 91 21 42 21 217
Information Technology 42 42
Grand Total 3185 12411 9 996 7742 1036 a1 13 020 5| 49 252

9. Add you own devices

Using the same function that you use to add the Demo device (12 point 5), you can now add your own
equipments.

Example with a Cisco ASA in syslog:
1. Launch Click&DECIDE Configurator
2. In Device Type, select Add

3. Inthe list, select the device you want to collect the log from. For example here Cisco Firewall for all type
of Cisco’s firewalling devices

4. Inthe Log File Acquisition Settings window, select Log in Real-Time with Syslog Protocol. Enter the
Syslog IP address of your device.

5. Select OK

6. Inthe Log Treatment windows select the action you want to be done on this device:
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M Generate Daily and Monthly Report
to generate, at 1 AM the previous day report
M Archive logs in enriched CSV format
to prepare a contextual copy of the log, that will be securely archived
M Archive logs in Native format
to prepare the legal and regulatory collection of the log, that will be securely archived
7. Click on Finish, than Apply. The new configuration is applied.

8. Go to your device, and configure the log to be sent in syslog to the Click&DECIDE server IP.

9. Check with the Perform monitor (see Chapter 5.1) that you received the event and that they are correctly
processed.

10. The next day, open the Web Portal (see Chapter 5.3) and look at your reports.

10. Exercise solutions

Port 50010

Internal 172

10 AM

1

39.57%

It really depends on your architecture

Click on the 58.53.60.225 link on page 10 and you get the correct WHOIS information whatever

NIC is used. Result is “CHINANET Hubei province network”

AT&T Global Network Services, LLC

62.210.136.135, 29 hit, 29 distinct services

SMB.DCERPC.Registry.OpenHKLM.139

Internal

Detected but not blocked

19:00 to 19:59

Microsoft.Works.Spreadsheet.Memory.Corruption

Yes, but there is traffic at midnight that may indicate automatic updates on PC’s that stay

switched ON all night

Eric, Peter and Eva with almost 24 hours cumulated internet session during a day. (HP update

live ticker! isee.europe.hp.com page 4-5-6)

www.google.com with 9.77%

Jo with 45.51% hits

s. No. A single user should not be at almost 50% of the total number of hit in the proxy of any
company.

t.  Chris with 2:50 hours and Jo with 2:09 hours of internet during the day (are they paid for that?)

u. Jo is doing Business... but home Business! (selling his house) and Chris is reading news and

media (is he working in PR ?)

53T XTI @TmoonoTR

L T

-
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11. Data and Users available in Click&DECIDE Soft Appliance

11.1. Data available in SQL database

e Firewall: a CISCO ASA 5505 Firewall data has been installed from January 2010 to December 2010.

e Activldentity: an Actividentity AAA database as been setup to provide data from January 2010 to
December 2010.

You can use those data for long term tests and manipulation.

A full set of all standard product logs is available in
C:\Program Files\Click and DECIDE\NSI\Logs\Engine\Flatfile

You can use them to test device reports.

All logs there are at the date of 17 January 2010.

11.2. Users available
Two users have been setup in Click&DECIDE Soft Appliance.

e Administrator with cnd-nsi-10 password

This user as full access to all logs
e Demonstration with cnd-nsi-10 password

This user as restricted access in cube only to the demo logs from DEMO device (FW-MPL)
e Bl with cnd-nsi-10 password

This user as menu for Business Intelligence tool

11.2.1. Administrator user screen access:

('- Click and DEGDE Web Portal - Menus - Windows Internet Explorer

% = [£] htip: /localhost/dveb/Defauit. aspxaMiolnit=1 = |§| |z‘ [ 5 |EE|

L Favorites (& Click and DECIDE Web Portal - Menus. | |

@D Click&DECIDE
el e

iy Firewall Dashboard y IPS Dashboard y Proxy D

You have been authenticated by

Windows as:
User  NSI-10-2ZADMINISTRATOR Alerts Daily Reports Monthly Reports
Groups: Title Date Title Date Title Date
AUTHENTICATED USERS A\ alen on Many Reisction by Tsd 1/18/2011 (i) Inmusion Prevention System Dty Dashboard  1/16/2011 (i) Proxy Monthiy Deshbosrd 1/5/2011
INTERACTIVE . ) . i i
v Reisction by 16/2011 16/2011 Intrusion Prevention System Monthiy 5/2011
NONE A alent on Mem n by Vietoria 1/18/. (i) Prowy Daiy Deshboard 118/, @ et 1s/.
NTLM AUTHENTICATION A\ Alent on Many Rejection by Tos 1/16/2011 (i) Firewsil Daity Dashbosrd 1/16/2011 (i) Fiewall Monthty Dashbosrd 1/5/2011
A\ Alen on Hirs on Accepted on frewsl FW-MPL  1/16/2011 (i) Intusion Prevention System Dty Dashboard  1/5/2011 < Page 1f1 >
Your Server Administrator Credentials:
User:  ADMINISTRATOR i\ ster o Byres on Service 25 1/16/2011 (D Proxy Dsiy Dashbosrd 1/s/2011
Groups: § & Alert on Hits on Service 80 1/18/2011 @ Firzwsll Dsity Dashbosrg 1f5/2011
e A\ ment on Hits on 8 1P 192160037 1/16/2011 < Page 1/1 >
A\ Aerton BytesonsIP 192168222 1/16/2011
@IP a1l B
Theme:  [Ciiok snd DECOE = ﬁ Alert on Suspicious Port Sean 62210136135 1/16/2011
— Prosey lert on Bytes on 2 IP 152 168.0.37 1/16/2011
Language M= TII01 = == =

2 Display banner
Add 3 Home Page

#  Title URL hd
. o

F] I

[ [ [ [ [ [ tocalintranet | Protected Mode: Gff o~ ®mwoow - 4

32

Contact us: E-mail: sales@clickndecide.com Tél: +33 (0)6 71 99 86 60 www.clickndecide.com
Sales Office: 98, route de la Reine - 92100 Boulogne-Bt, France.
To contact your nearest Click&DECIDE partner, click here.




m CLiCk& DEC;DE Network & Security Intelligence | Guide

11.2.2. Demonstration user screen access:

When the user Demonstration is accessing his screen, the Click&DECIDE supervision screen is shown. You

need to allow the access to make it work.

@ To help protect your security, Internet Explorer has restricted this wehnane from runnina scripts or ActiveX controls that could access your computer. Click here for options. ..

Allow Blocked Content...
What's the Risk?

Information Bar Help

When you launch the web portal, you get the screen with Web Parts:

{ click and DECIDE Web Portal - Menus - Windows Internet Explorer

| FR French (Fernce) | @ | 7 [IE1=]

eds [ie] nio: fpor tol cicknecde Jocaldvricb/ =l |‘:" |X‘ [ 52 tive search ‘EE‘

i Favorites | 5 ] Suggested Stes + g\m/ebshcesanery

(& Click and DECIDE Web Portal - Menus v B v () &= - Page~ Safety~ Took - @~
Web Server Configuration Web Parts ] -
Menus
NI Reports and Analysis i@ Yesterday Daily Firewall Trafic v 's Activi Yesterday IPS alerts
=5 NS Utilties
SRealTime
2
= [ Blocked % [ Error 2 [ Blocked
= M Accepted 5 [ 2 [ Accepted
5
2
8 11 14 17 20 23
: Top 10 users
January/15/2011
Download Sesslon Dnmnon Scesom’ Mambor o Average
Time: mm:ss) Duration ~ Sessions. sessions
User Statistics (@hhmmss) ™ " (@hhmmss)
Eric 00:00:03 7 447 298% 23:43:00 2003% 2 11:51:30
Peter 00:00:03 7 449 299% 23:40:00 20.86% 2 11:50:00
Eva 00:00:03 7 448 299% 23:39:00 20.84% 2 11:49:30
Chris 00:00:12 29 1747 11.64% 02:50:00 358% 3 00:56:40
Jo 00:00:59 139 8361 56.72% 02:09:00 271% 6 00:21:30
Xavier 00:00:08 19 1130 753% 00:52:00 1.09% 8 00:06:30 | |
Leif 00:00:02 5 M7 211% 00:40:00 0.84% 4 00:10:00
Dan 00:00:04 9 518 345% 00:37:00 0.78% 4 00:08:15
Alan 00:00:05 1 656  437% 00:33:00 0.69% 4 00:08:15
‘ Luc 00:00:07 15 932 621% 00:32:00 0.67% 10 00:03:12 i ';
“ »
Done [T [ ] [ [&&ocalintranet | Protected Mode: Off [¢a - [Rwo% - 4

(note: if the graphic are not fully shown, please click on [FWeseat=—] tab for screen synchronization)

The data shown here are at the date of 15 january 2011.

If you run DEMO logs again, and wishes to update the graphics and the alarm, run the Schedule Tasks, has
they should be programmed to run automatically at night in a production environment. Log in with

Administrator to launch them:

Click and DECIDE NSI Scheduled Dashboards
Wait 10 minutes

Click and Decide Demo Alerts

Click and Decide Web Parts Update

@ Task Scheduler
File Acton View Help

e N

M= |

L Al sl B

(5 Task Scheduler (Local) Name | S.|_ ¥ Triggers | NextRunTime | LastRunTime | Last Run Result

| Auther |

Bl [ Task Scheduler Library.

- (% Click and DECIDE MSI Scheduled Dashboards Ready At 1:00 AM every day 1[17,’20 11 1:00:00 AM
L] Microsoft

k and Decide Demo Alerts Ready At 1:10 PM evep
T Click and Decide Web Parts Update Resdy At 1:20 PM eve
Purge Alerts Tables Ready AL 1:23 AM eve

5L Firewall Alert Disabled At 1:30 PM eve Df”b‘ﬁ
Renew Windows 2008 Evalutation Period Ready At12:30pMey  ExPOrt..
@ Naw Ready  At7:14PMon  Fropertes
a Delete

1/17/2011 1:23:00 AM  Never
Never
2/16/2011 12:30:00 PM  Never

]J16[20114 41:45PM  The operation completed successfully. (0)(0) Click and Decide Task
6/2 59PM The operation completed
1;17,120 11 1:20:00 PM 1,r16fzu117 14:00 PM  The operation completed successfully. (CIxCI) Click and Decide Task

1/16/2011 7:15:33PM  The operation completed successfully. (0x0) Click and Decide Task

Click and Decide Task v

Click and Decide Task
SYSTEM
W2008-32-EVAL\Admi
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